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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.
Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful tips) or recommendations.

Syntax Conventions
» All models in this series may be referred to as the “Root (Plus)” in this guide.
e Product labels, screen names, field labels and field choices are all in bold font.

« Aright angle bracket ( > ) within a > screen nhame denotes a mouse click. For example, Maintenance >
File Manager > Firmware Package means you first click Maintenance in the navigation panel, then the
File Manager sub menu and finally the Firmware Package tab to get to that screen.

Icons Used in Figures

Figures in this guide may use the following generic icons. The Root (Plus) icon is not an exact
representation of your device.

Root (Plus) Router Switch Internet
Server Access Point Laptop Desktop
E
. _—
- I
IP Camera IP Phone
I ---
Lo}
- - -
- - -
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Accessibility and Compatibility

Accessibility and Compatibility

Introduction

This User's Guide complies with the accessibility requirements set out in EAA (European Accessibility Act)
(EU) 2019/882.

Accessibility makes this User's Guide usable for people with disabilities, including those with visual,

auditory, motor, and cognitive impairments. Compatibility ensures this User’s Guide works well with a wide
range of devices, software, and assistive technologies.

Accessibility Feature - Screen Reader Support
The visually impaired may use screen readers, such as NVDA to read contents.

To use the screen reader, do the following:

Open your screen reader software.
Navigate to this User’'s Guide; the screen reader should automatically start reading the contents.

Use the keyboard shortcuts to navigate through this User's Guide (refer to the screen reader
documentation).

Accessibility Feature - Keyboard Navigation

Keyboard navigation allows you to read the contents in this User's Guide without a mouse. Use the
following keys.

» Tab key: navigate between interactive elements (for example, buttons, links, fields).
» Enter key: select or activate the highlighted item.
* Arrow keys: move between options in menus or lists.

o Esc (Escape) key: close pop-up windows or cancel actions.

How to Access Support Services
We offer the following ways to contact our Zyxel support team.
Email Support: support.zyxel.com

Send a detailed description of your issue, including any error messages, screenshots, or steps you have
already taken to resolve the problem. The response time is typically within 24 hours.

User Forums and Community Support: https://community.zyxel.com/en

Root Plus and Root User's Guide
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CHAPTER 1
Introduction

1.1 Overview

The Root Plus and Root are outdoor Point-to-Multi-Point (PTMP) wireless bridge devices built on the latest
Wi-Fi 7 (IEEE 802.11be) standard. They extend your existing network over long distances to multiple
remote locations, providing high-speed wireless connectivity without the need for additional cabling.

They supports Multi-Link Operation (MLO), which transmits data simultaneously over the 5 GHz and 6 GHz
bands to increase throughput and reduce latency. In a PTMP network, the Root (Plus) connects to multiple
Leaf Plus devices to extend network access across locations.

Note: At the time of writing, you can only pair Root (Plus) with Leaf Plus.
The following figure shows the Root (Plus)’s application in a wireless bridge network. The Root (Plus)

forms a wireless bridge connection with multiple Leaf Plus devices to provide network to different remote
sites.

Root Plus and Root User's Guide
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Chapter 1 Introduction

Figure 1 Root (Plus) Application in a Network
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Chapter 1 Introduction

1.2 Feature Comparison

The following table shows the differences between Root Plus and Root. You can find the feature
introductions in the later sections.

Table 1 Feature Comparison Table
FEATURES ROOT PLUS ROOT
Supported WiFi Standards IEEE 802.11a IEEE 802.11a

IEEE 802.11ac
IEEE 802.1ax
IEEE 802.11be

IEEE 802.11ac
IEEE 802.1ax
IEEE 802.11be

Supported Frequency Bands

5 GHz
6 GHz

5 GHz
6 GHz

Supported Channel Width

5G:20/40/80/160 /240 MHz
6G: 20 / 40 MHz

5G:20/40/80/160 /240 MHz
6G: 20 / 40 MHz

Available Security Modes

None / Enhanced-open / WEP /
WPA2-MIX-Personal / WPA3-Personal

None / Enhanced-open / WEP /
WPA2-MIX-Personal / WPA3-Personal

Number of WiFi Radios 2 2
BandFlex (5 GHz / 6 GHz) No No
Multi-Link Operation (MLO) Yes Yes
Wireless Bridge Yes Yes
Supported PoE Standards IEEE 802.3at IEEE 802.3af
IEEE 802.3bt IEEE 802.3at

External Antennas No Yes
Internal Antennas Yes No
Antenna Switch No No
Smart Antenna No No
Console Port 4-Pin Serial No
Reset button Yes Yes
LED Locator Yes Yes
LED Suppression Yes Yes
NCC Discovery Yes Yes
AFC Report Yes Yes
ACS Report Yes Yes
Override Altitude Yes Yes
Ethernet Forwarding Mode Yes Yes
PTMP Bandwidth Control Yes Yes
Wireless Remote Capture Yes Yes
Email Daily Report Yes Yes
SNMP Yes Yes
Grounding Yes No
Power Jack PoE POE

DCin24to 48V

Maximum number of log
messages

512 event logs

512 event logs

Latest Firmware Version
Supported

7.40

7.40

Root Plus and Root User's Guide
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Chapter 1 Introduction

1.2.1 Dual-Radio

The Root (Plus) is equipped with two WiFi radios. The Root (Plus) uses the WiFi radios to transmit WiFi
signals. This means you can configure different WiFi networks on the 5G/6G bands to operate
simultaneously.

Note: Due to each country’s regulations on frequency band usage, the available radio bands (5
GHz and 6 GHz) may differ by countries or markets the Root (Plus) products are sold to.

Note: A different channel should be configured for each WLAN interface to reduce the effects
of radio interference.

Multi-Link Operation (MLO)

An AP can support multiple frequency bands (5 GHz and 6 GHz), but a WiFi client can only connect to the
AP using one of these frequency bands. The other frequency band is unused. The client's data
transmission speed depends on the frequency band they are connected to.

WiFi 7 MLO allows a WiFi client to connect to the AP using multiple frequency bands simultaneously. This
increases speed and improves reliability of the WiFi connection. MLO makes WiFi 7 ideal for streaming 4K/
8K videos, using augmented reality (AR), virtual reality (VR) applications and playing online games.

To use MLO, both the AP and the WiFi client have to support MLO.

Preamble Puncturing

In WiFi 6 and earlier, any interference would cause the entire WiFi channel to become unavailable. In the
figure below, if part of the WiFi channel (B) experiences interference, the rest of the WiFi channel (C)
becomes unavailable.

Figure 2 Without Preamble Puncturing
A B C

VA4 ® X

WiFi 7 preamble puncturing allows you to block the specific portion of the channel that is experiencing
interference while continuing to use the rest of the WiFi channel. In the figure below, if part of the WiFi
channel (B) experiences interference, the rest of the WiFi channel (C) is still available.

Figure 3 Preamble Puncturing Example
A B C

V4 ® V4

1.3 Root (Plus) Management Mode

The Root (Plus) can be managed in one of the following methods: remote management through Nebula
Control Center (NCC) or troubleshooting through the local GUI. It is recommended to use NCC to manage
the Root (Plus) for complete configuration and monitoring. The local GUI is intended for troubleshooting
purpose only.

Root Plus and Root User's Guide
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NCC

This is the primary means by which you manage the Root (Plus) in cloud managed mode (NCC). With the
NCC, you can remotely manage and monitor the Root (Plus) through a cloud-based network management
system. See the NCC User's Guide for more information.

Local GUI

If your Root (Plus) is managed by the NCC, use this only for troubleshooting if you cannot connect to the
Internet. See Accessing the Local GUI for more information about the local GUI.

The following table shows the default IP addresses and purposes for different management modes.

Table 2 Root (Plus) Management Mode Comparison
MANAGEMENT MODE DEFAULT IP ADDRESS PURPOSE

Nebula Control Center Dynamic For full configuration and monitoring

Note: You can find the IP address in
Site-wide > Devices > Access
points > LAN IP.

Local GUI Dynamic or For troubleshooting only
Static (192.168.1.2)

Note: Once you register your device with NCC, the local GUI login password will change to an
NCC assigned password. To view or change the NCC assigned password, log in to NCC
and go to Site-wide > Configure > Site settings > Local credentials.

Figure 4 Site-wide > Configure > Site settings > Local credentials

Device configuration

1.4 Good Habits for Managing the Root (Plus)

Do the following things regularly to make the Root (Plus) more secure and to manage it more effectively.

» Change the password often. Use a password that is not easy to guess and that consists of different
types of characters, such as numbers and letters.

« Write down the password and put it in a safe place.

Root Plus and Root User's Guide
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« Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the Root (Plus) becomes unstable or even crashes. If you forget your
password, you will have to reset the Root (Plus) to its factory default settings. If you backed up an
earlier configuration file, you will not have to totally re-configure the Root (Plus); you can simply restore
your last configuration.

» Inspect the signal path periodically. Trees, vegetation, or newly constructed structures can gradually
block the line of sight between the Root (Plus) and Leaf Plus, reducing wireless link performance.

Root Plus and Root User's Guide
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CHAPTER 2
Hardware

See the Quick Start Guide for hardware installation and connections.

2.1 Ports

This section shows the ports and buttons on the following models:

e Root Plus
¢ Root

Root Plus

Place the Root Plus with the grooved surface facing upward. The Root Plus is square. Position it so that the
edge with the four ports is closest to you.

Figure 5 Root Plus Portsiﬁdﬁﬁtonﬁl m Jm ml ﬂm m m ml

Figure 6 Root Plus Ports and Buttons with 1/O labels

|

I

DCin24-48V Ethernet Reset / Console SFP+
PoE
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Chapter 2 Hardware

The following are the items on the ports panels from left to right.

Table 3 Root Plus Ports and Buttons

LABEL

DESCRIPTION

DCin 24-48 'V

Connect the power to start the Root (Plus). See DC Power Connection for more
information on connecting the DC power to the Root (Plus).

Ethernet PoE
(IEEE 802.3bt 60 W
standard)

Connect the Root (Plus) to the PoE injector’s power port to power the Root (Plus). Then
connect a router or computer to the PoE injector’'s LAN port to connect the Root (Plus) to
the backbone of your network.

Reset / Console

Press the button for more than 5 seconds to return the Root (Plus) to the factory defaults.

You can use the 4-pin console port to manage the Root (Plus) using CLI commands. You
will be prompted to enter your user name and password. See the Command Reference
Guide for more information about the CLI.

When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:

* Speed 115200 bps
« Data Bits 8

« Parity None

« Stop Bit1

 Flow Control Off

SFP+

Use an SFP+ transceiver in this port for high-bandwidth backbone connections.

Root

Locate the mounting handle on the back of the Root. Remove the cover below the handle to access the
PoE port inside. Place the Root with the mounting handle facing upward and the port facing toward you.

Figure 7 Root Port and Button

The following are the items on the ports panels for your Root.

Table 4 Root Port and Button

LABEL DESCRIPTION
PoE Connect the PoE port to provide power and network access to the Root (Plus).
Reset Press the button for more than 5 seconds to return the Root (Plus) to the factory defaults.

The Root has four RP-SMA female antenna connectors for external antennas: two for the 5 GHz band and
two for the 6 GHz band. Connect all four antennas to the Root before use.

Root Plus and Root User's Guide
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Note: External antennas are not included and must be purchased separately. Zyxel
recommends the ACCESSORY-ZZ0114F antenna. Customers may also use other
compatible antennas that meet the required frequency bands and applicable regulatory

requirements.

The Zyxel ACCESSORY-ZZ0114F antenna specifications are shown in the following table for your

reference.

Table 5 Zyxel ACCESSORY-ZZ0114F Antenna Specifications

LABEL SPECIFICATION

Antenna 5G-1 5G-2 6G-1 6G-2
Connector RP-SMA male RP-SMA male RP-SMA male RP-SMA male
Polarization -45 +45 -45 +45
Frequency 5150 to 5850 5150 to 5850 5925 to 7125 5925 to 7125
Peak Gain (dBi) 12.5 121 12.9 12.9

Voltage Standing Wave Ratio <25 <3

(VSWR)

Half-Power Beamwidth 19.2 to 23.3° 16.8 to 24.1° 17.2 to 26.9° 17.2 to 25.7°
(HPBW)-Azimuth

Half-Power Beamwidth 14.3 to 21.8° 15.7 10 19.2° 12.9 to 16.1° 12.0 to 16.8°
(HPBW)-Elevation

Isolation (dB) 17 17

Cross Isolation (dB) 25

Power (Watts) 5

Impedance (Ohms) 50

Type Patch

2.2 PoE

Power Over Ethernet (PoE) is a technology that allows Ethernet cables to supply power and transmit data
simultaneously through a single Ethernet cable.

The following figure shows a PoE injector supplying power to the Root Plus from a power outlet, and
connecting it to the local network through a router, or gateway.

Root Plus and Root User's Guide
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Figure 8 Root Plus’'s PoE Application

- ZYXEL

PoE

LAN

To view the Root (Plus)’s supported PoE standards, see Feature Comparison. Use Ethernet cables that
correspond to the PoE standard your Root (Plus) supports (see Root (Plus) PoE Standards).

The supported PoE standards for Root (Plus) are:

o |EEE 802.3af Power over Ethernet (PoE)
o |EEE 802.3at Power over Ethernet + (PoE+)
o |EEE 802.3bt Power over Ethernet ++ (PoE++)

The following table describes the PoE standards.

Table 6 Root (Plus) PoE Standards

POE FEATURES POE POE+ POE++

IEEE Standard IEEE 802.3af IEEE 802.3at IEEE 802.3bt
Supported Models Root Root Plus, Root Root Plus

PoE Type Type 1 Type 2 Type 3

PSE Port Power PSE Port Power PSE Port Power PSE Port Power
IEEE Power Classification Class 0,1,2,3 Class 4 Class 5, 6
Maximum Power Per Port 15.4 W 30w 60 W

Port Voltage Range 44 -57V 50-57V 50-57V
Cables Cables Cables Cables
Twisted Pairs Used 2-pair 2-pair 4-pair
Supported Cables Cat3 or better Cat5 or better Cat5 or better

Root Plus and Root User's Guide
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Chapter 2 Hardware

2.3 DC Power Connection

The Root Plus uses a single D-sub series terminal block plug with two pins. Use two wires to connect to
the terminal block: one for the positive terminal and one for the negative terminal.

Note: The current rating of the power wires must be greater than 16 AWG. The power supply to
which the Root Plus connects must have a built-in circuit breaker or switch to toggle the
power.

Note: When installing the Root Plus power wire, push the wire firmly into the terminal as deep as
possible and make sure that no exposed (bare) wire can be seen or touched.

Exposed power wire is dangerous. Use extreme care when connecting
a DC power source to the Root Plus.

WARNING! Working with high-voltage DC power is dangerous. To
ensure safety of equipment and regulatory compliance, the DC power
connection must be performed by a certified technician.

To connect a power supply:

1 Use a screwdriver to loosen the captive screws on the D-sub's terminal block.

2 Connect one end of a power wire to the Root Plus's 48 V (return) pin and tighten the captive screw.
3 Connect the other end of the power wire to the positive terminal on the DC power supply.

4 Connect one end of a power wire to the Root Plus’s —48 V (input) pin and tighten the captive screw.
5 Connect the other end of the power wire to the negative terminal on the power supply.

6 Insert the D-sub terminal block’'s male connector plug into the Root Plus's DC in 24-48 V port and tighten
the two captive screws.

2.4 SFP+ Slot

This is the slot for SFP+ (Small Form-Factor Pluggable) transceivers. A transceiver is a single unit that
houses a transmitter and a receiver. The Root Plus does not come with a transceiver. You must use a
transceiver that comply with the Small Form-factor Pluggable (SFP+) Transceiver MultiSource Agreement
(MSA). See the SFF committee's specifications.

You can change a transceiver while the Root Plus is operating. You can use a different transceiver to
connect to devices with different types of fiber optic or even copper cable connectors.

WARNING! To avoid possible eye injury, do not look into an operating
fiber optic module’s connectors.

HANDLING! All transceivers are static sensitive. To prevent damage
from electrostatic discharge (ESD), it is recommended you attach an

Root Plus and Root User's Guide
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ESD preventive wrist strap to your wrist and to a bare metal surface
when you install or remove a transceiver.

STORAGE! All modules are dust sensitive. When not in use, always
keep the dust plug on. Avoid getting dust and other contaminant into
the optical bores, as the optics do not work correctly when obstructed
with dust.

2.4.0.1 Transceiver Installation

Use the following steps to install a transceiver.

1 Attach an ESD preventive wrist strap to your wrist and to a bare metal surface.
2 Align the transceiver in front of the slot opening.

3 Make sure the latch is in the lock position (latch styles vary), then insert the transceiver into the slot with
the exposed section of PCB board facing down.

4 Press the transceiver firmly until it clicks into place.
5 The Root Plus automatically detects the installed transceiver.
6 Remove the dust plugs from the transceiver and cables (dust plug styles vary).

7 Identify the signal transmission direction of the fiber optic cables and the transceiver. Insert the fiber optic
cable into the transceiver.

Figure 9 Latch in the Lock Position

2.4.0.2 Transceiver Removal

Use the following steps to remove an SFP transceiver.

Root Plus and Root User's Guide
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1 Attach an ESD preventive wrist strap to your wrist and to a bare metal surface on the chassis.
2 Remove the fiber optic cables from the transceiver.

3 Pull out the latch and down to unlock the transceiver (latch styles vary).

Note: Make sure the transceiver’s latch is pushed all the way down, so the transceiver can be
pulled out successfully.

4 Pull the latch, or use your thumb and index finger to grasp the tabs on both sides of the transceiver, and
carefully slide it out of the slot.

Note: Do NOT pull the transceiver out by force. You could damage it. If the transceiver will not
slide out, grasp the tabs on both sides of the transceiver with a slight up or down motion
and carefully slide it out of the slot. If unsuccessful, contact Zyxel Support to prevent
damage to your Root Plus and transceiver.

5 Insert the dust plug into the ports on the transceiver and the cables.
Figure 12 Removing the Fiber Optic Cables

2.5 Grounding

Earth grounding helps protect against lightning and interference.
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Note: The power installation must be performed by qualified service personnel and should
conform to the National Electrical Code.

The Root Plus must be connected to earth ground to adequately ground the Root Plus and
protect the operator from electrical hazards.

Qualified service personnel must confirm that the protective earthing terminal of the
building is a valid terminal.

Before connecting the ground, ensure that a qualified service personnel has attached an
appropriate ground lug to the ground cable.

Locate the ground screw on the rear panel of Root Plus. Place the device with the grooved surface facing
upward and the edge with the four ports is closest to you. Feel for the engraved grounding symbol at the
bottom-left corner of the grooved surface. The ground screw is directly below it.

= N N
& X s
—
\ N - = e -

B @

Remove the ground screw.

Secure a green/yellow ground cable (18 AWG or smaller) to the Root Plus’s rear panel using the ground
screw.

Attach the other end of the cable to the ground, either to the same ground electrode as the pole you
installed the Root Plus on or to the main grounding electrode of the building.

Note: Follow your country's regulations and safety instructions to electrically ground the Root
Plus properly. If you are uncertain that suitable grounding is available, contact the
appropriate electrical inspection authority or an electrician.

Warning! Connect the ground cable before you connect any other
cables or wiring.

The figure below illustrates how the ground cable (A) is attached to the Root Plus and goes to the earth
ground (B).
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Figure 15 Grounding Example
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The Root Plus should be installed at a 90-degree angle perpendicular
to the ground.

2.6 Root (Plus) LED

This section shows the LED behavior of the following models:

e Root Plus
e Root

For a complete description and simulation of LED behavior, see the LED Simulator.

Root Plus

Place the Root Plus with the grooved surface facing you and the edge with the four ports at the bottom.
The Status LED is located on the right side panel.
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Figure 16 Root Plus Status LED

The following are the LED descriptions for your Root Plus.

Table 7 Root Plus Status LED

COLOR STATUS DESCRIPTION
Amber Blinks between amber and | The Root Plus is booting up.
I green alternately (300
_— Green milliseconds interval).
\/y Green Blinking (On for 300 The Root Plus is connected to NCC and registered, but no WiFi
o milliseconds, Off for 300 clients are connected to the Root Plus.
milliseconds)
. Green Steady On The Root Plus is ready for use.
OR
The Root Plus is connected to NCC and registered, with WiFi
clients connected to the Root Plus.
Amber Steady On The Root Plus is not connected to NCC, but WiFi clients are
connected to the Root Plus.
Amber Blinking (On for 300 The Root Plus is not connected to NCC, and no WiFi clients are
milliseconds, Off for 300 connected to the Root Plus.
milliseconds)
Bright Blue | Steady On The Root Plus has completed the boot up process.
-\'! Blue Blinking (On for 1 second, | The Root Plus is performing a Channel Availability Check (CAC)
Off for 1 second) with Dynamic Frequency Selection (DFS) to avoid radar
channel interference.
. Red Steady On The Root Plus failed to complete the boot up process.
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Table 7 Root Plus Status LED (continued)

COLOR STATUS DESCRIPTION
w. | Red Fast Blinking (On for 50 The Root Plus is undergoing firmware upgrade.

milliseconds, Off for 50
milliseconds)

mmm | Red Blinking (On for 1second, | The Root Plus WiFi is disabled or has failed.
Off for 1 second)

| Red Slow Blinking (On for 1 The Root Plus is connected to NCC, but not registered with
second, Off for 5 seconds) | NCC.

Root

Locate the mounting handle on the upper rear of the Root. The LED is located on the lower front of the

Root.

Figure 17 Root LED
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The following are the LED descriptions for your Root.

Table 8 Root LED

COLOR

STATUS

DESCRIPTION

Amber

Blinks between amber and
green alternately (300

Green

milliseconds interval).

The Root is booting up.
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Table 8 Root LED (continued)

COLOR STATUS DESCRIPTION
\// Green Blinking (On for 300 The Root is connected to NCC and registered, but no WiFi
o milliseconds, Off for 300 clients are connected to the Root.
milliseconds)
. Green Steady On The Root is ready for use.
OR
The Root is connected to NCC and registered, with WiFi clients
connected to the Root.
Amber Steady On The Root is not connected to NCC, but WiFi clients are
connected to the Root.
Amber Blinking (On for 300 The Root is not connected to NCC, and no WiFi clients are
milliseconds, Off for 300 connected to the Root.
milliseconds)
Bright Blue | Steady On The Root has completed the boot up process.
-\“ Blue Blinking (On for 1 second, | The Root is performing a Channel Availability Check (CAC) with
Off for 1 second) Dynamic Frequency Selection (DFS) to avoid radar channel
interference.
. Red Steady On The Root failed to complete the boot up process.
[ Red Fast Blinking (On for 50 The Root is undergoing firmware upgrade.
milliseconds, Off for 50
milliseconds)
-"' Red Blinking (On for 1 second, | The Root WiFi is disabled or has failed.
Off for 1 second)
-"' Red Slow Blinking (On for 1 The Root is connected to NCC, but not registered with NCC.
second, Off for 5 seconds)

2.7 Resetting the Root (Plus)

This section shows the location of Root (Plus)’'s Reset buttons and how to reset the device.

Root Plus Reset Button

Place the Root Plus with the grooved surface facing upward and the edge with the four ports closest to
you. The Reset button is the third opening from the left.

Figure 18 Root Plus's Reset Button
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Root Reset Button

Place the Root with the mounting handle facing upward and the port facing toward you. The Reset button
is located to the left of the PoE port. Use a pin to press it.

Figure 19 Root's Reset Button
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If you cannot access the Root (Plus) by any method, try restarting it by turning the power off and then on
again. If you still cannot access the Root (Plus) by any method or you forget the administrator
password(s), you can reset the Root (Plus) to its factory-default settings. Any configuration files or shell
scripts that you saved on the Root (Plus) should still be available afterwards.

Use the following procedure to reset the Root (Plus) to its factory-default settings. This overwrites the
settings in the startup-config.conf file with the settings in the system-default.conf file.

Note: This procedure removes the current configuration.

Make sure the Power LED is on and not blinking.

Press and hold the Reset button until the Power LED begins to blink. (This usually takes about ten
seconds.)

Release the Reset button, and wait for the Root (Plus) to restart.

You should be able to access the Root (Plus) using the local GUI's default settings.
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Nebula Management

3.1 Overview

This section shows you how to:

e Register your Root (Plus) on the NCC Portal
e NCC Dashboard

3.1.1 Register your Root (Plus) on the NCC Portal

Go to the NCC portal. Enter your existing Zyxel Account credentials, or log in using Google, Apple,
Microsoft Entra ID, or Passkey. Then, click Sign in.

If this is your first time logging in to the NCC portal, see First-Time Login to the NCC Portal.

If this is not your first time logging in to the NCC portal, see Subsequent Login to the NCC Portal.

@ Discover the new Passkey login experience. Leamn more *
ZYXEL @ en
uuuuuu
Welcome to Zyxel
G Continue with Google
- Continue with Apple
> Continue with Microsoft Entra ID
‘? Continue with Passkey

r?  Create an actount

Resend activation email

First-Time Login to the NCC Portal

1 Follow the Nebula setup wizard to create an organization and site.
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» The setup wizard helps you create an organization and site, add Nebula Devices, upgrade your Nebula
Device firmware, and set up WiFi networks quickly.

« The wizard appears automatically after you log in the first time or if there is no organization created
under your account.

» The wizard also starts when you click Create organization from the Organization drop-down list in the
title bar.

2 Enter the Organization and Site names. Select your Country and Time zone. Click Next.

3 Enter the MAC address, Serial number, and Name of the Root (Plus). Click the Add icon c} then click
Next.

| Back

You might just click Next to skip this step =)

4 Select the trial license applicable to your Root (Plus). You can also click Activate All to use all trial licenses.
When finished, click Next.
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Trial licenses
;Vlbuiu Pro Pack Trial

[fecld Security Pack Trial

£ FLEX

[Rcontent Filter Pack Trial

[¥elita Pack Trial

[¥=onnect & Protect Trial

fsecure WIFi Trial

10

Check if the Organization summary and Devices information are correct. Once finished, click Go to
Nebula Dashboard. Your Root (Plus) is now registered on the NCC portal.

Let's take a look for what you had done

Organization summary & Devices [

I';ﬁ QOrganization:Zyxel D 0 Mobile router @ Access point(s)
T site-Alicia @ 0 Firewall & Accessory

@ Country-Taiwan 0 Switch(es)

f" Time zone:Asia - Taipel (UTC +8.0)

Everything seems fine, ready to go?

Go to Nebula Dashboard

Subsequent Login to the NCC Portal

Select the Organization and Site where you want to register the Root (Plus) from the drop-down list at the
top of the Dashboard screen.
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— ‘,"’\- Organization: Zyxel a > ite: Alicia -
[This organizatio ck. Purchase Nebula Plus or Pro Pagk license to unlock advanced features. Check here x
@  MSP portal jour organization is eligible for an upfjrade:
Site-wide > D Alicia
0 1= Create organization
c—@ Site network status at a glance -
o5
= =
a Mobile Firewall Switches Access Clients
(51 router points
Internet
B g
This site has no This site has no This site has no This site has no s
(]I mobile router. firewal! switches. access points.
= Wired 0]
@A:cesa points by usage @ Dﬂﬂﬂ 55IDs by usage (24 @‘ PoE power
No access points No access points No switches
Nl
2 Click the Devices icon on the left-hand bar of the Dashboard screen. Click the Add icon £} to register the
Root (Plus).
— vz nebula : == . Sl .
— R Control Center Organization: Alicia > site: Alicia Q @
is currently using the Nebula Base Pack. Nebula Plus or Pro Pack license to unlock advanced features. Check x
@ Devises o to see if your organization is eligible for an upgrade
Access points
Switches 5% Customize
(92}
Firewall
Mobile router
Accessories D @ "@5
obile Firewall Switches Access Clients
wuter points
= Online Oz Wireless 0
te has no This site has no This site has no
(]I e router. firewall. switches
= Loading 0= Wired 0
oy [lopl ssios by usage ) POE power
@ 14:36:0EFB:CC:94
No Data No switches

® 64DD68FDFIIE

y(IJ)
@

3 Click the +Add button on the right in the Add devices screen.
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— _‘”\-" {:\)L:\ﬂ B Organization: Alicia - > site: Alicia - Q @ H
Zh"  Control Center ES

This organization is currently using the Nebula Base Pack. Furchose Nebula Plus or Pro Pack license to unlock advanced features. Check here
to see if your organization is eligible for an upgrade

@

Site-wide > Devices > Ad

Add devices

Add devices using MAC Address and Serial Number. When you register a device, that device will be added to your arganization's inventory and assigned to your site

@ devices ml

B Device Type Device name Serial number MAC Address Model Registered On

You currently have no devices in your inventory.

W RE GE RINA B

B @ %

Last login: 18 minute age from 612228626 (Taiwan, )
Copyright ® 2026 Zyxel and/or its offiliates. All Rights Reserved. | Version: 19.30 (build 260313.0825)

olicy | Cookie Policy

Terms of Use | Privacy

4 Enter the MAC address, Serial number, and Name of the Root (Plus). The Serial number and MAC
address can be found on the Dashboard screen or on the device back label on the Root (Plus). Click the
Add another device button to add more devices if needed. When finished, click Next.

ra

Add devices 0l
Add devices Devices
Firmware upgrade Enter one or more MAC address and serial number.

Or you can download the template here and import multiple records for faster registration

What Zvxel devices support Nebulg?

Where can | f 1 these numbers?

1 b

-+ Add another device

Cancel

5 Select Yes to upgrade the Root (Plus) to the latest firmware. Click Finish to complete the registration.
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ra

Add devices H
Add devices Firmware upgrade
Eirmware upgrade If @ newer firmware is available, do you want to upgrade it during the device registration?

The upgrade may take a few minutes. Please check the LED status on your device(s).
Q ves

No

Cancel Previous Finish

6 An email will be sent to inform you that the Root (Plus) has been successfully registered on the NCC
portal.

His emai nefification was generated by Zyxel. Do not reply to this email

ZY XEL Notification

NETWORKS March 2026

Dear Alicia Tang .

Congratulations! You have successfully registered your device(s):

Device S/N

No. Device Model MAC Address

Need a License?

o _ > For Partnar
v cCircle

For Client
Marketplace

Need Help?
Contact us and we will be happy to help.

Sincerely,
Iyxel Support Team

3.1.2 NCC Dashboard

The following figure is an example of the Root (Plus) application when it's managed by NCC.
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Figure 20 NCC Managed Application

hitp://192.168.1.2
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Internet — @ Z/
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In this mode, you can manage and monitor the Root (Plus) through the Zyxel Nebula cloud-based network
management system. This means you can manage devices remotely without the need of connecting to
each device directly. It offers many features to better manage and monitor not just the Root (Plus), but
your network as a whole, including supported switches and gateways. Your network can also be managed
through your smartphone using the Nebula Mobile app.
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Figure 21 NCC Dashboard
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Each Root (Plus) must belong to a site which must be in an organization. You can configure each Root
(Plus) on its own or configure a set of Root (Plus)s together in a site. You can also monitor groups of sites
in organizations.

Table 9 Sites and Organizations

Organization
Site A Site B
Device A-1 Device A-2 Device B-1 Device B-2

You can use the Topology in NCC which graphically presents your device and network statistics. It shows
an overview of your network topology, as shown in the following figure. See the NCC User's Guide for how
to configure Nebula managed devices.

Figure 22 NCC Topology
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Note: Make sure your network firewall allows TCP ports 443, 4335, and 6667 as well as UDP
port 123 so the Root (Plus) can connect to and sync with the NCC.

If you cannot access the Root (Plus) from the NCC, you need to access the local GUI by connecting
directly to the LAN port of the PoE injector of the Root (Plus), and check if the Root (Plus)'s VLAN setting or
IP address has changed.

Note: To find the Root (Plus)'s current LAN IP address, go to Site-wide > Devices > Access
points screen or the gateway to which the AP is connected. Alternatively, disconnect the
gateway or disable its DHCP server function and use the Root (Plus)'s default static LAN
IP address (192.168.1.2).

Note: Once you register your device with NCC, the local GUI login password will change to an
NCC assigned password. To view or change the NCC assigned password, log in to NCC
and go to Site-wide > Configure > Site settings > Local credentials.

3.2 Accessing the Local GUI

This section shows how to access the local GUI for the first time.

1 Ensure your Root (Plus) hardware is properly connected. See the Quick Start Guide.
2 Access the local GUI login screen through a WiFi or wired connection.
2a WiFi connection

From a WiFi-enabled device, search for the Root (Plus)'s initial SSID (Zyxel-xxxx, where xxxx is the last
four characters of the MAC address on the device label.) and connect to it. The local GUI appears once
your computer connects to the initial SSID. If the local GUI does not appear automatically, open your web
browser and enter "https://1.1.1.1" or "https://setup.zyxel.com".

Note: If the Root (Plus) cannot connect to the Internet, use the Root (Plus)'s DHCP-assigned IP
address to access its local GUI. Check the connected router or DHCP server for the IP
address of the Root (Plus).

Note: The default security mode for the Root (Plus)'s initial SSID is enhanced-open. Client
devices without enhanced-open support cannot connect to the initial SSID. Alternatively,
you can use a wired connection to access the local GUI.

2b Wired connection

Use Cat 5e or higher Ethernet cables to connect the Root (Plus) to the PoE port of a PoE injector that
supports IEEE 802.3at or IEEE 802.3af, and connect your computer to the LAN port. Open your web
browser and enter the Root (Plus)'s DHCP-assigned IP address or http://192.168.1.2. If the Root (Plus) and
your computer are not connected to a DHCP server, ensure your computer’s IP address is between
"192.168.1.3" and "192.168.1.254".

3 Enter the user name (default: “admin”) and default password. The default password is unique to each Root
(Plus) and shown on the label.
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Q [Engien |

Root Plus

Enter User Mame/Password and Click Login.

& B

Note: See the Device label for the default password.
Thiz device iz managed by Nebula, please use Nebula assigned password
in the Site-wide = Configure = Site setfings.

Login

4 Select the language you prefer for the local GUI. Click Login.

Root Plus and Root User's Guide

35



PART |
Local GUI




CHAPTER 4

Navigating the Local GUI

41 Overview

If your Root (Plus) is managed by NCC, use the local GUI for troubleshooting only if your Root (Plus)
cannot connect to the Internet. Check the Cloud Control Status on the dashboard for the Internet and NCC

connection.

You can access the following screens through the local GUI:

+ Dashboard

+ Maintenance > File Manager > Firmware Package

« Maintenance > File Manager > Shell Script

+ Maintenance > Legal and Regulatory > Legal and Regulatory

+ Maintenance > Diagnostics > Diagnostics

+ Maintenance > Diagnostics > Remote Capture

+ Maintenance > Log > View Log

+ Maintenance > Reboot > Reboot

4.1.1 Navigating the Local GUI

The following sections introduce the menus and screens in the local GUI.

4111 Title Bar

The title bar provides some useful links that always appear over the screens below, regardless of how
deep into the local GUI you navigate.

Figure 23 Title Bar

. - . I
Welcome admin @ Help Community @ Logout -\)'{" nebula

The icons provide the following functions.

Table 10 Title Bar: Local GUI Icons

LABEL

DESCRIPTION

Help

Click this to open the help page for the current screen.

Community

Click this to log into the Zyxel forum to post questions, contribute to a discussion and get
feedback on Root (Plus).

Logout

Click this to log out of the local GUI.

nebula

Click this to open the NCC web site login page in a new tab or window.
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4.1.1.2 Navigation Panel

Use the navigation panel on the left to open screens to configure Root (Plus) features. Click the arrow in
the middle of the right edge of the navigation panel to hide the navigation panel menus or drag it to resize

them.

Figure 24 Navigation Panel
MAINTENANCE Firmware Package Shell Script

Shell Scripts
' WR =

#  File Name

| | Page[1_Jof1! » bl | Show|so

Legal and Regulatory
Diagnostics

Log
Reboot

Upload Shell Script
To upload a shell script, browse to the lo|

File: Select a file

Table 11 Navigation Panel Menus

LABEL DESCRIPTION
Dashboard Displays general device information.
Maintenance Configure firmware files, run diagnostics, and reboot the device.

41.1.3 Dashboard

The dashboard displays information such as general device information, system status, Root (Plus)
registration on NCC, and cloud control status in widgets that you can rearrange to suit your needs.
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Figure 25 Local GUI's Dashboard

ZYXEL rootPlus A Nelco @ @

g AMLs
d =

T System Status A2 T Device Information Pl
IP Assignment: DHCP System Mame: Root-Plus
|!| Management VLAN: 1) Model Name: Root Plus
IP Address | Netmask: 2215706 | 255.255.252.0 | Renew C Serial Number: 8252137282045
Dofault Gataway: 172.2159.254 MAC Addrass: TOASAZ G TAAD-TO A G0 TAA
DS Server: 72.21.51 Firmware Version: V7.30(2)b3 / 2025-12-15 05:47:49
2.4G Channel Information: Mot activated

5G Channel Information: Channel is CH 0 (20 MHz) / Transmit power is 0 dBm

G Channel Information: Channel is CH 0 (20 Mkz) | Tranemit power iz O dBm
Usa Prawy 1o Accoss NCC: Mo

7 Device Registration % Cloud Control Status

Scan the OR coda to register your device on Nebula Control Center(NCC).
Internet > MNebula > Registration

Check the vides for mare information

The local GUI's main screen is divided into these parts:

e A-Title Bar

« B - Navigation Panel

e C - Main Window
41.1.4 Maintenance

Use the maintenance menu screens to manage configuration and firmware files, run diagnostics, and
reboot the Root (Plus).

Table 12 Maintenance Menu Screens Summary

FOLDER ORLINK | TAB FUNCTION
File Manager Firmware Package View the current firmware version and to upload firmware.
File Manager Shell Script Manage and run shell script files for the Root (Plus).

Legal and Regulatory

Legal and Regulatory

View the legal and regulatory information of the Root (Plus).

Diagnostics Diagnostics Collect diagnostic information.

Diagnostics Remote Capture Capture network traffic going through the Root (Plus) and output the
captured packets to an analyzer.

Log View Log Display log entries for the Root (Plus).

Reboot Reboot Restart the Root (Plus).

4.1.2 Manipulating Table Display

1

The local GUI tables and lists are quite flexible and provide several options for how to display their entries.

Here are some of the ways you can manipulate the local GUI tables.

Click a column heading to sort the table’s entries according to that column’s criteria.
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Radio Summary

@ Add [/ Edit M Remove @ Activate fivate [@Object Re ce

#  Status Profile Name « Frequency Band

1@ Wiz_Radio_24G 2.4G

2 @ Wiz_Radio 5G 5G

3 @ default 2.4G

4 @ default2 5G

{ | Page of 1| » bl |Show|50 |»|ifems Displaying 1 -4 of 4
2 Click the down arrow next to a column heading for more options about how to display the entries. The
options available vary depending on the type of fields in the column. Here are some examples of what you
can do:
» Sort in ascending alphabetical order
e Sortin descending (reverse) alphabetical order
¢ Select which columns to display
e Group entries by field
e Show entries in groups
« Filter by mathematical operators (<, >, or =) or searching for text.
Radio Summary

© Add [ Edit l Remove @ Activate Re &

# Status Profile Name « ¥ |requency Band Operating Mode

1 g Wiz_Radio_24G 71 Sort Ascending MBSSID

2 @ Wiz_Radio_5G %1l sort Descending MBSSID

3 Q default Columns » ‘ Status

c defauliz = Group By This Field ETlE e

4 4 | Page of 1| » viShow[0 |wlitems | o growin EEss Frequency Band |1 -40f4

Operafing Mode
[[] Filters 3
3

Select a column heading cell's right border and drag to re-size the column.

Radio Summary

© Add (4 Edit Il Remove @ Ac e fivate @ Object Reference
Profile Name » Operating Mode
1 @ Wiz_Radio_24G p.4AG MBSSID
2 @ Wiz_Radio_5G el MBSSID
3 @ default V. 4G MBSSID
4 9 default2 e MBSSID
M 4 |Page [l Jof 1| » ki | Show[so |+|items

Displaying 1- 4 of 4

4 Select a column heading and drag and drop it to change the column order. A green check mark displays

next to the column’s title when you drag the column to a valid new location.
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[p ]

Radio Summary

{ |Page 1 Jof1

» bl Show[so |x|items

© Add (4 Edit lf Remove @ Activate @ Inactivate [ Object Reference
# Status Profile Name = Frequency Band Operating Mode
1@ default2 5G *M | Profie Name
2 @ default 2.4G MBSSID
3 @ Wiz_Radio_sG 585G MBSSID
4 @ Wiz_Radio_24G 240G MBS3SID

Displaying 1- 4 of 4

5 Use theicons and fields at the bottom of the table to navigate to different pages of entries and control how
many entries display at a time.

Radio Summary

© Add A Edit lf Remove @ Activate @ Inactivaie [@Object Reference

# Status « Profile Name Frequency Band Operating Mode

1 @ default2 5G MBSSID

2 @ default 2.4GC MBS3ID

3 @ Wiz_Radio_5G 5G MBSSID

4 @ Wiz_Radio_24G 2.4G MBSSID
Ga | | Page of 1| » Wl | Show[50 |+ iTems) Displaying 1 - 4 of 4
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CHAPTER 5
Dashboard

5.1 Overview

This screen displays general device information, and NCC information in widgets that you can rearrange to
suit your needs. You can also edit and refresh individual widgets.

The menus and options are fewer in local GUI, The rest of the Root (Plus)'s features must be configured
through NCC.

Note: After registering the Root (Plus) with NCC, we recommend managing and configuring it
exclusively through NCC. Using both NCC and the local GUI may cause configuration
settings to overwrite one another, making configuration changes difficult to track.

Figure 26 Dashboard

ZYXEL RootPius weicome admin (@) Hey mrmunity (@) Logout F ret
() 1Y System Status A ——> [ 1 Device Information i
. 1P Assignment: Static System Name: RootPlus
* Management VLAN: Hu) T Model Name: Root Plus
= 1P Address | Metmask: [ 255.255.255.0 Serial Number:
Default Gateway: B MAC Address:
DNS Server: Firmware Version: V7400101 / 2026-05-16 06:25:28

2.4G Channel Information:  Not activated

5G Channel Information: Channel is CH 48 (80 MHz) / Transmit power is 20 dBm
6G Channel Information: Channel is CH 0 (20 MHz) / Transmit power is 30 dBm
Usa Proxy to Access NCC: No

4 Device Registration 4 Cloud Control Status

Scan the QR code 1o register your device on Nebula Control
Center(NCC).

- Nebula > Registration
Check the video for more information.
The following table describes the labels in this screen.
Table 13 Dashboard
LABEL DESCRIPTION
Edit (A) Click this to open the setup window to configure settings such as the IP address, VLAN,
system name, and other network parameters.
Refresh Now (B) Click this to update the widget's information immediately.
System Status
IP Assignment This field displays how the interface gets its IP address.
Static - This interface has a static IP address.
DHCP Client — This interface gets its IP address from a DHCP server.
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Table 13 Dashboard (continued)

LABEL DESCRIPTION
Management This field displays the management VLAN ID for the Root (Plus).
VLAN
IP Address / This field displays the current IP address and subnet mask assigned to the interface. If the IP
Netmask

address is 0.0.0.0, the interface is disabled or did not receive an IP address and subnet mask
through DHCP.

If the interface has a dynamic IP address, click Renew to update the IP address for the
interface.

Default Gateway

This field displays the IP address of the default outgoing gateway.

DNS Server This field display the IP address of the DNS server.

2.4G Channel This field displays the channel number the Root (Plus) is using and its output power in the 2.4
Information GHz spectrum. This shows Not activated if the wireless LAN is disabled.

5G Channel This field displays the channel number the Root (Plus) is using and its output power in the 5
Information GHz spectrum. This shows Not activated if the wireless LAN is disabled.

6G Channel This field displays the channel number the Root (Plus) is using and its output power in the 6
Information

GHz spectrum. This shows Not activated if the wireless LAN is disabled.

Use Proxy to
Access NCC

This displays whether the Root (Plus) uses a proxy server to access the NCC.

Device Information

System Name

This field displays the name used to identify the Root (Plus) on any network.

Model Name

This field displays the model name of this Root (Plus).

Serial Number

This field displays the serial number of the Root (Plus).

MAC Address

This field displays the MAC address of the Root (Plus).

Firmware Version

This field displays the firmware version of the Root (Plus).

Device Registration

This field displays the information on NCC registration.

Cloud Control Status

This field displays:

e The Root (Plus) Internet connection status.
« The connection status between the Root (Plus) and NCC.
« The Root (Plus) registration status on NCC.

Mouse over the circles to display detailed information.

To pass your Root (Plus) management to NCC, first make sure your Root (Plus) is connected
to the Internet. Then go to NCC and register your Root (Plus).

1. Internet

Green — The Root (Plus) is connected to the Internet.
Orange — The Root (Plus) is not connected to the Internet.
2. Nebula

Green - The Root (Plus) is connected to NCC.

Orange — The Root (Plus) is not connected to NCC.

3. Registration

Green - The Root (Plus) is registered on NCC.

Gray - The Root (Plus) is not registered on NCC.

If the Root (Plus) cannot connect to the Internet or to NCC, move the mouse over the status circle to check
the error message. See the NCC (Nebula Control Center) User's Guide for more information.
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DASHBOARD
(@) o system Status 9 Device Information
IP Assignment: DHCP Systern Name: NWASDAX-PRO
* Management VLAN: ] Model Name: NWASDAX PRO
IP Adidress / Metrnask: 172.21.57.10 / 255.255.252.0 Serial Number: Smmmmimnns
Default Gateway: TThmene MAC Address: TN TNt T ma st eny re
DNS Server: 172.21.5.1 Firmware Version: V7.10(1)bé / 2024-12-23 05:59:55
2.4G Channel Information:  Channelis CH 1 (20 MHz) / Transmit power is 23 dBm
5G Channel Infermation: Channelis CH 44 (80 MHz) / Transmit power is 28 dBm
Use Proxy fo Access NCC: No
Y Device Registration ' Cloud Control Status
Scan the QR code to register your device on Nebula Control
Center[NCC). Infernet > Nebula > Registration

Check the video for more information.

NTP update failed |

5.2 Edit System Status

Use this screen to configure the Root (Plus)’s network setting and allow a proxy to access NCC.

5.2.1 Network

Use this screen to configure the VLAN ID, IP address and time server. To access this screen, click
Dashboard > Edit (System Status) > Network.

Figure 27 Dashboard > Edit (System Status) > Network
[+ System Settings

PP wccoiscovery

Management VLAN

VLAN ID: 1 (1~4094)
Tag Type @ Untagged © Tagged

IP Address

IP Address Assignment: DHCP i3

[[] Use Fixed DNS Server IP Address

Time and Date Setup

Time Server Address: time.google.com
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Each field is described in the following table.

Table 14 Dashboard > Edit (System Status) > Network

LABEL DESCRIPTION
Management VLAN
Configure in NCC: Site-wide > Devices > Access points > Select the device > Edit LAN IP
VLAN ID Enter a VLAN ID for the Root (Plus) to use to tag traffic originating from this SSID. Make sure
your VLAN settings allow the Root (Plus) to connect to the Internet so you could manage it
with NCC.
Tag Type Select tagged to make the Root (Plus) adds the Management VLAN ID to outbound traffic
transmitted through its Ethernet port. If you select Untagged, the outbound traffic transmitted
through the Root (Plus) Ethernet port will NOT be tagged with the Management VLAN ID.

IP Address

Configure in NCC: Site-wide > Devices > Access points > Select the device > Edit LAN IP

IP Address Select DHCP to make the interface a DHCP client and automatically get the IP address, subnet
Assignment mask, gateway and DNS Server IP address from a DHCP server.

Select Static IP to specify the IP address, subnet mask, gateway and DNS server IP address

manually.

Use Fixed DNS Select this if you have a preferred DNS server that you want to specify manually even if the IP

igrdver 1P type is DHCP. Setting a fixed DNS server IP address may help if you experience unreliable

ress DNS resolution.

IP Address Enter the IP address for this interface.

Subnet Mask Enter the subnet mask of this interface in dot decimal notation. The subnet mask indicates
what part of the IP address is the same for all computers in the network.

Gateway Enter the IP address of the gateway. The Root (Plus) sends packets to the gateway when it
does not know how to route the packet to its destination. The gateway should be on the same
network as the interface.

DNS Server IP Enter the IP address of the DNS server.

Address

Time and Date Setup

Time Server Enter the IP address or URL of your time server. Check with your ISP/network administrator if

Address you are unsure of this information.

Sync. Now Click this button to have the Root (Plus) get the time and date from the time server (see the
Time Server Address field). This also saves your changes.

OK Click OK to save your changes.
Cancel Click Cancel to exit this screen without saving your changes.

5.2.2 NCC Discovery

Use this screen to allow a proxy to access NCC. Configure a proxy server only if your network requires
devices to connect to the Internet through a proxy. If your device can access the Internet directly, no
proxy configuration is required.

For example, an organization may use a proxy server to control or monitor Internet access. The following
figure shows the Root (Plus) connected to the organization's local network (S) and accessing NCC
through a proxy server (P).
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Figure 28 Proxy Server Example

N
v '\
Internet
Leaf Plus
-~
‘>
g S =
Root (Plus) P

To access this screen, click Dashboard > Edit (System Status) > NCC Discovery.
Select the checkbox and click OK so that the Root (Plus) can access the NCC through the proxy server.

Figure 29 Dashboard > Edit (System Status) > NCC Discovery
4 System Settings

Network NCC Discovery

[F] Use Proxy to Access NCC

5.3 Edit Device Information

Use this screen to configure the Root (Plus)’s system name. To access this screen, click Dashboard > Edit
(Device Information).

Enter the system name and click OK to save the change.

Figure 30 Dashboard > Edit (Device Information)
| |4 Device Setting

System Name Root-Plus
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CHAPTER 6
Maintenance

6.1 Overview

When the Root (Plus) is set to work in cloud managed mode, the Maintenance screens allow you to upload
firmware, manage shell script files, generate a diagnostic file, view log messages, or reboot the Root
(Plus).

6.1.1 What You Can Do in this Chapter

The File Manager > Firmware Package screen (Firmware Package) displays current firmware
information and allows you to upload firmware file.

The File Manager > Shell Script screen (Shell Script) allows you to store, name, download, and upload
shell script files.

The Legal and Regulatory > Legal and Regulatory screen (Legal and Regulatory) allows you to view the
legal and regulatory information.

The Diagnostics > Diagnostics screen (Diagnostics) allows you to generate a file containing the Root
(Plus)'s configuration and diagnostic information if you need to provide it to customer support during
troubleshooting.

The Diagnostics > Remote Capture screen (Remote Capture) allows you to enable remote packet
captures on wired or wireless interfaces through an external packet analyzer.

The Log > View Log screen (View Log) displays the Root (Plus)’s current log messages when it is
disconnected from the NCC.

The Reboot > Reboot screen (Reboot) allows you to reboot the Root (Plus).

6.2 Firmware Package

Click Maintenance > File Manager > Firmware Package to open this screen. Use the Firmware Package
screen to check your current firmware information and upload firmware to the Root (Plus). You can
manually download the new firmware from the Zyxel website.

Note: The Web Configurator is the recommended method for uploading firmware. You only

need to use the command line interface if you need to recover the firmware. See the CLI
Reference Guide for how to determine if you need to recover the firmware and how to
recover it.

The firmware update can take up to five minutes. Do not turn off or
reset the Root (Plus) while the firmware update is in progress!
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Figure 31 Maintenance > File Manager > Firmware Package

Firmware Package Shell Script

Version
Current Version:

Released Date:

Upload File

To upload firmware, browse to the location of the file (*.bin) and then click Upload.

File:

V7.30(2)b3

2025-12-15 05:47:49

730ACQK2b3.bin Upload

The following table describes the labels in this screen.

Table 15 Maintenance > File Manager > Firmware Package

LABEL

DESCRIPTION

Version

Current Version

This is the firmware version.

Released Date

This is the date that the version of the firmware was created.

Upload File

File Path Enter the location of the file you want to upload in this field or click Browse... to find it.

Browse... Click Browse... to find the .bin file you want to upload. Remember that you must decompress
compressed (.zip) files before you can upload them.

Upload Click Upload to begin the upload process. This process may take up to two minutes.

Firmware Download Failed

The following pop-up messages display the causes and solutions for firmware download failure.

Firmware download failed due to an Internet error. Refer to Internet Access for more information.

Figure 32 Firmware Download Failed. Check Internet Access

Info

@ Firmware download failed. Please check your
device can access the Internet.

x|

Firmware download failed due to a DNS problem. Please check your device's DNS settings.

Info

Figure 33 Firmware Download failed. Check DNS Setting

@ Firmware download falled. Please check your
device's DNS seftings.

X,

Firmware download failed. Download the new firmware manually from the Zyxel website. Then, go to the
Maintenance > File Manager > Firmware Package screen to upload the new firmware.
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Figure 34 Firmware Download Failed. Download Manually

Info bat

@ Firmware download failed. Please download the

firmware manually.

Note: The Root (Plus) automatically reboots after a successful upload.

The Root (Plus) automatically restarts causing a temporary network disconnect to devices connected to its
network. In some operating systems, you may see the following icon on your desktop.

Figure 35 Network Temporarily Disconnected

Mot connected - Mo connections are available

€3 ds

After five minutes, log in again and check your new firmware version in the Dashboard screen.

6.3 Shell Script

A shell script is a list of commands to manage the Root (Plus). Use a text editor to create the shell script
files. They must use a “.zysh" filename extension. For example, test.zysh.

Click Maintenance > File Manager > Shell Script to open this screen. Use the Shell Script screen to store,
name, download, and upload shell script files. You can store multiple shell script files on the Root (Plus) at
the same time.

Figure 36 Maintenance > File Manager > Shell Script

Shell Script
Shell Scripts
; ] &
# File Name Size Last Modified
Page |l |of1 Show 50 | items No data to display

Upload Shell Script

To upload a shell script, browse fo the location of the file (.zysh) and then click Upload.

File: Select afile

1 Inthe text editor, save the shell script with a .zysh filename extension. Select All Files as the file type.
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NJ,] “test - Notepad

File Edit Format View Help
configure terminal
wlan-ssid-profile default
ssid Joe-AP
exit

write

mj Save As
4 B> ThisPC » O Search Desktop

Organize « Mew folder = -

~
[ This PC

_J 3D Objects
[ Desktop
‘——: Documents — -

‘ Downloads AX-DH-EX-PR_C guideline
¥ Opal-Series Com H V3.70 Deploy

File name: | test.zysh

Save as type: !AF[ Files

Hide Folders Encoding: | UTF-8

, CoTo TOUSS Windows [CRLFT Ll

2 Go to the Maintenance > File Manager > Shell Script screen. Click Browse... to upload the .zysh file.

Upload Shell Script
To upload a shell script, browse to the location of the file [.zysh) and then click Upload.
File: test.zysh Upload
& Open X
4 Hl » ThisPC » Desktop » v 0 2 Search Desktop
Organize « MNew folder E ~ [ o
R e R — - R
ETh\sPC 10-27 Acy
_J 3D Objects
3 ! Type: ZYSH File
[ Desktop Size: 71 bytes
Documents Date modified: 10/27/2023 1:56 PM
; Downloads
. test.zysh To Do Trouble_SignalTh
J’ Music v reshold_cy v
File name: | test.zysh v| AlFiles v|
| Open | | Cancel |

3 Click Upload. The uploaded shell script will be shown in the Shell Scripts field.
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Shell Scripts

I' testzysh 73 2023-10-14 03:52:42 |

Page EI of 1 Show|50  |»|items Displaying 1 - 1 of 1

Upload Shell Script
To upload a shell script, browse to the location of the file [.zysh) and then click Upload.

Fils: Select afie Browsze...

Each field is described in the following table.

Table 16 Maintenance > File Manager > Shell Script

LABEL DESCRIPTION
Shell Scripts
Rename Use this button to change the label of a shell script file on the Root (Plus).

You cannot rename a shell script to the name of another shell script in the Root (Plus).
Click a shell script's row to select it and click Rename to open the Rename File screen.

Specify the new name for the shell script file. Use up to 25 characters, including the following
characters inside the square brackets [a-zA-Z0-9;'~!@#$%"&()_+[1{},.=-)].

Click OK to save the renamed file or click Cancel to close the screen without saving a renamed file.

Remove Click a shell script file's row to select it and click Delete to delete the shell script file from the Root
(Plus).

A pop-up window asks you to confirm that you want to delete the shell script file. Click OK to delete
the shell script file or click Cancel to close the screen without deleting the shell script file.

Download Click a shell script file's row to select it and click Download to save the configuration to your
computer.
Copy Use this button to save a duplicate of a shell script file on the Root (Plus).

Click a shell script file's row to select it and click Copy to open the Copy File screen.

Specify a name for the duplicate file. Use up to 25 characters, including the following characters
inside the square brackets [a-zA-Z0-9;'~'@#$%"&()_+[1{}’,.=-)].

Click OK to save the duplicate or click Cancel to close the screen without saving a duplicate of the
configuration file.

Apply Use this button to have the Root (Plus) use a specific shell script file.

Click a shell script file's row to select it and click Apply to have the Root (Plus) use that shell script file.
You may need to wait awhile for the Root (Plus) to finish applying the commands.

# This column displays the number for each shell script file entry.

File Name This column displays the label that identifies a shell script file.

Size This column displays the size (in KB) of a shell script file.

Last This column displays the date and time that the individual shell script files were last changed or saved.
Modified

Upload Shell

Script

File Enter the location of the file you want to upload in this field or click Browse... to find it.

Browse... Click Browse... to find the .zysh file you want to upload.

Upload Click Upload to begin the upload process. This process may take up to several minutes.

Root Plus and Root User's Guide

51



Chapter 6 Maintenance

6.4 Legal and Regulatory

Use this screen to view the information on legal and regulatory. This screen may not display depending on
the Root (Plus) model you are using.

Figure 37 Maintenance > Legal and Regulatory > Legal and Regulatory

Legal and Regulatory

FCC

Regulatory Information

This device complies with Part 15 of the FCC Rules.Operation is
subject to the following two conditions: (1) this device may not
cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause
undesired operation.

6.5 Diagnostics

This screen provides an easy way for you to generate a file containing the Root (Plus)'s configuration and
diagnostic information. You may need to generate this file and send it to customer support during
troubleshooting, as they may require information in these screens. All categories of settings and shell
script files stored on the Root (Plus) will be included in the diagnostic file.

Click Maintenance > Diagnostics > Diagnostics to open the Diagnostics screen. Click Collect Now to
have the Root (Plus) create a new diagnostic file.

Figure 38 Maintenance > Diagnostics > Diagnostics

Diagnostics Remote Capture

Diagnostic Information Collector

Press the Collect Now button to gather Diagnostic info and wait @ moment until the task is finished.

Collect Now

The Debug Information Collector screen then displays showing whether the collection is in progress, was
successful, or has failed. When the data collection is done, click Download to save the most recent
diagnostic file to a computer.
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Figure 39 Maintenance > Diagnostics > Diagnostics: Debug Information Collector

& Debug Information Collector

Diagnostic Information Collecting Status

Done the Collection

Press the Download button to refrieve the
file, or press the Exit button fo close the
window without saving the file.

DownioadJl _Exit |

6.6 Remote Capture

Use this screen to capture network traffic going through the Root (Plus) and output the captured packets
to a packet analyzer (also known as network or protocol analyzer) such as Wireshark. If the Root (Plus) is
connected to the Zyxel gateway or ZyWALL, you might need to configure the Zyxel gateway or ZyWALL to
allow remote capture on the Root (Plus). Customer support may require access to troubleshoot remotely.

Click Maintenance > Diagnostics > Remote Capture to open the Remote Capture screen.

Figure 40 Maintenance > Diagnostics > Remote Capture

Diagnostics Remote Capture

Remote Capture

Server Porf:

Wireless Monitor Inferface Support

2002

The following table describes the labels in this screen.

Table 17 Maintenance > Diagnostics > Remote Capture

LABEL

DESCRIPTION

Server Port

Enter the number of the server port you want the packet analyzer to connect to in order to capture
traffic going through the Root (Plus). The default port number is 2002.

Start Click this button to allow the packet analyzer to start capturing traffic going through the Root
(Plus).
Stop Click this button to stop the packet analyzer from capturing traffic going through the Root (Plus).

Root Plus and Root User's Guide

53




Chapter 6 Maintenance

6.7 View Log

The NCC periodically gathers log files from the devices being managed by it. Before the NCC pulls logs
from the Root (Plus) or when the Root (Plus) is disconnected from the NCC, you can use this screen to
view its current log messages. To access this screen, click Maintenance > Log > View Log.

Note: When a log reaches the maximum number of log messages, new log messages

automatically overwrite existing log messages, starting with the oldest existing log
message first.

Events that generate an alert (as well as a log message) display in red. Regular logs display in black. Click
a column’s heading cell to sort the table entries by that column'’s criteria. Click the heading cell again to
reverse the sort order.

Figure 41 Maintenance > Log > View Log

View Log

Legs

20
26
62
83

~|Hide Filter

Log will be displayed when this access point is not connected to the Nebula.
Display:

Source Address:
Source Interface:

Protocol:
[ Search |

@ Refresh | & Clear Log

2019-11-27 064,
2019-11-27 06:4...
2019-11-27 06:3...
2019-11-27 06:3...
2019-11-27 06:3...
Page |1 | of

System ~ Priority: any —=
Destination Address:
any ¥ Destination Interface: any g

any v Keywaord:

Port O is up! The link speed is T000M/FUIL

. C... Destination  Nofe
S
S

Port O is down!

... S... EnferpriseWLAN is configured successfully with s...
S Port 0 is up! The link speed is 1000M/Full.

a... S... PortOls down!

1 Show|[20 | ]items Displaying 1- 5 of 5

The following table describes the labels in this screen.

Table 18 Maintenance > Log > View Log

LABEL

DESCRIPTION

Filter

Show Filter / Hide

Click this button to show or hide the filter settings.
If the filter settings are hidden, the Display field is available.

If the filter settings are shown, the Display, Priority, Source Address, Destination Address,
Source Interface, Destination Interface, Protocol, Keyword, and Search fields are available.

Display

Select the category of log message(s) you want to view. You can also view All Logs at one time,
or you can view the Debug Log.

Priority

This displays when you show the filter. Select the priority of log messages to display. The log
displays the log messages with this priority or higher. Choices are: any, emerg, alert, crit, error,
warn, notice, and info, from highest priority to lowest priority. This field is read-only if the
Display is Debug Log.

Source Address

This displays when you show the filter. Enter the source IP address of the incoming packet that
generated the log message. Do not include the port in this filter.
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Table 18 Maintenance > Log > View Log (continued)

LABEL DESCRIPTION
Destination This displays when you show the filter. Enter the IP address of the destination of the incoming
Address packet when the log message was generated. Do not include the port in this filter.

Source Interface

This displays when you show the filter. Select the source interface of the packet that generated
the log message.

Destination This displays when you show the filter. Select the destination interface of the packet that

Interface generated the log message.

Protocol This displays when you show the filter. Select a service protocol whose log messages you would
like to see.

Keyword This displays when you show the filter. Enter a keyword to look for in the Message, Source,
Destination and Note fields. If a match is found in any field, the log message is displayed. You
can use up to 63 alphanumeric characters and the underscore, as well as punctuation marks ()’
2 +-*/= #$% @ ; the period, double quotes, and brackets are not allowed.

Search This displays when you show the filter. Click this button to update the log using the current filter
settings.

Refresh Click this to update the list of logs.

Clear Log Click this button to clear the whole log, regardless of what is currently displayed on the screen.

# This field is a sequential value, and it is not associated with a specific log message.

Time This field displays the time the log message was recorded.

Priority This field displays the priority of the log message. It has the same range of values as the Priority
field above.

Category This field displays the log that generated the log message. It is the same value used in the
Display and (other) Category fields.

Message This field displays the reason the log message was generated. The text “[count=x]", where x is a
number, appears at the end of the Message field if log consolidation is turned on and multiple
entries were aggregated to generate into this one.

Source This field displays the source IP address and the port number in the event that generated the log

message.

Source Interface

This field displays the source interface of the packet that generated the log message.

Destination This field displays the destination IP address and the port number of the event that generated the
log message.

Destination This field displays the destination interface of the packet that generated the log message.

Interface

Protocol This field displays the service protocol in the event that generated the log message.

Note This field displays any additional information about the log message.

6.8 Reboot

This screen allows users to restart the Root (Plus) remotely. To access this screen, click Maintenance >

Reboot > Reboot.

Reboot is different from reset; reset returns the Root (Plus) to its default configuration.

You may reboot your Root (Plus) when the Internet connection is slow or intermittent.
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Figure 42 Maintenance > Reboot > Reboot

Reboot

Click the Reboot button to reboot the device. Please wait a few minutes
unfil the login screen appears. If the login screen does not appear, type
the IP address of the device in your Web browser.

The following table describes the labels in this screen.

Table 19 Maintenance > Reboot > Reboot
LABEL DESCRIPTION

Reboot Click Reboot then click Yes to restart the Root (Plus) immediately.

After the Root (Plus) reboots, wait a few minutes until the login screen appears. If the login screen does
not appear, type the IP address of the Root (Plus) in your Web browser.
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CHAPTER 7
Troubleshooting

7.1 Overview

This chapter offers some suggestions to solve problems you might encounter. The potential problems are
divided into the following categories.

o Power, Hardware Connections, and LEDs
e Local GUI Access and Login

Internet Access

WiFi Network

Getting More Troubleshooting Help

7.2 Power, Hardware Connections, and LEDs

The Root (Plus) does not turn on. None of the LEDs turn on.

If you are using a power adapter to power the Root (Plus):

1 Make sure you are using a compatible power adapter.

2 Make sure the power adapter is securely connected to the Root (Plus) and plugged into an appropriate
power source.

3 Make sure the power adapter is functional.
4 If the problem persists, contact Zyxel technical support.

If you are using a PSE or PoE injector to power the Root (Plus):

1 Make sure you are using the correct PoE port on the PSE or PoE injector.

2 Make sure the PSE or PoE injector is functional.

« Check whether the PSE or PoE injector is malfunctioning. See your PSE or PoE injector user's guide for
more information.

« If the connected PSE or PoE injector does not fully comply with the Root (Plus)'s supported PoE
standard, replace it with compliant PSE or PoE injector. See PoE for the Root (Plus)’s supported PoE
standards. Certain PSEs can adjust the power delivered to each PD based on the PoE standard
supported by the PD. For detailed instructions, refer to your PSE User's Guide.
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3 Make sure the Ethernet cable connected to the PSE or PoE injector is functional.

o Check whether the Ethernet cable is malfunctioning.

« Use the correct type of Ethernet cable for the PoE standard supported by the Root (Plus). See PoE for

the Root (Plus)’s supported PoE standards and see Root (Plus) PoE Standards for the compliant Ethernet
cables.

If the problem persists, contact Zyxel technical support.

The LED does not behave as expected.

Make sure you understand the normal behavior of the LED. See Root (Plus) LED.
Check the hardware connections. See the Quick Start Guide.

Inspect your cables for damage. Contact the vendor to replace any damaged cables.
Disconnect and re-connect the power adapter or PoE power injector to the Root (Plus).

If the problem continues, contact the vendor.

7.3 Local GUI Access and Login

| forgot the IP address for the Root (Plus).

The default in-band IP address for the local GUI Web Configurator in Nebula Cloud-managed mode is
https://DHCP-assigned IP (when connecting to a DHCP server) or 192.168.1.2.

If you changed the IP address and have forgotten it, you have to reset the Root (Plus) to its factory
defaults. See Getting More Troubleshooting Help.

If your Root (Plus) is a DHCP client, you can find your IP address from the DHCP server. This information is
only available from the DHCP server which allocates IP addresses on your network. Find this information
directly from the DHCP server or contact your system administrator for more information.

If the NCC has managed the Root (Plus), you can also check the NCC's Site-wide > Devices > Access
points screen for the Root (Plus)'s current LAN IP address.

| cannot see or access the Login screen in the local GUL.

1

Make sure you are using the correct IP address.

e The default IP address for the local GUl is 192.168.1.2.

Root Plus and Root User's Guide

59



Chapter 7 Troubleshooting

« If you changed the IP address, use the new IP address.
« If you changed the IP address and have forgotten it, see the troubleshooting suggestions for | forgot the
IP address for the Root (Plus).

2 Check the hardware connections, and make sure the LED is behaving as expected. See the Quick Start
Guide and Root (Plus) LED.

3 Make sure your Internet browser does not block pop-up windows and has JavaScripts and Java enabled.

4 Make sure your computer is in the same subnet as the Root (Plus). (If you know that there are routers
between your computer and the Root (Plus), skip this step.)

o If there is a DHCP server on your network, make sure your computer is using a dynamic IP address.
Check the DHCP IP address assigned to your Root (Plus) on the connected router.

« If there is no DHCP server on your network, make sure your computer’s IP address is in the same subnet
as the Root (Plus).

5 Reset the Root (Plus) to its factory defaults, and try to access the Root (Plus) with the default IP address.
See Getting More Troubleshooting Help.

6 If the problem continues, contact the network administrator or vendor, or try one of the advanced
suggestions.

Advanced Suggestions

e Try to access the Root (Plus) using another service, such as SSH. If you can access the Root (Plus),
check the remote management settings to find out why the Root (Plus) does not respond to HTTP.

« If your computer is connected wirelessly, use a computer that is connected to the Ethernet PoE port.

| forgot the local GUI password.

1 The default password is unique to each Root (Plus) and shown on the label. If the Root (Plus) is connected
to the NCC and registered, check the NCC for the password.

2 If this does not work, you have to reset the Root (Plus) to its factory defaults. See Getting More
Troubleshooting Help.

| can see the Login screen, but | cannot log into the Root (Plus).

1 Clear your browser's cache.

2 Check the Root (Plus)’'s management mode.

o The default password is unique to each Root (Plus) and shown on the label. If you have changed the
username and password, use the ones you configured to log in.

« If the Root (Plus) is in cloud managed mode, use the Nebula Local credentials Password to log into the
cloud managed mode local GUI. The Local credentials Password can be found in Site-wide >
Configure > Site settings > Device configuration: Local credentials: Password in the NCC portal.
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« If the Root (Plus) is managed by an APC such as the ZyWALL, then use the APC to manage the Root
(Plus).

3 Depending on your Root (Plus)’'s management mode, make sure you have entered the correct user name
and password. These fields are case-sensitive, so check if [Caps Lock] is on or off.

Note: Steps 1and 2 are applicable if you get an “Invalid password"” error message when using
some functions in the ZON utility.

4 Disconnect and re-connect the power adapter or PoE power injector to restart the Root (Plus).

5 If this does not work, you have to reset the Root (Plus) to its factory defaults. See Getting More
Troubleshooting Help.

NCC is managing the Root (Plus), but the NCC cannot access the Root (Plus).

Connect to the Root (Plus) directly and log into the local GUI with the credentials configured in NCC. See
Accessing the Local GUI for more information.

| cannot register the Root (Plus) in NCC because it is already registered by the previous owner.

« If the previous owner has registered the Root (Plus) in NCC and has disabled the NCC Override device
ownership feature in the Organization-wide > Organization-wide manage > Organization settings
screen, use the Nebula Mobile app to scan the NCC QR code on the back label of the Root (Plus) to
register with NCC.

« If the previous owner has registered it in NCC and has locked the Root (Plus) with the NCC Override
device ownership feature in the Organization-wide > Organization-wide manage > Organization
settings screen, inform the previous owner to unregister the Root (Plus) or contact Zyxel technical
support.

The Root (Plus) is already registered with NCC, but it cannot connect to the NCC.

1 Check the Root (Plus) LED and make sure the Root (Plus) is on and ready for use.

2 Check your network's firewall/security settings. Make sure the following ports are allowed:
e TCP: 443, 4335, and 6667
e UDP: 123 is allowed.

3 Make sure your Root (Plus) has obtained an IP address and can access the Internet. Check the Cloud
Control Status on the Dashboard screen for your Internet connection.

4 You may have to change the Management VLAN settings of the Root (Plus) to allow it to connect to the
Internet and access the NCC.
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Note: Changing the management VLAN and IP address settings on the Root (Plus) also pushes
these changes to the NCC. Do this only if your device cannot otherwise connect to the
NCC.

5 Make sure your Root (Plus) does not have to go through network authentication such as a captive portal. If
your network uses a captive portal, the network administrator may have to create a new VLAN without this
requirement. Change your Root (Plus)’'s management VLAN settings as necessary.

6 Make sure your DNS server can resolve d.nebula.zyxel.com. Open the Command Prompt on your
computer, enter nslookup d.nebula.zyxel.com, see if the DNS server can return the resolved IP address. If
not, you can try set your gateway to use the Google Public DNS server 8.8.8.8.

Some features | set using the NCC do not work as expected.

1 Make sure your Root (Plus) can access the Internet.

2 Make sure the NCC can access the Root (Plus). Check your network’s firewall/security settings. Make sure
the following ports are allowed:

e TCP: 443, 4335, and 6667
e UDP:123

3 After changing your Root (Plus) settings using the NCC, wait 1to 2 minutes for the changes to take effect.

| can only see newer logs. Older logs are missing.

When a log reaches the maximum number of log messages, new log messages automatically overwrite the
oldest log messages.

The commands in my configuration file or shell script are not working properly.

« In a configuration file or shell script, use "#" or “1" as the first character of a command line to have the
Root (Plus) treat the line as a comment.

» Your configuration files or shell scripts can use "exit" or a command line consisting of a single “1" to
have the Root (Plus) exit sub command mode.

e Include wri t e commands in your scripts. Otherwise the changes will be lost when the Root (Plus)
restarts. You could use multiple wr i t e commands in a long script.

Note: “exit” or "I" must follow sub commands if it is to make the Root (Plus) exit sub command
mode.

My Root (Plus) cannot display properly in the NCC map.
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If the Root (Plus) GPS signal is unavailable or weak, it may not display properly in the NCC map (Site-wide
> Devices > Access Points).

Configuration& Map Photo

Mame Leaf Plus

MAC address X o

serial number (Leaf Plus)
Description:

Address

Override altitude: @

Tag

PTMP

bandwidth =

control

Lead balancing

sine |

To obtain a stronger GPS signal, try the following:

» Avoid nearby buildings, walls, trees, or other objects that may block GPS signals.

o Wait a few minutes after power-on for the Root (Plus) to obtain GPS information.

7.4 Internet Access

Clients cannot access the Internet through the Root (Plus).

1 Check the Root (Plus)’s hardware connections, and make sure the LEDs are behaving as expected (refer
to Root (Plus) LED). See the Quick Start Guide.

2 Make sure the Root (Plus) is connected to a broadband modem or router with Internet access and your
computer is set to obtain an dynamic IP address.

3 Ifclients are trying to access the Internet wirelessly, make sure the WiFi settings on the WiFi clients are the
same as the settings on the Root (Plus).

4 Make sure the Root (Plus) has the same VLAN settings configured as the gateway connected to the Root
(Plus). Traffic tagged with a specific VLAN ID tag can only go to the WiFi clients of the WiFi network that
uses the same VLAN ID. Devices connected to the Root (Plus) need to have the same VLAN ID configured
to receive traffic from the Root (Plus).

5 Disconnect all the cables from your Root (Plus), and follow the directions in the Quick Start Guide again.

6 Reboot the client and reconnect to the Root (Plus).

7 If the problem continues, contact your ISP.
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The Internet connection is slow or intermittent.

1 There might be a lot of traffic on the network. Look at the LEDs, and check Root (Plus) LED. If the Root
(Plus) is sending or receiving a lot of information, try closing some programs that use the Internet,
especially peer-to-peer applications.

2 Check the signal strength using the NCC, AC, or the Root (Plus) Web Configurator, or the client device
itself. If the signal is weak, try moving the client closer to the Root (Plus) (if possible), and look around to
see if there are any devices that might be interfering with the wireless network (microwaves, other
wireless networks, and so on).

3 Reboot the Root (Plus) using the Web Configurator/CLI or the NCC or APC.

4 Check the settings for QoS. If it is disabled, activate it. When enabled, raise or lower the priority for some
applications.

5 If the problem continues, contact the network administrator or vendor.

The wireless bridge link is down.

If the wireless bridge link is down or unstable, do the following:

1 Check the Root (Plus)’s Status in NCC. Verify that the Root (Plus) is online, and that the Configuration
status is Up to date.

2 Check for recent changes in the installation environment. For example, device relocation.

3 Ensure a clear line of sight. Verify that there are no obstacles between the devices, such as scaffolds,
billboards, or tree branches.

4 Verify device alignment. Verify that the devices are aligned correctly. Strong winds may cause pole-
mounted devices to shift slightly over time.

7.5 WiFi Network

The WiFi connection is slow or intermittent.

The following factors may cause interference:

» Obstacles: walls, ceilings, furniture, and so on.
» Building Materials: metal doors, aluminum studs.

» Electrical devices: microwaves, monitors, electric motors, cordless phones, and other wireless devices.
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To optimize the speed and quality of your WiFi connection, you can:

» Move your WiFi device closer to the Root (Plus) if the signal strength is low.

» Reduce wireless interference that may be caused by other wireless networks or surrounding wireless
electronics such as cordless phones.

» Place the Root (Plus) where there are minimum obstacles (such as walls and ceilings) between the Root
(Plus) and the wireless client. Avoid placing the Root (Plus) inside any type of box that might block WiFi
signals.

The wireless security is not following the re-authentication timer setting | specified.

If a RADIUS server authenticates wireless stations, the re-authentication timer on the RADIUS server has
priority over the setting in the Root (Plus). Change the RADIUS server's configuration if you need to use a
different re-authentication timer setting.

7.6 Getting More Troubleshooting Help

Search for support information for your model at www.zyxel.com for more troubleshooting suggestions.
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APPENDIX A
Customer Support

In the event of problems that cannot be solved by using this manual, you should contact your vendor. If
you cannot contact your vendor, then contact a Zyxel office for the region in which you bought the device.

For Zyxel Communication offices, see https://service-provider.zyxel.com/global/en/contact-us for the
latest information.

For Zyxel Network offices, see https://www.zyxel.com/index.shtml for the latest information.

Please have the following information ready when you contact an office.

Required Information
e Product model and serial number.
e Warranty Information.
» Date that you received your device.

» Brief description of the problem and the steps you took to solve it.

Corporate Headquarters (Worldwide)

Asia

Taiwan
o Zyxel Communications (Taiwan) Co., Ltd.

e https://www.zyxel.com

China

e Zyxel Communications Corporation-China Office

e https://www.zyxel.com/cn/sc

India
« Zyxel Communications Corporation-India Office

e https://www.zyxel.com/in/en-in

Kazakhstan

o Zyxel Kazakhstan
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o https://www.zyxel.com/ru/ru

Korea
o Zyxel Korea Co., Ltd.
e http://www.zyxel.kr/

Malaysia
* Zyxel Communications Corp.

e https://www.zyxel.com/global/en

Philippines
» Zyxel Communications Corp.

e https://www.zyxel.com/global/en

Singapore
o Zyxel Communications Corp.

e https://www.zyxel.com/global/en

Taiwan
o Zyxel Communications (Taiwan) Co., Ltd.

e https://www.zyxel.com/tw/zh

Thailand
e Zyxel Thailand Co., Ltd.
e https://www.zyxel.com/th/th

Vietham

e Zyxel Communications Corporation-Vietnam Office

e https://www.zyxel.com/vn/vi

Europe

Belarus
» Zyxel Communications Corp.

e https://www.zyxel.com/ru/ru

Belgium (Netherlands)
o Zyxel Benelux

e https://www.zyxel.com/nl/nl
o https://www.zyxel.com/fr/fr
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Bulgaria
» Zyxel Bulgaria
e https://www.zyxel.com/bg/bg

Czech Republic

e Zyxel Communications Czech s.r.o.

e https://www.zyxel.com/cz/cs

Denmark

e Zyxel Communications A/S

e https://www.zyxel.com/dk/da

Finland
» Zyxel Communications

e https://www.zyxel.com/fi/fi

France

o Zyxel France

e https://www.zyxel.com/fr/fr

Germany
o Zyxel Deutschland GmbH.
e https://www.zyxel.com/de/de

Hungary
e Zyxel Hungary & SEE

o https://www.zyxel.com/hu/hu

Iltaly

e Zyxel Communications ltaly S.r.l.

e https://www.zyxel.com/it/it

Norway
e Zyxel Communications A/S

e https://www.zyxel.com/no/no

Poland

» Zyxel Communications Poland

o https://www.zyxel.com/pl/pl

Romania

e Zyxel Romania
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e https://www.zyxel.com/ro/ro

Russian Federation
e Zyxel Communications Corp.

e https://www.zyxel.com/ru/ru

Slovakia
» Zyxel Slovakia
e https://www.zyxel.com/sk/sk

Spain
e Zyxel Iberia

o https://www.zyxel.com/es/es

Sweden
e Zyxel Communications A/S

e https://www.zyxel.com/se/sv

Switzerland

e Studerus AG

e https://www.zyxel.com/ch/de-ch
e https://www.zyxel.com/fr/fr

Turkey
e Zyxel Turkey A.S.
e https://www.zyxel.com/tr/tr

UK

e Zyxel Communications UK Ltd.
o https://www.zyxel.com/uk/en-gb

Ukraine
o Zyxel Ukraine

e https://www.zyxel.com/ua/uk-ua

South America

Argentina
» Zyxel Communications Corp.

e https://www.zyxel.com/co/es-co
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Brazil
» Zyxel Communications Brasil Ltda.

o https://www.zyxel.com/br/pt

Colombia
e Zyxel Communications Corp.

e https://www.zyxel.com/co/es-co

Ecuador
o Zyxel Communications Corp.

e https://www.zyxel.com/co/es-co

South America
» Zyxel Communications Corp.

e https://www.zyxel.com/co/es-co

Middle East

Israel
o Zyxel Communications Corp.

e https://il.zyxel.com

North America

USA

e Zyxel Communications, Inc. — North America Headquarters

e https://www.zyxel.com/us/en-us
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APPENDIX B
Legal Information

Copyright
Copyright © 2026 by Zyxel and/or its affiliates.
The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a
retrieval system, translated into any language, or transmitted in any form or by any means, electronic,
mechanical, magnetic, optical, chemical, photocopying, manual, or otherwise, without the prior written

permission of Zyxel and/or its affiliates.

Published by Zyxel and/or its affiliates. All rights reserved.

Disclaimers

Zyxel does not assume any liability arising out of the application or use of any products, or software
described herein. Neither does it convey any license under its patent rights nor the patent rights of others.
Zyxel further reserves the right to make changes in any products described herein without notice. This
publication is subject to change without notice.

Your use of the Root (Plus) is subject to the terms and conditions of any related service providers.

Trademarks

Trademarks mentioned in this publication are used for identification purposes only and may be properties
of their respective owners.

Regulatory Notice and Statement (Class B)

United States of America

C

The following information applies if you use the product within USA area.
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Brazil

Federal Communications Commission (FCC) EMC Statement

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause undesired
operation.

Changes or modifications not expressly approved by the party responsible for compliance could void
the user's authority to operate the device.

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This device generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that interference will not occur in
a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

» Reorient or relocate the receiving antenna
» Increase the separation between the equipment and receiver

« Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected

e Consult the dealer or an experienced radio/TV technician for assistance

FCC Radiation Exposure Statement

This device complies with FCC Radio Frequency (RF) radiation exposure limits set forth for an
uncontrolled environment.

This transmitter must be at least 20 cm from the user and must not be co-located or operating in
conjunction with any other antenna or transmitter. Refer to the list below for the models whose
transmitters require a minimum distance of over 20 cm from the user, along with the required distances.

Root Plus: 26 cm
Root: 42 cm
Country Code selection feature to be disabled for products marketed to the US / CANADA.

Caution (For device with 6 GHz function)

The operation of this device is prohibited on oil platforms, cars, trains, boats, and aircraft.

Operation of transmitters in the 5.925 to 7125 GHz band is prohibited for control of or communications
with unmanned aircraft systems.

The following applies if you use the product within Brazil.

For WiFi 6 products,

Este equipamento nao tem direito a protecao contra interferéncia prejudicial e nao pode causar
interferéncia em sistemas devidamente autorizados.
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» Este produto ndo é apropriado para uso em ambientes domésticos, pois podera causar interferéncias
eletromagnéticas que obrigam o usuario a tomar medidas necessarias para minimizar estas
interferéncias.

For WiFi 6E and WiFi 7 products,

» Este equipamento nao tem direito a protecao contra interferéncia prejudicial e ndo pode causar
interferéncia em sistemas devidamente autorizados.

o Este produto nao é apropriado para uso em ambientes domésticos, pois podera causar interferéncias
eletromagnéticas que obrigam o usudrio a tomar medidas necessarias para minimizar estas
interferéncias.

» O uso deste equipamento é restrito a ambientes fechados é proibido em plataformas petroliferas,
carros, trens, embarcacoes e no interior de aeronaves abaixo de 3.048 m (10.000 pés).

o Para maiores informacoes, consulte o site da Anatel:
www.gov.br/pt-br/search?origem=form&SearchableText=anatel

Canada

The following information applies if you use the product within Canada area.

Innovation, Science and Economic Development Canada ICES statement

CAN ICES(B)/NMB(B)

Innovation, Science and Economic Development Canada RSS-GEN & RSS-
247 statement

The following information applies to products with wireless functions.

« This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation, Science
and Economic Development Canada's licence-exempt RSS(s). Operation is subject to the following two
conditions: (1) this device may not cause interference, and (2) this device must accept any interference,
including interference that may cause undesired operation of the device.

e The radio transmitter 25830-04369 (Root Plus), 25830-04371 (Root) have been approved by
Innovation, Science and Economic Development Canada to operate with the antenna types listed below
with the maximum permissible gain and required antenna impedance for each antenna type indicated.
Antenna types not included in this list that have a gain greater than the maximum gain indicated for any
type listed, are strictly prohibited for use with this device.
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Antenna Information

MODEL NAME

NO.

TYPE

GAIN (dBi)

IMPEDANCE

Root

Patch

1.1 dBi (5150 MHz)

11.6 dBi (5350 MHz)
10.7 dBi (5550 MHz)
1.3 dBi (5750 MHz)
10.4 dBi (5850 MHz)

50 Q

Root

Patch

11.0 dBi (5150 MHz)
10.9 dBi (5350 MHz)
10.8 dBi (5550 MHz)
10.5 dBi (5750 MHz)
10.8 dBi (5850 MHz)

50Q

Root

Patch

10.0 dBi (5925 MHz)
1.4 dBi (6325 MHz)
1.1 dBi (6725 MHz)
11.4 dBi (6925 MHz)
11.8 dBi (7125 MHz)

50Q

Root

Patch

10.3 dBi (5925 MHz)
1.3 dBi (6325 MHz)
11.6 dBi (6725 MHz)
10.8 dBi (6925 MHz)
12.0 dBi (7125 MHz)

50 Q

If the product with 5G wireless function operating in 5150 to 5250 MHz and 5725 to 5850 MHz, the
following attention must be paid,

» For devices with detachable antenna(s), the maximum antenna gain permitted for devices in the band
5725 to 5850 MHz shall be such that the equipment still complies with the e.i.r.p. limits as appropriate;

and

* Where applicable, antenna type(s), antenna model(s), and the worst-case tilt angle(s) necessary to
remain compliant with the e.i.r.p. elevation mask requirement set forth in Section 6.2.2.3 of RSS 247

shall be clearly indicated.

If the product with 5G wireless function operating in 5250 to 5350 MHz and 5470 to 5725 MHz, the
following attention must be paid.

» For devices with detachable antenna(s), the maximum antenna gain permitted for devices in the bands
5250 to 5350 MHz and 5470 to 5725 MHz shall be such that the equipment still complies with the e.i.r.p.

limit.
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Innovation, Sciences et Développement économique Canada RSS-GEN &
RSS-247

o L'émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux CNR
d'Innovation, Sciences et Développement économique Canada applicables aux appareils radio exempts
de licence. L'exploitation est autorisée aux deux conditions suivantes : (1) I'appareil ne doit pas produire
de brouillage; (2) L'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est
susceptible d'en compromettre le fonctionnement.

e Le présent émetteur radio 25830-04369 (Root Plus), 25830-04371 (Root) a été approuvé par
Innovation, Sciences et Développement économique Canada pour fonctionner avec les types d'antenne
énumeéreés ci dessous et ayant un gain admissible maximal. Les types d'antenne non inclus dans cette
liste, et dont le gain est supérieur au gain maximal indiqué pour tout type figurant sur la liste, sont
strictement interdits pour I'exploitation de I'émetteur.

Informations Antenne

NOM DU MODELE |NB. |TYPE GAIN (dBi) IMPEDANCE
11.1 dBi (5150 MHz)

11.6 dBi (5350 MHz)
Root 1 Patch 10.7 dBi (5550 MHz) 50 ohm
11.3 dBi (5750 MHz)

10.4 dBi (5850 MHz)
11.0 dBi (5150 MHz)

10.9 dBi (5350 MHz)
Root 2 Patch 10.8 dBi (5550 MHz) 50 ohm
10.5 dBi (5750 MHz)

10.8 dBi (5850 MHz)
10.0 dBi (5925 MHz)

1.4 dBi (6325 MHz)
Root 3 Patch 11.1 dBi (6725 MHz) 50 ohm
1.4 dBi (6925 MHz)

11.8 dBi (7125 MHz)
10.3 dBi (5925 MHz)

11.3 dBi (6325 MHz)
Root 4 Patch 11.6 dBi (6725 MHz) 50 ohm
10.8 dBi (6925 MHz)
12.0 dBi (7125 MHz)

Lorsque la fonction sans fil 5G fonctionnant en 5150 to 5250 MHz and 5725 to 5850 MHz est activée pour
ce produit, il est nécessaire de porter une attention particuliere aux choses suivantes

e Pour les dispositifs munis d'antennes amovibles, le gain maximal d'antenne permis (pour les dispositifs
utilisant la bande de 5 725 a 5 850 MHz) doit étre conforme a la limite de la p.i.r.e. spécifiée, selon le
cas;
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e Lorsqu'ily alieu, les types d'antennes (s'il y en a plusieurs), les numéros de modéle de I'antenne et les
pires angles d'inclinaison nécessaires pour rester conforme a I'exigence de la p.i.r.e. applicable au
masque d'élévation, énoncée a la section 6.2.2.3 du CNR-247, doivent étre clairement indiqués.

Lorsque la fonction sans fil 5G fonctionnant en 5 250 a 5 350 MHz et 5 470 a 5 725 MHz est activée pour
ce produit, il est nécessaire de porter une attention particuliere aux choses suivantes.

e Pour les dispositifs munis d'antennes amovibles, le gain maximal d'antenne permis pour les dispositifs
utilisant les bandes de 5 250 4 5 350 MHz et de 5 470 a 5 725 MHz doit étre conforme a la limite de la
p.i.re.

Industry Canada radiation exposure statement

This equipment complies with ISED radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distance of 20 cm between the radiator
and your body.

For the models whose radiators require a minimum distance of over 20 cm from your body, along with the
required distances.

e Root Plus: 26 cm
e Root: 43 cm

Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements ISED établies pour un
environnement non contrélé. Cet équipement doit étre installé et utilisé avec un minimum de 20 cm de
distance entre la source de rayonnement et votre corps. Veuillez vous référer a la liste ci-dessous pour
connaitre les modéles dont les radiateurs nécessitent une distance minimale de plus de 20 cm par rapport
a votre corps, ainsi que les distances requises.

e Root Plus: 26 cm

e Root: 43 cm

Caution:

e The maximum antenna gain permitted for devices in the bands 5250 to 5350 MHz and 5470 to 5725
MHz shall comply with the e.i.r.p. limit; and

« the maximum antenna gain permitted for devices in the band 5725 to 5825 MHz shall comply with the
e.i.r.p. limits specified for point to point and non point to point operation as appropriate.

e QOutdoor device: Root Plus, Root

Caution (For device with 6 GHz function):
» Devices shall not be used for control of or communications with unmanned aircraft systems.
» Devices shall not be used on oil platforms.

» Devices shall not be used on aircraft, except for the low-power indoor access points, indoor
subordinate devices, low-power client devices, and very low-power devices operating in the 5925 to
6425 MHz band, that may be used on large aircraft as defined in the Canadian Aviation Regulations,
while flying above 3,048 meters (10,000 feet).

e Devices shall not be used on automobiles.

o Devices shall not be used on trains.
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e Devices shall not be used on maritime vessels.

Antenna Information

Regulatory Statement

The antenna height shall be determined by the installer or operator of the standard-power access point or
fixed client device, or by automatic means. This information shall be stored internally in the device.
Provision of accurate device information is mandatory.

Device Specifications - Root Plus
This product uses an integrated internal antenna, permanently installed and not user replaceable.

« Antenna type: Metal Array (Internal antenna)
+ Antenna model: OLA25B-127160-A
e Antenna peak gain: 5 GHz: 14.4 dBi; 6 GHz: 15.1 dBi

Avertissement:

« le gain maximal d'antenne permis pour les dispositifs utilisant les bandes 5 250 a 5 350 MHz et 5 470 a
5 725 MHz doit se conformer a la limite de p.i.r.e.;

 le gain maximal d'antenne permis (pour les dispositifs utilisant la bande 5725 a 5825 MHz) doit se
conformer a la limite de p.i.r.e. spécifiée pour I'exploitation point a point et n on point a point, selon le
cas.

» Appareil extérieur: Root Plus, Root

Avertissement (Pour modeéle avec fonction 6 GHz)

o Les dispositifs ne doivent pas étre utilisés pour commander des systémes d'aéronef sans pilote ni pour
communiquer avec de tels systémes.

» Les dispositifs ne doivent pas étre utilisés sur les plateformes de forage pétrolier.

» Les dispositifs ne doivent pas étre utilisés dans les aéronefs, a I'exception des points d'acces intérieurs
de faible puissance, des dispositifs subordonnés intérieurs, des dispositifs clients de faible puissance et
des dispositifs de trés faible puissance fonctionnant dans la bande de 5 925 a 6 425 MHz, qui peuvent
étre utilisés dans les gros aéronefs tel qu'il est défini dans le Réglement de I'aviation canadien, et ce,
lorsqu'ils volent a une altitude supérieure a 3 048 métres (10 000 pieds).

» Les dispositifs ne doivent pas étre utilisés dans les automobiles.
o Les dispositifs ne doivent pas étre utilisés dans les trains.

« Les dispositifs ne doivent pas étre utilisés sur les navires maritimes.

Informations sur I'antenne

Déclaration réglementaire

La hauteur de I'antenne doit étre déterminée par l'installateur ou I'opérateur du point d'accés de puissance
normale ou du dispositif client fixe, ou par des dispositifs automatiques. Cette information doit étre
enregistrée dans le dispositif. La fourniture d'information précise sur le dispositif est obligatoire.

Spécifications de I'appareil - Root Plus
Ce produit utilise une antenne interne intégrée, installée de maniére permanente et non remplagable par
['utilisateur.

« Type d'antenne: Réseau métallique (antenne interne)
e Modeéle d'antenne: OLA25B-127160-A
e Gain de créte de I'antenne: 5 GHz: 14,4 dBi; 6 GHz: 15,1 dBi
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Europe and the United Kingdom

UK
CE . &5

The following information applies if you use the product within the European Union and United Kingdom.

Declaration of Conformity with Regard to EU Directive 2014/53/EU (Radio
Equipment Directive, RED) and UK regulation

e Compliance information for wireless products relevant to the EU, United Kingdom and other Countries
following the EU Directive 2014/53/EU (RED) and UK regulation 2017 SI 2017-1206. And this product
may be used in all EU countries (and other countries following the EU Directive 2014/53/EU) and United
Kingdom without any limitation except for the countries mentioned below table:

 In the majority of the EU and other European countries, the 5 GHz bands have been made available for
the use of wireless local area networks (LANs). Later in this document you will find an overview of
countries in which additional restrictions or requirements or both are applicable. The requirements for
any country may evolve. Zyxel recommends that you check with the local authorities for the latest
status of their national regulations for the 5 GHz wireless LANSs.

e If this device operates in the 5150 to 5350 MHz or 5945 to 6425 MHz band, it is for indoor use only.

» This equipment should be installed and operated with a minimum distance of 20 cm between the radio
equipment and your body.

e The maximum RF operating power for each band is as follows:

FREQUENCY MAXIMUM POWER
2,400 MHz to 2,483.5 MHz <100 mW

5,150 MHz to 5,350 MHz <200 mW

5,470 MHz to 5,725 MHz <1000 mW

5,945 MHz to 6,425 MHz <200 mW

(For device with 6 GHz function)

Belgium National Restrictions
(English) . . ) I .
« The Belgian Institute for Postal Services and Telecommunications (BIPT) must be notified of any

outdoor wireless link having a range exceeding 300 meters. Please check http://www.bipt.be for
Belgi& more details.

(Flemish) « Draadloze verbindingen voor buitengebruik en met een reikwijdte van meer dan 300 meter dienen
aangemeld te worden bij het Belgisch Instituut voor postdiensten en telecommunicatie (BIPT). Zie
http://www.bipt.be voor meer gegevens.

Belgique « Les liaisons sans fil pour une utilisation en extérieur d'une distance supérieure a 300 métres
doivent étre notifiées a I'Institut Belge des services Postaux et des Télécommunications (IBPT).

(French) Visitez http://www.ibpt.be pour de plus amples détails.

Cestina Zyxel timto prohlasuje, Ze tento zafizeni je ve shodé se zakladnimi pozadavky a dalSimi pFislusnymi
(Czech) ustanovenimi smérnice 2014/53/EU.

Dansk Undertegnede Zyxel erklzerer herved, at felgende udstyr udstyr overholder de vaesentlige krav og
(Danish) gvrige relevante krav i direktiv 2014/53/EU.

Deutsch Hiermit erklart Zyxel, dass sich das Gerat Ausstattung in Ubereinstimmung mit den grundlegenden
(German) Anforderungen und den Ubrigen einschlagigen Bestimmungen der Richtlinie 2014/53/EU befindet.
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Eesti keel Kéesolevaga kinnitab Zyxel seadme seadmed vastavust direktiivi 2014/53/EU pohinduetele ja
(Estonian) nimetatud direktiivist tulenevatele teistele asjakohastele satetele.
EAANVIK& ME THN MAPOYZA Zyxel AHAQNEI OTI eEomAlopog ZYMMOPOQNETAI MPOX TIX OYZIQAEIX
(Greek) AMAITHZEIZ KAI TIZ AOINEZ ZXETIKEX AIATAZEIZ THZ OAHTIAZ 2014/53/EU.
English Hereby, Zyxel declares that this device is in compliance with the essential requirements and other
relevant provisions of Directive 2014/53/EU.
Espanol Por medio de la presente Zyxel declara que el equipo cumple con los requisitos esenciales y
(Spanish) cualesquiera otras disposiciones aplicables o exigibles de la Directiva 2014/53/UE.
Francais Par la présente Zyxel déclare que I'appareil équipements est conforme aux exigences essentielles et
(French) aux autres dispositions pertinentes de la directive 2014/53/EU.
Hrvatski Zyxel ovime izjavljuje da je radijska oprema tipa u skladu s Direktivom 2014/53/EU.
(Croatian)
islenska Hér med lysir, Zyxel pvi yfir ad pessi bunadur er i samraemi vid grunnkrofur og énnur videigandi
(Icelandic) akveedi tilskipunar 2014/53/EU.
Italiano Con la presente Zyxel dichiara che questo attrezzatura & conforme ai requisiti essenziali ed alle altre
(Italian) disposizioni pertinenti stabilite dalla direttiva 2014/53/EU.
National Restrictions
« This product meets the National Radio Interface and the requirements specified in the National
Frequency Allocation Table for Italy. Unless this wireless LAN product is operating within the
boundaries of the owner's property, its use requires a “"general authorization.” Please check
https://www.mise.gov.it/it/ for more details.
* Questo prodotto € conforme alla specifiche di Interfaccia Radio Nazionali e rispetta il Piano
Nazionale di ripartizione delle frequenze in Italia. Se non viene installato all 'interno del proprio
fondo, I'utilizzo di prodotti Wireless LAN richiede una “Autorizzazione Generale". Consultare
https://www.mise.gov.it/it/ per maggiori dettagli.
Latviesu Ar So Zyxel deklarg, ka iekartas atbilst Direktivas 2014/53/EU butiskajam prasibam un citiem ar to
valoda saistitajiem noteikumiem.
(Latvian)
Lietuviy Siuo Zyxel deklaruoja, kad $is jranga atitinka esminius reikalavimus ir kitas 2014/53/EU Direktyvos
kalba nuostatas.

(Lithuanian)

Magyar Alulirott, Zyxel nyilatkozom, hogy a berendezés megfelel a vonatkozé alapvetd kévetelményeknek és
(Hungarian) | az 2014/53/EU irdnyelv egyéb eldirdsainak.

Malti Hawnhekk, Zyxel, jiddikjara li dan taghmir jikkonforma mal-htigijiet essenzjali u ma provvedimenti
(Maltese) ohrajn relevanti li hemm fid-Dirrettiva 2014/53/EU.

Nederlands | Hierbij verklaart Zyxel dat het toestel uitrusting in overeenstemming is met de essentiéle eisen en de
(Dutch) andere relevante bepalingen van richtlijn 2014/53/EU.

Norsk Erklaerer herved Zyxel at dette utstyret er | samsvar med de grunnleggende kravene og andre
(Norwegian) | relevante bestemmelser | direktiv 2014/53/EU.

Polski Niniejszym Zyxel oswiadcza, ze sprzet jest zgodny z zasadniczymi wymogami oraz pozostatymi
(Polish) stosownymi postanowieniami Dyrektywy 2014/53/EU.

Portugués Zyxel declara que este equipamento estd conforme com os requisitos essenciais e outras disposigoes
(Portuguese) | da Directiva 2014/53/EU.

Romana Prin prezenta, Zyxel declara ca acest echipament este in conformitate cu cerintele esentiale si alte
(Romanian) prevederi relevante ale Directivei 2014/53/EU.

Slovencina Zyxel tymto vyhlasuje, Ze zariadenia spifia zakladné poziadavky a vietky prislusné ustanovenia
(Slovak) Smernice 2014/53/EU.

Slovenscina | Zyxel izjavlja, da je ta oprema v skladu z bistvenimi zahtevami in ostalimi relevantnimi dolocili direktive
(Slovene) 2014/53/EU.

Suomi Zyxel vakuuttaa taten etta laitteet tyyppinen laite on direktiivin 2014/53/EU oleellisten vaatimusten ja
(Finnish) sita koskevien direktiivin muiden ehtojen mukainen.
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Svenska Harmed intygar Zyxel att denna utrustning stér | 6verensstammelse med de vasentliga egenskapskrav
(Swedish) och 6vriga relevanta bestammelser som framgér av direktiv 2014/53/EU.

Bbnrapcku C HacTosiWwoTo Zyxel geknapupa, Ye ToBa o60pyaBaHe e B CbOTBETCTBME CbC CbLUECTBEHUTE
(Bulgarian) W3NCKBaHWUS 1 Apyrute NpunoXxumm pasnopenéute Ha Oupektusa 2014/53/EC.

Notes:

* Not all European states that implement EU Directive 2014/53/EU are European Union (EU) members.

e The regulatory limits for maximum output power are specified in EIRP. The EIRP level (in dBm) of a
device can be calculated by adding the gain of the antenna used (specified in dBi) to the output power
available at the connector (specified in dBm).

List of National Codes

COUNTRY ISO 3166 2 LETTER CODE | COUNTRY ISO 3166 2 LETTER CODE
Austria AT Liechtenstein LI
Belgium BE Lithuania LT
Bulgaria BG Luxembourg LU
Croatia HR Malta MT
Cyprus CY Netherlands NL
Czech Republic Cz Norway NO
Denmark DK Poland PL
Estonia EE Portugal PT
Finland Fl Romania RO
France FR Serbia RS
Germany DE Slovakia SK
Greece GR Slovenia Sl
Hungary HU Spain ES
Iceland IS Sweden SE
Ireland IE Switzerland CH
Italy IT Turkey TR
Latvia Lv United Kingdom GB

Safety Warnings

« Do not put the device in a place that is humid, dusty, has extreme temperatures, or that blocks the
device ventilation slots. These conditions may harm your device.

» Please refer to the device back label, datasheet, box specifications or catalog information for power
rating of the device and operating temperature.

o There is a remote risk of electric shock from lightning: (1) Do not use the device outside, and make sure
all the connections are indoors. (For indoor devices only) (2) Do not install or service this device during
a thunderstorm.

» Do not expose your device to dampness, dust or corrosive liquids.

« Do not store things on the device.
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Do not obstruct the device ventilation slots as insufficient airflow may harm your device. For example,
do not place the device in an enclosed space such as a box or on a very soft surface such as a bed or
sofa.

Connect ONLY suitable accessories to the device.

Do not open the device. Opening or removing the device covers can expose you to dangerous high
voltage points or other risks. ONLY qualified service personnel should service or disassemble this
device. Please contact your vendor for further information.

Make sure to connect the cables to the correct ports.
Place connected cables carefully so that no one will step on them or stumble over them.
Disconnect all cables from this device before servicing or disassembling.

Do not remove the plug and connect it to a power outlet by itself; always attach the plug to the power
adaptor first before connecting it to a power outlet.

Do not allow anything to rest on the power adaptor or cord and do NOT place the product where anyone
can walk on the power adaptor or cord.

Please use the provided or designated connection cables/power cables/adaptors. Connect the power
adaptor or cord to the right supply voltage (for example, 120 V AC in North America or 230 V AC in
Europe). If the power adaptor or cord is damaged, it might cause electrocution. Remove the damaged
power adaptor or cord from the device and the power source. Do not try to repair the power adaptor or
cord by yourself. Contact your local vendor to order a new one.

CAUTION: There is a risk of explosion if you replace the device battery with an incorrect one. Dispose
of used batteries according to the instructions. Risk of explosion if battery is replaced by an incorrect
type, dispose of used batteries according to the instruction. Dispose them at the applicable collection
point for the recycling of electrical and electronic devices. For detailed information about recycling of
this product, please contact your local city office, your household waste disposal service or the store
where you purchased the product.

Do not leave a battery in an extremely high temperature environment or surroundings since it can result
in an explosion or the leakage of flammabile liquid or gas. (For devices with a battery)

Do not subject a battery to extremely low air pressure since it may result in an explosion or the leakage
of flammable liquid or gas. (For devices with a battery)

This device must be grounded by qualified service personnel. Never defeat the ground conductor or
operate the device in the absence of a suitably installed ground conductor. Contact the appropriate
electrical inspection authority or an electrician if you are uncertain that suitable grounding is available.
(For devices that require grounding)

- If your device has an earthing screw (frame ground), connect the screw to a ground terminal using an
appropriate AWG ground wire. Do this before you make other connections.

- If your device has no earthing screw, but has a 3-prong power plug, make sure to connect the plug to
a 3-hole earthed socket.

For a pluggable device, the socket-outlet shall be installed near the device and shall be easily
accessible.

Do not use a power adapter that has a power cable longer than 3 meters.
Fuse Warning! Replace a fuse only with a fuse of the same type and rating. (For devices with a fuse)

To avoid possible eye injury, do not look into an operating fiber-optic module’s connector. (For devices
with fiber)

Complies with 21 CFR 1040.10 and 1040.11 except for conformance with IEC 60825-1Ed. 3., as
described in Laser Notice No. 56, dated May 8, 2019. (For devices with fiber)

Conforme a 21 CFR 1040.10 et 1040.11 sauf pour la conformité a la norme CEIl 60825-1 Ed. 3., comme
décrit dans la notice laser Numéro 56 du 8 mai 2019. (For devices with fiber)

CLASS 1LASER PRODUCT & "IEC 60825-1:2014" (For devices with fiber)
APPAREIL A LASER DE CLASS 1 (For devices with fiber)
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e CLASS 1 CONSUMER LASER PRODUCT & “EN 50689:2021" (For devices with fiber)
e The antenna must be installed completely perpendicular to the horizon.

« Installation Angle Requirement
The device shall be installed such that the main radiation direction of the internal antenna does not
exceed 30 degrees above the horizontal plane (horizon).
Installation angles greater than 30 degrees upward tilt are not permitted.
Failure to comply with this installation requirement may result in operation outside authorization.

« Installation Angle Definition
Horizon (O degree): Horizontal plane parallel to the ground.
Elevation Angle: The angle between the antenna main radiation direction and the horizontal plane.

Environment statement

Disposal and Recycling Information

The symbol below means that according to local regulations your product and/or its battery shall be
disposed of separately from domestic waste. If this product is end of life, take it to a recycling station
designated by local authorities. At the time of disposal, the separate collection of your product and/or its
battery will help save natural resources and ensure that the environment is sustainable development.

Die folgende Symbol bedeutet, dass Ihr Produkt und/oder seine Batterie gemaR den ortlichen
Bestimmungen getrennt vom Hausmuill entsorgt werden muss. Wenden Sie sich an eine Recyclingstation,
wenn dieses Produkt das Ende seiner Lebensdauer erreicht hat. Zum Zeitpunkt der Entsorgung wird die
getrennte Sammlung von Produkt und/oder seiner Batterie dazu beitragen, natlrliche Ressourcen zu
sparen und die Umwelt und die menschliche Gesundheit zu schitzen.

El simbolo de abajo indica que segun las regulaciones locales, su producto y/o su bateria deberan
depositarse como basura separada de la doméstica. Cuando este producto alcance el final de su vida util,
llévelo a un punto limpio. Cuando llegue el momento de desechar el producto, la recogida por separado
éste y/o su bateria ayudara a salvar los recursos naturales y a proteger la salud humana y medioambiental.

Le symbole ci-dessous signifie que selon les réglementations locales votre produit et/ou sa batterie
doivent étre éliminés séparément des ordures ménageéres. Lorsque ce produit atteint sa fin de vie,
amenez-le a un centre de recyclage. Au moment de la mise au rebut, la collecte séparée de votre produit
et/ou de sa batterie aidera a économiser les ressources naturelles et protéger I'environnement et la santé
humaine.

Il simbolo sotto significa che secondo i regolamenti locali il vostro prodotto e/o batteria deve essere
smaltito separatamente dai rifiuti domestici. Quando questo prodotto raggiunge la fine della vita di servizio
portarlo a una stazione di riciclaggio. Al momento dello smaltimento, la raccolta separata del vostro
prodotto e/o della sua batteria aiuta a risparmiare risorse naturali e a proteggere I'ambiente e la salute
umana.

Symbolen innebar att enligt lokal lagstiftning ska produkten och/eller dess batteri kastas separat fran
hushallsavfallet. Nar den har produkten nar slutet av sin livslangd ska du ta den till en atervinningsstation.
Vid tiden for kasseringen bidrar du till en battre miljé och ménsklig hdlsa genom att géra dig av med den pa
ett tervinningsstalle.
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About the Symbols

Various symbols are used in this product to ensure correct usage, to prevent danger to the user and
others, and to prevent property damage. The meaning of these symbols are described below. It is
important that you read these descriptions thoroughly and fully understand the contents.

Explanation of the Symbols

SYMBOL EXPLANATION

Alternating current (AC):

N

AC is an electric current in which the flow of electric charge periodically reverses direction.

Direct current (DC):

_—— DC is the unidirectional flow or movement of electric charge carriers.

Earth; ground:
A A wiring terminal intended for connection of a Functional Earthing Conductor.

Class Il equipment:

D The method of protection against electric shock in the case of class Il equipment is either
double insulation or reinforced insulation.

Viewing Certifications

Go to http://www.zyxel.com to view this product's documentation and certifications.

Zyxel Limited Warranty

Zyxel warrants to the original end user (purchaser) that this product is free from any defects in material or
workmanship for a specific period (the Warranty Period) from the date of purchase. The Warranty Period
varies by region. Check with your vendor and/or the authorized Zyxel local distributor for details about the
Warranty Period of this product. During the warranty period, and upon proof of purchase, should the
product have indications of failure due to faulty workmanship and/or materials, Zyxel will, at its discretion,
repair or replace the defective products or components without charge for either parts or labor, and to
whatever extent it shall deem necessary to restore the product or components to proper operating
condition. Any replacement will consist of a new or re-manufactured functionally equivalent product of
equal or higher value, and will be solely at the discretion of Zyxel. This warranty shall not apply if the
product has been modified, misused, tampered with, damaged by an act of God, or subjected to abnormal
working conditions.
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Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This
warranty is in lieu of all other warranties, express or implied, including any implied warranty of
merchantability or fitness for a particular use or purpose. Zyxel shall in no event be held liable for indirect
or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for
the region in which you bought the device at https://www.zyxel.com/global/en/support/warranty-
information.

Open Source Licenses

This product may contain in part some free software distributed under GPL license terms and/or GPL-like
licenses.

To request the source code covered under these licenses, please go to: https://www.zyxel.com/form/
gpl_oss_software_notice.shtml.
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