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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in product features or
web configurator brand style. Every effort has been made to ensure that the information in this manual
is accurate.

Note: The version number on the cover page refers to the Zyxel Device’s latest firmware
version to which this User’s Guide applies.

Related Documentation
= Quick Start Guide

The Quick Start Guide shows how to connect the Zyxel Device and access the Web Configurator
wizards. (See the wizard real time help for information on configuring each screen.) It also contains a
connection diagram and package contents list.

= CLI Reference Guide
The CLI Reference Guide explains how to use the Command-Line Interface (CLI) to configure the
Zyxel Device.

Note: It is recommended you use the Web Configurator to configure the Zyxel Device.

= Web Configurator Online Help

Click the help icon in any screen for help in configuring that screen and supplementary information.

= More Information

Go to support.zyxel.com to find other information on Zyxel Device.
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Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful fips) or recommendations.

Syntax Conventions
¢ All models in this series may be referred to as the “Zyxel Device” in this guide.
* Product labels, screen names, field labels and field choices are all in bold font.

¢ Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Configuration >
Network > Interface > Ethernet means you first click Configuration in the navigation panel, then
Network, then the Interface sub menu and finally the Ethernet tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Zyxel Device icon is not an exact
representation of your device.

Zyxel Device Generic Router Wireless Router / Access Point

)

-

Switch Firewall Server

Internet Network Cloud Smartphone

v
¢

USB Dongle

»

]

f
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CHAPTER 1
Introduction

1.1 Overview

Zyxel Device refers to these models as outlined below.

e VPNS0
VPN100
* VPN300
VPN1000

1.1.1 Model Feature Differences

Note the following differences between the VPN models:

Table 1 VPN Model Feature Comparison

FEATURE/MODEL VPN50 VPN100 VPN300 | VPN1000
Microsoft Azure YES YES YES YES
Amazon VPC YES YES YES YES
Anomaly Detection & Prevention YES YES YES YES
Email Security (Anti-Spam) NO NO NO NO
IDP NO NO NO NO
Antfi-Malware NO NO NO NO
App Patrol NO NO NO NO
Web Security (Content Filtering) YES YES YES YES
SecuReporter NO NO NO NO
Reputation Filter (IP & DNS) NO NO NO NO
URL Threat Filter NO NO NO NO
Sandboxing NO NO NO NO
IP Exception NO NO NO NO
AP Controller YES YES YES YES
Device HA Pro NO YES YES YES
Easy Mode YES NO NO NO
Hotspot Management YES YES YES YES
LAG NO NO YES YES
Port Group YES YES YES YES
Port Role YES YES NO NO
SD-WAN Mode YES YES YES YES
SSL Application NO NO NO NO
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Table 1 VPN Model Feature Comparison (continued)

FEATURE/MODEL VPN50 VPN100 VPN300 | VPN1000

SSL encrypted traffic inspection NO YES YES YES

WiFi functionality (built-in) NO NO NO NO

Virtual Server Load Balancing YES YES YES YES

Feature License-need to buy Content | Content Content Content
Filtering Filtering Filtering Filtering
Geo Geo Geo Geo
Enforcer | Enforcer Enforcer Enforcer

The following security features work without a security license:
¢ Configuration > Content Filter > Trusted Web Sites
The following modes that came with firmware beginning form ZLD v4.35 support only Device HA Pro:

* VPN100
* VPN300
* VPN1000

For information on interface names by model, default port or inferface name mapping, and default
intferface or zone mapping please see Section 3.3 on page 82.

See the product’s datasheet for detailed information on a specific model.

1.2 SD-WAN Mode

The ZyWALL VPN models (see table Table 1 on page 25) can be managed through Nebula Orchestrator
using SD-WAN mode. A ZyWALL VPN which is not in SD-WAN mode is in standalone mode and can be
managed directly using the Web Configurator or the Command-Line Interface (CLI).

Note: If your ZyWALL VPN is in SD-WAN mode and want to return it to standalone mode, you
need to reset the ZyWALL VPN to the factory defaults using the reset button (see the
Troubleshooting chapter).

SD-WAN (Software-Defined WAN) uses a multi-tiered management system to optimize VPN WAN
connections between devices across the Internet.

Some key features of the Nebula Orchestrator SD-WAN include:

¢ Multi-tiered accounts with different privilege levels and permissions

* Zero Touch Provisioning (ZTP)

* AuUtoVPN, which simplifies the procedure for establishing VPN tunnels between VPN devices.
¢ Dynamic Path Selection and WAN optimization

¢ License management

* Alerts to view events, such as when an ZyWALL VPN goes down

¢ Graphically monitor ZyWALL VPN traffic.
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The table below shows a feature comparison between ZyWALL VPN devices in SD-WAN mode and

standalone mode at the time of writing.

Note: For hotspot management, VPNS0 firmware needs to be updated to v4.35 or later.

VPN models in SD-WAN mode do not supports SSL VPN, but support L2TP over IPSec as
the VPN client for a Client-to-Site VPN scenario.

Table 2 Standalone and SD-WAN Mode Feature Comparison Table

STANDALONE MODE SD-WAN MODE
PEATIRE VPNS50 VPNI00 [ VENSOM | veNso VPNI00 [ VENSOY
Amazon VPC YES YES YES NO NO NO
Anomaly Detection & | YES YES YES YES YES YES
Prevention
AP Controller YES YES YES NO NO NO
AutoVPN NO NO NO YES YES YES
Content Filtering YES YES YES YES YES YES
Device HA Pro NO YES YES NO YES YES
Dynamic Path NO NO NO YES YES YES
Selection
Geo-IP (Geo enforcer) | YES YES YES YES YES YES
Hotspot Management | YES YES YES NO NO NO
IPSec VPN YES YES YES YES YES YES
Management GUI local local local Nebula Nebula Nebula

Orchestrator | Orchestrator | Orchestrator

SSL encrypted traffic NO YES YES NO NO NO
inspection
SSL VPN YES YES YES NO? NO? NO?
WAN Optimization NO NO NO YES YES YES
ITP (Zero Touch NO NO NO YES YES YES
Provisioning)

1.2.1 Switching to SD-WAN mode

If your ZyWALL VPN is currently in standalone mode and want to switch to SD-WAN mode, do the

following steps:

Note: Your ZyWALL VPN is in standalone mode by default. Older firmware versions may not
support SD-WAN. If you are having problems with switching to SD-WAN mode, make

sure your firmware is up-to-date.

1 Access the Web Configurator login screen. To do this, first make sure that your device is properly
connected (see the Quick Start Guide). In your browser, go fo http://192.168.1.1. By default, the Zyxel
Device automatically routes this request to its HTTPS server, and it is recommended to keep this setfting.

2 Inthe Login screen, click SD-WAN mode.
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3

ZYXEL

VPN100

Enter User Name/Password and click to login.
(2]
L

Click the link to the Nebula portal (https://nebula.zyxel.com/) in the following screen.
ZYXEL
SD-WAN Maximize Internet Efficiency.
Transform to SD-WAN?

1. Click ° to show you how to transform to SD-WAN.

2. Open browser and connect fo Nebula portal for starting your SD-

WAN joumney. http://nebula.zyxel.com

Standalone
mode >
Click Get Started.
qe
\¢~a
-
i
Welcome to Zyxel g’: ';
Nebula Cloud Platform
nebula

New here?

Create o Nebulo occount now! Log in or sign up to access

Or watch the video tutorial on how to sign up. Nebula Cloud Networ k.-nf-_‘:.;‘:ln':' Nebula SD-WAN services
L

®° .
r O © ‘,’ Get Started
e * @ °
[ . e . i [
e 0 °
L ]

Click Login or Sign Up to go to the Nebula Orchestrator.
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Login
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Change the way you manage !
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Improve performance and save Password
time.
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= Experience Live Demo
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6 Follow the instructions in the Initial Setup Wizard or see the SD-WAN User's Guide for more information on
registering a ZyWALL VPN through ZTP.

3“./-:_;.
2\

nebula

Nebula Nebula
Control Center Orchestrator

1sy for business users to centrally

®
o L ]
L] @ ®
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1.3 Registration at myZyxel

myZyxel is Zyxel's online services center where you can register your Zyxel Device and manage
subscription services available for your Zyxel Device (see Configuration > Licensing > Registration >
Service for services available for your Zyxel Device).

* For Zyxel Devices that already have firmware version 4.25 or later, you have to register your Zyxel
Device and activate the corresponding service at myZyxel (through your Zyxel Device).

e For Zyxel Devices upgrading to firmware version 4.25 or later, you may skip registering your Zyxel
Device and activating the corresponding service at myZyxel (through your Zyxel Device). However, it
is highly recommended to at least register your Zyxel Device. At the time of writing, the Firmware
Upgrade license providing Cloud Helper new firmware nofifications, is free when you register your
Zyxel Device.

Note: You need to create a myZyxel account at http://portal.myZyxel.com before you can
register your device and activate the services at myZyxel.

You may need your Zyxel Device's serial number and LAN MAC address to register it at
myZyxel. See the label at the back of the Zyxel Device’s for details.

Figure 1 myZyxel Login

U ZY)EL

I myzyxel

Easy register, edsy access, easy manage

A centrally managed portal for unlocking your business potential.

b - Erywel comtw

O Remember Me

Sign Up .~ Forgot Password - Resand Confirmation

1.3.1 Grace Period

Service licenses have a 15-day grace period after a license expires. Services will confinue to work in this
period during which you will receive nofifications to renew your licenses. New licenses are valid for 1
year from the date of purchase.

1.3.2 Applications
These are some Zyxel Device application scenarios.

Security Router

Security includes a Stateful Packet Inspection (SPI) firewall.
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Figure 2 Applications: Security Router Applications: Security Router
DMIZ

x O
== L
w ®@S™
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HEE

LAN

a3

IPv6 Routing

The Zyxel Device supports IPvé Ethernet, PPP, VLAN, and bridge routing. You may also create IPvé policy
routes and IPvé objects. The Zyxel Device can also route IPvé packets through IPv4 networks using
different funneling methods.

Figure 3 Applications: IPvé Routing
DMI

: ;l<.

LAN

VPN Connectivity

Set up VPN tunnels with other companies, branch offices, telecommuters, and business travelers to
provide secure access to your network. AS is an Authentication Server in the below figure.
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Figure 4 Applications: VPN Connectivity

SSL VPN Network Access

SSL VPN lets remote users use their web browsers for a very easy-to-use VPN solutfion. A user just browses
to the Zyxel Device's web address and enters his user name and password to securely connect to the
Zyxel Device's network. Here full tunnel mode creates a virfual connection for a remote user and gives
him a private IP address in the same subnet as the local network so he can access network resources in
the same way as if he were part of the intfernal network.

Figure 5 SSL VPN With Full Tunnel Mode
LAN (192.168.1.X)

.g—w -—I—Ir 'g 'Ii' ‘ =

https:// = =— = Web Mail File Share Non-Web

File Edit View Fag g a
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-_-—’

Back  Forwa rd

Web -based Application Application Servg'
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User-Aware Access Control

Set up security policies to restrict access to sensitive information and shared resources based on the user
who is trying fo access it. In the following figure user A can access both the Internet and an internal file

server. User B has a lower level of access and can only access the Internet. User C is not even logged in,
so and cannot access either the Internet or the file server.

Figure 6 Applications: User-Aware Access Confrol
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Load Balancing

Set up multiple connections to the Internet on the same port, or different ports, including cellular
interfaces. In either case, you can balance the traffic loads between them.

Figure 7 Applications: Multiple WAN Interfaces

v (tA))

[
o el

LAN

1.4 Management Overview

You can manage the Zyxel Device in the following ways.

Web Configurator

The Web Configurator allows easy Zyxel Device setup and management using an Internet browser. This
User's Guide provides information about the Web Configurator.

Figure 8 Managing the Zyxel Device: Web Configurator
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Command-Line Interface (CLI)

The CLI allows you to use text-based commands to configure the Zyxel Device. Access it using remote
management (for example, SSH or Telnet) or via the physical or Web Configurator console port. See the
Command Reference Guide for CLI details. The default settings for the console port are:

Table 3 Console Port Default Settings

SETTING VALUE
Speed 115200 bps
Data Bits 8
Parity None
Stop Bit 1
Flow Control Off

FTP

Use File Transfer Protocol for firmware upgrades and configuration backup or restore.

SNMP

The device can be monitored and/or managed by an SNMP manager. See Section 37.11 on page 814.

CloudCNM

Use the CloudCNM screen (see Section 37.16 on page 826) to enable and configure management of
the Zyxel Device by a Central Network Management system.

Management Authentication
Managers must be authenficated with a username and password, using one of:

» Local Zyxel Device authentication
e An external RADIUS server
e An external LDAP server

e Certificates

1.5 Web Configurator

The Web Configurator is an HTML-based management interface that allows easy system setup and
management through Internet browser. Use a browser that supports HTMLS, such as Microsoft Edge,
Internet Explorer 11, Mozilla Firefox, or Google Chrome.

In order to use the Web Configurator you need to allow:

* Web browser pop-up windows from your device.
e JavaScript (enabled by default).

* Java permissions (enabled by default).
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The recommended minimum screen resolution is 1024 x 768 pixels.

Note: Screenshots and graphics in this book may differ slightly from your product due to
differences in product features or Web Configurator brand style.

1.5.1 Web Configurator Access

1 Make sure your Zyxel Device hardware is properly connected. See the Quick Start Guide.

2 Inyour browser go to hitp://192.168.1.1. By default, the Zyxel Device automatically routes this request to
its HTTPS server, and it is recommended fo keep this setting. The Login screen appears.

ZYXEL

VPN300
Enter User Name/Password and click to login.
&
7

SD-WAN

3 Type the user name (default: *admin”) and password (default: “1234").

4 Click Login. After you log in for the first time using the default user name and password, you must
change the default admin password in the Update Admin Info screen. Enter a new password of from 1
to 64 characters.

In Configuration > Object > User/Group > Setting, you can enable Password Complexity to require a
new password fo consist of at least 8 characters and at most 64, where at least 1 character must be a
number, at least 1 a lower case letter, at least 1 an upper case letter and atf least 1 a special character
from the keyboard, such as |@#$%A&*()_+. You can also require periodic changing of the password in
that screen by configuring Password must changed every (days).

Make a note of your new password, enter it in the following screen, then click Apply.

5 A Terms of Use screen displays. Read the statement, then click Acknowledge to proceed.

Note: If you are using an Internet Explorer browser, the Terms of Use will be downloaded
automatically.
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Terms of Use

The privacy statement explain: what data Zyxel will collect from you and how the data will be uzed.
Thiz is important for you 30 pleaze take time to read it carefully. Thank you.

Applicability of Privacy Policy

Zyxel, a world leading service provider, is devoted to provide
multifaceted privacy protections to our Users ("You or you")
while you are enjoying our excellent products or services. We
therefore offer you this Privacy Policy ("Policy”) in order to
sufficiently address our protection to your personal information.
We hope you may spare your time to read through this Policy
for a better understanding to your rights of personal information.

Ind. 4 Wl ~aldl 4 i

| have read and understand the information and terms in accordance with the Zyxel Privacy Statement.

Acknowledge

6 The Network Risk Warning screen displays any unregistered or disabled security services. If your Zyxel
Device is not registered, you will see a prompt to register it. Select how often to display the screen and
click OK.

¥ | Network Risk Wamning

Network Risk Warning

Your network has potential security risk due to following malware protection features
disabled or unlicensed. To provide confinuous security protection of your network, please
acfivate license and features listed below.

Security Policy Confrol Disabled

Please remind me: every fime v

ZyWALL VPN Series User's Guide

36



Chapter 1 Infroduction

If you select Never and you later want to bring this screen back, use these commands (nofe the space
before the underscore).

Router> enable

Router#

Router# configure terminal

Router (config) #

Router (config)# service-register _setremind
after-10-days

after-180-days

after-30-days

every-time

never

Router (config)# service-register setremind every-time
Router (config)#

See the Command Line Interface (CLI) Reference Guide (RG) for details on all supported commands.

7 Follow the directions in the Update Admin Info screen. If you change the default password, the Login
screen appears after you click Apply. If you click Ignore, the Installation Setup Wizard opens if the
ZyWALL is using its default configuration; otherwise the dashboard appears.

1.5.2 Web Configurator Screens Overview

The Web Configurator screen is divided into these parts:

o A-title bar

* B - navigation panel

* C-main window

Figure 9 Web Configurator Screen Overview
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Title Bar

Figure 10 Title Bar

@ee
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The title bar icons in the upper right corner provide the following functions.

Table 4 Title Bar: Web Configurator Icons

LABEL

DESCRIPTION

Web Console

Click this to open one or multiple console windows from which you can run command line
interface (CLI) commands. You will be prompted to enter your user name and password. See
the Command Reference Guide for information about the commands.

Logging in to the Zyxel Device with HTTPS, so you can open one or multiple console windows.

Cll Click this to open a popup window that displays the CLI commands sent by the Web
Configurator to the Zyxel Device.

Reference Click this to check which configuration items reference an object.

Site Map Click this to see an overview of links o the Web Configurator screens.

Forum Go to https://businessforum.zyxel.com for product discussions.

Help Click this to open the help page for the current screen.

Notification Only Admin or Limited Admin can see notifications. Nofifications display what's new in the Zyxel
Device firmware (ZLD), information on security services about to expire.
Slide the switch to Off if you don't want notifications. Click an item to see more details on it.
Click the Refresh icon or refresh the browser page to update nofifications. The latest
notification appears at the top. An item is removed once it has been read.
Up to five notifications can be shown here. If there are more than five noftifications, then click
All Notifications to see them.

About Click this to display basic information about the Zyxel Device.

Logout Click this to log out of the Web Configurator.

About

Click About to display basic informatfion about the Zyxel Device.

Figure 11 About

Z About VPN300

Current Version: V5.00[ABFC.0)b4
Released Date: 2020-11-21 12:51:32

Did you check www.zyxel.c

This table describes the fields in this screen.

Table 5 About

LABEL DESCRIPTION

Current Version This shows the firmware version of the Zyxel Device.
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Table 5 About (contfinued)

LABEL DESCRIPTION

Released Date This shows the date (yyyy-mm-dd) and time (hh:mm:ss) when the firmware is released.

oK Click this to close the screen.

Site Map

Click Site MAP to see an overview of links fo the Web Configurator screens. Click a screen’s link to go fo
that screen.

Figure 12 Site Map

&= Site Map [Z1[X]
Monitor
System Status Wireless VPN Monitor
Port Statistics AP Information IPSec
Interface Status Iyldesh SSL
Traffic Statistics SSID Info L2TP over IPSec
Session Monitor Station Info
Login Users Detected Device
IGWP Statistics
DDNS Status

IP/MAC Bindin
Cellular Status
UPnP Port Status
USB Storage

Ethernet Neighibor
FGDN Object

3 Configuration

%# Maintenance

Web Console

Click Web Console to open one or multiple console windows from which you can run CLI commands.
You will be prompted to enter your user name and password. See the Command Reference Guide for
information about the commands. Logging in to the Zyxel Device with HTTPS, so you can open one or
multiple console windows.

Figure 13 Web Console Window

h
. web-console-login (atp100) X + )

C O A Notsecure | htps://172 21 "0 I8 Awebconsole/ w 8
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Reference

Click Reference to open the Reference screen. Select the type of object and the individual object and
click Refresh to show which configuration settings reference the object.

Figure 14 Reference
& References IES|

Type: Please select one |v Name: Please select one |w

Page of 0 Show (80 |+ | items No data to display

[Retresh | Concel |

The fields vary with the type of object. This table describes labels that can appear in this screen.

Table 6 Reference

LABEL DESCRIPTION

Type Select an object type to see the services.

Name This identifies the object for which the configuration settings that use it are displayed. Click the
object’s name to display the object’s configuration screen in the main window.

# This field is a sequential value, and it is not associated with any entry.

Service This is the type of setting that references the selected object. Click a service's name to display the
service's configuration screen in the main window.

Priority If it is applicable, this field lists the referencing configuration item’s position in its list, otherwise N/A
displays.

Name This field identifies the configuration item that references the object.

Description If the referencing configuration item has a description configured, it displays here.

Refresh Click this to update the information in this screen.

Cancel Click Cancel to close the screen.

CLI Messages

Click CLI to look at the CLI commands sent by the Web Configurator. Open the pop-up window and
then click some menus in the Web Configurator to display the corresponding commands.
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Figure 15 CLI Messages
cu

W Clear

[6] show users all

[7] show users current

[8] show app-watch-dog config

[9] show usb-storage

[10] show sa counter

[17] show service-register status ssivpn-status
### CLIEnd -

Cancel

1.5.3 Navigation Panel

Use the navigation panel menu items to open status and configuration screens. Click the arrow in the
middle of the right edge of the navigation panel to hide the panel or drag to resize it. The following
sections infroduce the Zyxel Device's navigation panel menus and their screens.

Figure 16 Navigation Panel

m MAINTENANCE

File Manager
Diagnostics
Packet Flow Explore

Shutdown

Dashboard

The dashboard displays general device information, system status, system resource usage, licensed
service status, and interface status in widgets that you can re-arrange to suit your needs. See the Web
Help for details on the dashboard.
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Monitor Menu

The monitor menu screens display status and statistics information.

Table 7 Monitor Menu Screens Summary

FOLDER OR LINK TAB FUNCTION
System Status
Port Statistics Port Statistics | Displays packet statistics for each physical port.
Interface Status | Interface Displays general inferface information and packet stafistics.
Summary
Traffic Statistics | Traffic Collect and display traffic statistics.
Statistics
Session Monitor | Session Displays the status of all current sessions.
Monitor
Login Users Login Users Lists the users currently logged into the Zyxel Device.
Dynamic Guest | Dynamic List the dynamic guest accounts in the Zyxel Device's local database. These
Guest are accounfts that are created automatically and allowed to access the
Zyxel Device's services for a certain period of fime.
IGMP Statistics IGMP Collect and display IGMP statistics.
Stafistics
DDNS Status DDNS Status | Displays the status of the Zyxel Device’s DDNS domain names.
IP/MAC Binding | IP/MAC Lists the devices that have received an IP address from Zyxel Device
Binding inferfaces using IP/MAC binding.
Cellular Status Cellular Displays details about the Zyxel Device's mobile broadband connection
Status status.
UPnP Port Status | Port Stafistics | Displays details about UPnP connections going through the Zyxel Device.
USB Storage Storage Displays details about USB device connected to the Zyxel Device.
Information
Ethernet Ethernet View and manage the Zyxel Device's neighboring devices via Smart
Neighbor Neighbor Connect (Layer Link Discovery Protocol (LLDP)). Use the Zyxel One Network
(ZON) utility to view and manage the Zyxel Device's neighboring devices via
the Zyxel Discovery Protocol (ZDP).
FQDN Object FQDN Object | Displays FQDN (Fully Qualified Domain Name) object cache lists used in DNS

queries.

Virtual Server LB

Virtual Server
Load

Displays traffic stafistics between a client and a real server.

Balancer
Status
Wireless
AP Information | AP List Lists APs managed by the Zyxel Device.
Radio List Lists wireless details of APs managed by the Zyxel Device.
Built-in AP Displays associated wireless client usage and number. (For Zyxel Device
model names containing ‘W'.)
Top N APs Lists managed APs with the most wireless traffic usage and most associated
wireless stations.
Single AP Lists APs wireless traffic usage and associated wireless stafions for a managed
AP.
ZyMesh lnyMesh Link | Display statistics about ZyMesh wireless connections between managed APs.
nfo
SSID Info SSID Info Display information about the AP’s wireless clients.
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Table 7 Monitor Menu Screens Summary (continued)

FOLDER OR LINK TAB FUNCTION
Station Info Station List Lists wireless clients associated with the APs managed by the Zyxel Device.
Top N Lists wireless stations with the most wireless traffic usage.
Stations
Single Station | Lists wireless fraffic usage for an associated wireless station.
Detected Detected Display information about suspected rogue APs.
Device Device
Printer Status Printer Status | Display information about the connected statement printers.
VPN Monitor
IPSec IPSec Displays and manages the active IPSec SAs.
SSL SSL Lists users currently logged into the VPN SSL client portal. You can also log out
individual users and delete related session information.
L2TP over IPSec | L2TP over Displays details about current L2TP sessions.
IPSec
Remote AP VPN | Remote AP Displays and manages the active remote APs.
VPN
Security Statistics
Content Filter Summary Collect and display content filter statistics
SSL Inspection Report Collect and display SSL Inspection statistics.
Certificate Displays traffic to destination servers using certificates.
Cache List
Log View Log Lists log enfries.
View AP Log | Lists AP log entries.
Dynamic Lists the Zyxel Device's dynamic guest account log messages.
Users Log

Configuration Menu

Use the configuration menu screens to configure the Zyxel Device's features.

Table 8 Configuration Menu Screens Summary

FOLDER OR LINK TAB FUNCTION
Quick Setup Quickly configure WAN interfaces or VPN connections.
Licensing
Registration Registration Register the device and activate trial services.
Service View the licensed service status and upgrade licensed services.
Wireless
Controller Configuration Configure manual or automatic conftroller registration.
AP Mgnt AP List Edit or remove entries in the lists of APs managed by the Zyxel Device.
Management - -

AP Policy Configure the AP confroller’s IP address on the managed APs and
determine the action the managed APs take if the current AP
controller fails.

AP Group Create groups of APs, define their radio, VLAN, port and load
balancing settings.

Firmware Update the firmware on APs connected to your Zyxel Device.

Rogue AP Rogue/Friendly AP Configure how the Zyxel Device monitors rogue APs.

List

ZyWALL VPN Series User's Guide

43




Chapter 1 Infroduction

Table 8 Configuration Menu Screens Summary (confinued)

FOLDER OR LINK

TAB

FUNCTION

Auto Healing

Auto Healing

Enable auto healing to extend the wireless service coverage area of
the managed APs when one of the APs fails.

RTLS Real Time Location Use the managed APs as part of an Ekahau RTLS to track the location
System of Ekahau WiFi tags.
Network
Interface Port Use this screen to set the Zyxel Device's flexible ports such as LAN, OPT,
WLAN, or DMZ.
Port Role/Port
Configuration
Ethernet Manage Ethernet interfaces and virtual Ethernet interfaces.
PPP Create and manage PPPoE and PPTP interfaces.
Cellular Configure a cellular Internet connection for an installed mobile
broadband card.
Tunnel Configure tunneling between IPv4 and IPvé networks.
VLAN Create and manage VLAN interfaces and virfual VLAN interfaces.
Bridge Create and manage bridges and virtual bridge inferfaces.
LAG Configure interface and LAG parameters for each LAG inferface.
VTI Configure IP address assignment and interface parameters for VTI
(Virtual Tunnel Interface).
Trunk Create and manage trunks (groups of interfaces) for load balancing.
Routing Policy Route Create and manage routing policies.
Static Route Create and manage IP static routing information.
RIP Configure device-level RIP settings.
OSPF Configure device-level OSPF settings, including areas and virtual links.
BGP Configure exchange of Border Gateway Protocol (BGP) information
over an IPSec tunnel.
DDNS DDNS Define and manage the Zyxel Device's DDNS domain names.
NAT NAT Set up and manage port forwarding rules.
NAT Virtual Server Load Configure virtual server load balancer rules that distribute incoming
Balancer connection requests to a virtual server between multiple real
(physical) servers
Redirect Redirect Service Set up and manage HTTP and SMTP redirection rules.
Service
ALG ALG Configure SIP, H.323, and FTP pass-through seftings.
UPnP UPnP Configure interfaces that allow UPnP and NAT-PMP connections.
IP/MAC Binding | Summary Configure IP to MAC address bindings for devices connected to each
supported interface.
Exempt List Configure ranges of IP addresses to which the Zyxel Device does not
apply IP/MAC binding.
Layer 2 Isolation | General Enable layer-2 isolation on the Zyxel Device and the internal
interfaces.
White List Enable and configure the white list.

DNS Inbound LB

DNS Load Balancing

Configure DNS Load Balancing.

VPN

Amazon VPC

Amazon VPC

Configure an IPSec tunnel to transmit traffic from a Customer
Gateway (Zyxel Device) to an Amazon VPC (Virtual Private Cloud).
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Table 8 Configuration Menu Screens Summary (confinued)

FOLDER OR LINK

TAB

FUNCTION

IPSec VPN VPN Connection Configure IPSec tunnels.
VPN Gateway Configure IKE tunnels.
Concentrator Combine IPSec VPN connections into a single secure network
Configuration Set who can retfrieve VPN rule settings from the Zyxel Device using the
Provisioning Zyxel Device IPSec VPN Client.

SSL VPN Access Privilege Configure SSL VPN access rights for users and groups.
Global Setting Configure the Zyxel Device's SSL VPN settings that apply to all

connections.
L2TP VPN L2TP VPN Configure L2TP over IPSec tunnels.

Remote AP VPN

Remote AP VPN

Configure the IP address pool for the Zyxel Device to assign an IP
address to the outgoing interface of each RAP IPSec tunnel.

BWM BWM Enable and configure bandwidth management rules.
Web Web Authentication | Define a web portal and exempt services from authentication.
Authentication
General/
Authentication
Type/Custom
Web Portal File/
Custom User
Agreement File/
Facebook WiFi
SSO Configure the Zyxel Device to work with a Single Sign On agent.
Hotspot
Billing General Configure the general billing settings, such as the accounting
method.
Billing Profile Configure the billing profiles for the web-based account generator
and each button on the connected statement printer.
Discount Configure discount price plans.
Payment Service Enable online payment service and configure the service pages.
Printer General Configure the printer list, enable prinfer management and customize
Manager the account printout.
Printout Detect the connected statement printers, change their IP addresses
Configuration and/or add them to the managed printer list.
Free Time Free Time Allow users to get a free account for Internet surfing during the
specified time period.
IPnP IPnP Enable IPnP on the Zyxel Device and the internal interfaces.

Walled Garden

Walled Garden

General/URL Base/
Domain/IP Base

Create walled garden links that display in the login screen.

Advertisement | Advertisement Enable and set advertisement links.
Security Policy
Policy Control Policy Create and manage level-3 traffic rules and apply Security Service
profiles.
ADP General Display and manage ADP bindings.
Profile Create and manage ADP profiles.
White List Create a white list for certain IP or services to let them pass the ADP

flood detection.

Session Control

Session Control

Limit the number of concurrent client NAT/security policy sessions.
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Table 8 Configuration Menu Screens Summary (confinued)

FOLDER OR LINK

TAB

FUNCTION

Security Service

Content Filter

Web Content Filter:
General

Create and manage the detailed filtering rules for content filtering
profiles and then apply to a traffic flow using a security policy.

Web Content Filter:
Trusted Web Sites

Create a list of allowed web sites that bypass content filtering policies.

Web Content Filter:
Forbidden Web Sites

Create a list of web sites to block regardless of content filtering
policies.

SSL Inspection

Profile Decrypt HTTPS traffic for Security Service inspection. Create SSL
Inspection templates of settings to apply to a traffic flow using a
security policy.

Exclude List Configure services to be excluded from SSL Inspection.

Certificate Update

Use this screen to update the latest certificates of servers using SSL
connections to the Zyxel Device network.

Object
Zone Zone Configure zone templates used to define various policies.
User/Group User Create and manage users.
Group Create and manage groups of users.
Setting Manage default settings for all users, general settings for user sessions,
and rules to force user authentication.
MAC Address Configure the MAC addresses of wireless clients for MAC
authentication using the local user database.
AP Profile Radio Create templates of radio settings to apply to policies as an object.
SSID Create templates of wireless setftings to apply to radio profiles or
policies as an object.
MON Profile MON Profile Create and manage rogue AP monitoring files that can be

associated with different APs.

ZyMesh Profile

ZyMesh Profile

Create and manage ZyMesh files that can be associated with
different APs.

Address/Geo IP

Address

Create and manage host, range, and network (subnet) addresses.

Address Group

Create and manage groups of addresses to apply to policies as a
single objects.

Geo IP Update the database of country-to-IP address mappings and
manually configure country-to-IP address mappings for geographic
address objects that can be used in security policies.

Service Service Create and manage TCP and UDP services.

Service Group Create and manage groups of services to apply to policies as a single
object.

Schedule Schedule Create one-time and recurring schedules.

Schedule Group Create and manage groups of schedules to apply fo policies as a
single object.

AAA Server Active Directory Configure the Active Directory settings.

LDAP

Configure the LDAP settings.

RADIUS Configure the RADIUS settings.
Auth. Method Authentication Create and manage ways of authenticating users.
Method
Two-factor Configure SMS or email authentication to access a secured network
Authentication behind the Zyxel Device via a VPN funnel.
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Table 8 Configuration Menu Screens Summary (confinued)

FOLDER OR LINK

TAB

FUNCTION

Certificate My Certificates Create and manage the Zyxel Device's certificates.
Trusted Certificates | Import and manage certificates from trusted sources.
ISP Account ISP Account Create and manage ISP account information for PPPoE/PPTP
interfaces.
DHCPvé Request Configure IPvé DHCP request type and interface information.
Lease Configure IPv6 DHCP lease type and interface information.
Device HA Device HA Status See the license status for Device HA Pro, and see the status of the
active and passive devices.
Device HA Pro Configure Device HA Pro global settings, monitored interfaces and
synchronization settings.
View Log See logs of the active and passive devices
Cloud CNM SecuManager Enable and configure management of the Zyxel Device by a Central
Network Management system.
System
Host Name Host Name Configure the system and domain name for the Zyxel Device.
USB Storage Settings Configure the settings for the connected USB devices.
Date/Time Date/Time Configure the current date, time, and time zone in the Zyxel Device.

Console Speed

Console Speed

Set the console speed.

DNS DNS Configure the DNS server and address records for the Zyxel Device.
WWW Service Control Configure HTTP, HTTPS, and general authentication.
Login Page Configure how the login and access user screens look.
SSH SSH Configure SSH server and SSH service settings.
TELNET TELNET Configure telnet server settings for the Zyxel Device.
FTP FTP Configure FTP server settings.
SNMP SNMP Configure SNMP communities and services.

Auth. Server

Auth. Server

Configure the Zyxel Device to act as a RADIUS server.

Nofification Mail Server Configure a mail server with authentication to send reports and
password expiration nofification emails.

SMS Enable the SMS service to send dynamic guest account information in
text messages and authorization for VPN tunnel access to a secured
network.

Response Message | Create a web page when access to a website is restricted due to a
security service.

Language Language Select the Web Configurator language.
IPvé IPvé Enable IPvé globally on the Zyxel Device here.
ZON ZON Use the Zyxel One Network (ZON) ufility to view and manage the Zyxel

Device's neighboring devices via the Zyxel Discovery Protocol (ZDP).

Log & Report

Email Daily Email Daily Report Configure where and how to send daily reports and what reports to
Report send.
Log Settings Log Settings Configure the system log, email logs, and remote syslog servers.
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Maintenance Menu

Use the maintenance menu screens to manage configuration and firmware files, run diagnostics, and
reboot or shut down the Zyxel Device.

Table 9 Maintenance Menu Screens Summary

FOLDER
OR LINK TAB FUNCTION
File Configuration File | Manage and upload configuration files for the Zyxel Device.
Manager Firmware View the current firmware version and upload firmware. Reboot with your
Management choice of firmware.
Shell Script Manage and run shell script files for the Zyxel Device.
Diagnostics | Diagnostics Collect diagnostic information.
This screen includes the sub-tabs below:
e Controller
e AP
e Filer
Packet Capture Capture packets for analysis.
This screen includes the sub-tabs below:
e Capture
e Capture on AP
* Files
¢ Remote Capture
CPU/Memory View CPU and memory usage statistics.
Status
System Log Connect a USB device to the Zyxel Device and archive the Zyxel Device system
logs to it here.
Network Tool Identify problems with the connections. You can use Ping or Traceroute to help
you identify problems.
Routing Traces Configure fraceroute to identify where packets are dropped for
froubleshooting.
Wireless Frame Capture wireless frames from APs for analysis.
Capfture
Packet Routing Status Check how the Zyxel Device determines where fo route a packet.
Elxovl\/ore SNAT Status View a clear picture on how the Zyxel Device converts a packet’s source IP
P address and check the related settings.
Shutdown/ | Shutdown/ Reboot | Turn off or restart the Zyxel Device.
Reboot

1.5.4 Tables and Lists

Web Configurator tables and lists are flexible with several options for how to display their entries.

Click a column heading to sort the table’s enfries according fo that column'’s criteria.
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Figure 17 Sorting Table Entries by a Column’s Criteria

Configuration
19 5fp® DHCP —0.0.0.0 0.0.0.0
2 @ wanl DHCP — 172.21.40.15 255.255.252.0
3 9 wan2 DHCP —0.0.0.0 0.0.0.0
4 @ lan1 STATIC - 192.168.1.1 255.255.255.0
5 ? lan2 STATIC - 192.168.2.1 255.255.255.0
6 9 dmz STATIC — 192.168.3.1 255.255.255.0
7 9 reserved STATIC - 0.0.0.0 0.0.0.0
Page |1 of 1 Show |50 |+ | items Displaying 1-7 of 7

Click the down arrow next to a column heading for more options about how to display the entries. The
options available vary depending on the type of fields in the column. Here are some examples of what
you can do:

¢ Sortin ascending or descending (reverse) alphabetical order

» Select which columns to display

¢ Group entries by field

¢ Show entries in groups

 Filter by mathematical operators (<, >, or =) or searching for text
Figure 18 Common Table Column Options

Configuration
sip :z Sort Ascending 0.0.0.0

19

2 9 wan Z| | sotbesenang |15 255.255.252.0
3 9 wan2 @ coums N 0.0.00

4 9 lan| _ 255.255.255.0

= i V| Name
5 9 lan2 Group By This Ficid | & 255.255.255.0
Show in Groups ¥| 1P Address
6 @ dmz ) 255.255.255.0
. 7| Masl
7 9 reserved ] | Filters 2 0.0.0.0
Page [1 | of I Show [50 |v] items Displaying 1-7 of 7

Select a column heading cell’s right border and drag to re-size the column.

Figure 19 Resizing a Table Column
Configuration

+IF' Address

1 e sfp PHCP - 0.0.0.0

Select a column heading and drag and drop it to change the column order. A green check mark
displays next to the column’s fitle when you drag the column to a valid new location.
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Figure 20 Moving Columns

Configuration
s
- S ry
1 sfp DHCP - 0.0.0.0 0.0.0.0
2  wanl Dname 5 17921.40.15 255.255.252.0
3 wan2 DHCP - 0.0.0.0 0.0.0.0
4 lan] STATIC - 192.148.1.1 255.255.255.0
5 lan2 STATIC - 192.148.2.1 255.255.255.0
6 dmz STATIC - 192.148.3.1 255.255.255.0
7 reserved @ STATIC - 0.0.0.0 0.0.0.0

Use the icons and fields af the bottom of the table to navigate to different pages of entries and confrol
how many entries display at a time.

Figure 21 Navigating Pages of Table Entries
/Zr. ved STATIC -- 0.0.0.0 0.0.0.0

TT—fese1_ of] Show [50 [+ items Nispicsipe—T 077 |

The tables have icons for working with table entries. You can often use the [Shift] or [CHrl] key to select
mulfiple entries to remove, activate, or deactivate.

Figure 22 Common Table Icons

© Add

Page of 0 Show (80 || items No data to display

Here are descriptions for the most common table icons.

Table 10 Common Table Icons

LABEL DESCRIPTION

Add Click this to create a new enfry. For features where the entry’s position in the numbered list is
important (features where the Zyxel Device applies the table’s entries in order like the security policy
for example), you can select an enfry and click Add to create a new entry after the selected entry.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the entry’s
setftings. In some tables you can just click a table enfry and edit it directly in the table. For those types
of tables small red friangles display for table entries with changes that you have not yet applied.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Activate To turn on an entry, select it and click Activate.

Inactivate | To turn off an entry, select it and click Inactivate.

Connect To connect an entry, select it and click Connect.

Disconnect | To disconnect an entry, select it and click Disconnect.

References | Select an entry and click References to check which settings use the entry.

Move To change an entry’s position in a numbered list, select it and click Move fo display a field fo type a
number for where you want to put that entry and press [ENTER] to move the entry to the number that
you typed. For example, if you type 6, the entfry you are moving becomes number 6 and the previous
entry 6 (if there is one) gets pushed up (or down) one.
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Working with Lists

When a list of available entries displays next to a list of selected entries, you can often just double-click
an entry to move it from one list fo the other. In some lists you can also use the [Shift] or [Cirl] key to
select multiple entries, and then use the arrow button to move them fo the other list.

Figure 23 Working with Lists
& Add Group FX

Configuration

Nome: [ e

Description: {Cptional)

Member List

=== Object ===
ad-users

Idap-users
radius-users

Ua-Users
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CHAPTER 2
Initial Setup Wizard

2.1 Initial Setup Wizard Screens

When you log into the Web Configurator for the first time or when you reset the Zyxel Device to its
default configuration, the Initial Setup Wizard screen displays. This wizard helps you configure Internet
connection settings and activate subscription services.

Note: For Zyxel Devices that already have firmware version 4.25 or later, you have to register
your Zyxel Device and activate the corresponding service at myZyxel (through your
Lyxel Device).

This chapter provides information on configuring the Web Configurator's Initial Setup Wizard. See the
feature-specific chapters in this User's Guide for background information.

¢ Click the double arrow in the upper right corner to display or hide the help.

» Click Logout to exit the Initial Setup Wizard or click Next to continue the wizard. Click Finish at the end
of the wizard to complete the wizard.

Figure 24 Initial Setup Wizard

Initial Setup Wizard

AN] * Date ond Time Seffings > Register Device » Activate Sorvice
2

Welcome

Welcome to the Tyxel Initial Selup Wizard. To protect your netwark, this Wizord prompts you to register your Device and aclivate
secunly service(s) al myZyxel first. Your Device must be able lo connect with myZyxel.

We will guide you to complete:
- Connect fo internat{WaN)

- Date and lime Seftings

- Register Device

- Activate Service

- Service Selfings

- Wireless Setlings

- Remote Management

Click "Next" to start

2.1.1 Internet Access Setup - WAN Interface

Use this screen to set how many WAN interfaces to configure and the first WAN inferface’s type of
encapsulation and method of IP address assignment.
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The screens vary depending on the encapsulation type. Refer to information provided by your ISP to
know what to enter in each field.

Note: Enter the Internet access information exactly as your ISP gave it o you. Leave a field
blank if you don’t have that information.

* | have two ISPs: Select this option to configure two Internet connections. Leave it cleared to configure
just one. This option appears when you are configuring the first WAN interface.

¢ Encapsulation: Choose the Ethernet option when the WAN port is used as a regular Ethernet. Choose
PPPoOE, PPTP or L2TP for a dial-up connection according to the information from your ISP.

* WAN Interface: This is the inferface you are configuring for Internet access.
e Zone: This is the security zone to which this interface and Internet connection belong.

¢ |P Address Assignment: Select Auto if your ISP did not assign you a fixed IP address.
Select Static if the ISP assigned a fixed IP address.

Figure 25 Infernet Access
11 Initial Setup Wizard

Initial Setup Wizard

dieH & | X

Connect to Intemet (WAN) > pate and Time Setfings * Reglster Device ¥ Activote Serdce ¥ Serdce Setfings > Wireless Seffings > Remate Management
1 2 3 4 5 6 !

ISP Setting
| have two I5Ps

t A - First WAN Interf

ISF Parameters
Encapsulation: Elheme! v

IP Address Assignment

First WAN Interlace: wani
Ione: WAN
IP Address Assigrment: Auto X

[<tock | nes> |

2.1.2 Internet Access: Ethernet

This screen is read-only if you set the previous screen’s IP Address Assignment field to Auto. If you set the
previous screen’s IP Address Assignment field fo Static, use this screen to configure your IP address
settings.

* Encapsulation: This displays the type of Internet connection you are configuring.

 First WAN Interface: This is the number of the interface that will connect with your ISP.

* Zone: This is the security zone to which this interface and Internet connection will belong.

* |P Address: Enter your (static) public IP address. Auto displays if you selected Auto as the IP Address
Assignment in the previous screen.

The following fields display if you selected static IP address assignment.

¢ |P Subnet Mask: Enter the subnet mask for this WAN connection's IP address.
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* Gateway IP Address: Enter the IP address of the router through which this WAN connection will send
fraffic (the default gateway).

¢ First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain
Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP
address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the fime server. Leave the field as 0.0.0.0 if you do not want
to configure DNS servers.

2.1.2.1 Possible Errors

¢ Check that your cable connection is coming from the correct interface you're using for the WAN
connection on the Zyxel Device.

* Check that the interface is connected to the device you're using for Internet access such as a
broadband router and that the router is turned on. The LED of the interface you're using for the WAN
connection on the Zyxel Device should be orange.

* If your Zyxel Device was not able to obtain an IP address, check that your Internet access information
uses DHCP as the WAN connection type. If it fails again, check with your Internet service provider or
administrator for correct WAN setfings.

 If your Zyxel Device was not able to use the IP address entered, check that you were given an IP
address, subnet mask and gateway address as part of your Internet access information. Re-enter your
IP address, subnet mask and gateway IP address exactly as given. If it fails again, check with your
Internet service provider or administrator for correct IP address, subnet mask and gateway address
and other WAN settings.

Figure 26 Internet Access: Ethernet Encapsulation
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2.1.3 Internet Access: PPPoOE

2.1.3.1 ISP Parameters

¢ Type the PPPOE Service Name from your service provider. PPPoOE uses a service name to identify and
reach the PPPoOE server. You can use alphanumeric and -_@$./ characters, and it can be up to 64
characters long.
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* Authentication Type - Select an authenfication protocol for outgoing connection requests. Options
are:

e Chap/PAP - Your Zyxel Device accepts either CHAP or PAP when requested by the remote node.
* Chap - Your Zyxel Device accepts CHAP only.

e PAP - Your Zyxel Device accepts PAP only.

e MSCHAP - Your Zyxel Device accepts MSCHAP only.

* MSCHAP-V2 - Your Zyxel Device accepts MSCHAP-V2 only.

e Type the User Name given to you by your ISP. You can use alphanumeric and -_@$./ characters, and
it can be up to 31 characters long.

¢ Type the Password associated with the user name. Use up to 64 ASCIl characters except the [] and 2.
This field can be blank.

» Select Nailed-Up if you do not want the connection to time out. Otherwise, type the Idle Timeout in
seconds that elapses before the router automatically disconnects from the PPPOE server.

2.1.3.2 WAN IP Address Assignments
¢ WAN Interface: This is the name of the interface that will connect with your ISP.
* Zone: This is the security zone to which this interface and Internet connection will belong.

* |P Address: Enter your (static) public IP address. Auto displays if you selected Auto as the IP Address
Assignment in the previous screen.

* First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain
Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP
address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the time server. Leave the field as 0.0.0.0 if you do not want
to configure DNS servers. If you do not configure a DNS server, you must know the IP address of a
machine in order to access it.

2.1.3.3 Possible Errors

* Check that you're using the correct PPPOE Service Name and Authentication Type.

* Make sure that your Internet access information uses PPPoE as the WAN connection type. Re-enter
your PPPoOE user name and password exactly as given. If it fails again, check with your Internet service
provider or administrator for correct WAN settings and user credentials.

* If you were given an IP address and DNS server information as part of your Internet access
information, re-enter them exactly as given. If it fails again, check with your Internet service provider
or administrator for correct IP address, subnet mask and gateway address and other WAN settings.
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Figure 27
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2.1.4 Internet Access: PPTP

2.1.4.1 ISP Parameters
* Authentication Type - Select an authentication protocol for outgoing calls. Options are:
e Chap/PAP - Your Zyxel Device accepfts either CHAP or PAP when requested by the remote node.
* Chap - Your Zyxel Device accepts CHAP only.
e PAP - Your Zyxel Device accepts PAP only.
* MSCHAP - Your Zyxel Device accepts MSCHAP only.
¢ MSCHAP-V2 - Your Zyxel Device accepts MSCHAP-V2 only.

* Type the User Name given to you by your ISP. You can use alphanumeric and -_@$./ characters, and
it can be up to 31 characters long.

¢ Type the Password associated with the user name. Use up to é4 ASCIl characters except the [] and 2.
This field can be blank. Re-type your password in the next field to confirm it.

¢ Select Nailed-Up if you do not want the connection to time out. Otherwise, type the Idle Timeout in
seconds that elapses before the router automatically disconnects from the PPTP server.

2.1.4.2 PPTP Configuration
¢ Base Interface: This identifies the Ethernet interface you configure to connect with a modem or router.
* Type a Base IP Address (stafic) assigned to you by your ISP.
¢ Type the IP Subnet Mask assigned to you by your ISP (if given).

* Gateway IP Address: Enter the IP address of the router through which this WAN connection will send
fraffic (the default gateway).

e Server IP: Type the IP address of the PPTP server.
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¢ Type a Connection ID or connection name. It must follow the “c:id” and "n:name” format. For
example, C:12 or N:My ISP. This field is optional and depends on the requirements of your broadband
modem or router. You can use alphanumeric and -_: characters, and it can be up to 31 characters
long.

2.1.4.3 WAN IP Address Assignments

* First WAN Interface: This is the connection type on the interface you are configuring fo connect with
your ISP.

* Zone This is the security zone to which this interface and Internet connection will belong.

e |P Address: Enter your (static) public IP address. Auto displays if you selected Auto as the IP Address
Assignment in the previous screen.

* First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain
Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP
address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the fime server. Leave the field as 0.0.0.0 if you do not want
to configure DNS servers.

2.1.4.4 Possible Errors

* Check that you're using the correct PPPT Service IP, Base IP Address, IP Subnet Mask, Gateway IP
Address, Connection ID and Authentication Type.

¢ Make sure that your Internet access information uses PPTP as the WAN connection type. Re-enter your
PPTP user name and password exactly as given. If it fails again, check with your Internet service
provider or administrator for correct WAN settings and user credentials.

* If you were given an IP address and DNS server information as part of your Internet access
information, re-enter them exactly as given. If it fails again, check with your Internet service provider
or administrator for correct IP address, subnet mask and gateway address and other WAN settings.
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Figure 28 Internet Access: PPTP Encapsulation
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2.1.5 Internet Access: L2TP

2.1.5.1 ISP Parameters

* Authentication Type - Select an authenfication protocol for outgoing connection requests. Options
are:

e Chap/PAP - Your Zyxel Device accepts either CHAP or PAP when requested by the remote node.
* Chap - Your Zyxel Device accepts CHAP only.

* PAP - Your Zyxel Device accepts PAP only.

¢ MSCHAP - Your Zyxel Device accepts MSCHAP only.

* MSCHAP-V2 - Your Zyxel Device accepts MSCHAP-V2 only.

¢ Type the User Name given to you by your ISP. You can use alphanumeric and -_@$./ characters, and
it can be up to 31 characters long.

¢ Type the Password associated with the user name. Use up to é4 ASCIl characters except the [] and 2.
This field can be blank.

¢ Select Nailed-Up if you do not want the connection to time out. Otherwise, type the Idle Timeout in
seconds that elapses before the router automatically disconnects from the PPPOE server.

2.1.5.2 L2TP Configuration
¢ Base Interface: This identifies the Ethernet interface you configure to connect with a modem or router.

¢ Type a Base IP Address (stafic) assigned to you by your ISP.
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¢ |P Subnet Mask: Enter the subnet mask for this WAN connection's IP address.

¢ Gateway IP Address: Enter the IP address of the router through which this WAN connection will send
traffic (the default gateway).

* Server IP: Type the IP address of the L2TP server.

2.1.5.3 WAN IP Address Assignments

¢ WAN Interface: This is the name of the interface that will connect with your ISP.
* Zone: This is the security zone to which this interface and Internet connection will belong.

¢ |P Address: Enter your (static) public IP address. Auto displays if you selected Auto as the IP Address
Assignment in the previous screen.

* First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain
Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP
address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the fime server. Leave the field as 0.0.0.0 if you do not want
to configure DNS servers.

2.1.5.4 Possible Errors

* Check that you're using the correct L2PT Server IP, Subnet Mask, Gateway IP Address, IP Subnet Mask
and Authentication Type.

* Make sure that your Internet access information uses L2TP as the WAN connection type. Re-enter your
L2TP user name and password exactly as given. If it fails again, check with your Internet service
provider or administrator for correct WAN settings and user credentials.

* If you were given an IP address and DNS server information as part of your Internet access
information, re-enter them exactly as given. If it fails again, check with your Internet service provider
or administrator for correct IP address, subnet mask and gateway address and other WAN settings.
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Figure 29 Internet Access: L2TP Encapsulation
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2.1.6 Internet Access Setup - Second WAN Interface

If you selected | have two ISPs, after you configure the First WAN Interface, you can configure the
Second WAN Interface. The screens for configuring the second WAN interface are similar to the first (see

Section 2.1.1 on page 52).
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Figure 30 Internet Access: Step 3: Second WAN Interface

¥ Inifial Setup Wizard
Initial Setup Wizard :B;I
o
Connect fo Intemet (WAN) > pale and lime Selfings > Regisler Device > Aclivate Service > Servi fings > Rermote Manogement I
1 2 3 7
+ A _% d WAN Interf
ISP Parameters
Encapsulation: Ethemet [w
IF Address Assignment
Second WAN Interface: wan?2
Ione: WAN
IP Address Assignment: Auta v
: ¥

2.1.7 Internet Access: Congratulations

You have set up your Zyxel Device to access the Internet. A screen displays with your settings. Click
Connection Test to check that you can access the Internet. If you cannot, click Back and confirm that
you entered the settings correctly. If you have, check that you got the correct settings from your ISP or
network administrator.

Figure 31 Internet Access: Summary
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2.1.8 Date and Time Settings

It's important to have correct date and time values in the logs. The Zyxel Device can automatically
update the time and date by detecting your time zone and whether Daylight Savings is in effect in that
fime zone.

If your Zyxel Device cannot get the correct date and time, it may not able to connect to a time server.
Check that the Zyxel Device has Internet access, then click Sync. Now.

Figure 32 Date and Time Settings
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automatically when the internet connection is available.

Current Date: 20180125
Curent Time: 02:50:53 UTCH00:00
Time Jone: (UTC+00:00) Greenwlch Mean Time: Dublin, Edinburgh, Lisbon, Lond:

Davlight Saving Time is not observed by this time zone.

2.1.9 Register Device
Click the Register button in this screen to register your device at portal.myzyxel.com.

Note: The Zyxel Device must be connected to the Internet in order to register.
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Figure 33 Register Device
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You may need the Zyxel Device’s serial number and LAN MAC address to register it at myZyxel if you
have not already done so. Refer to the label at the back of the Zyxel Device's for details.

Figure 34 myZyxel Login

ZYXEL ‘ T myZyxel

Easy register, easy access, easy manage

A centrally manoged portal for unlocking your busin potential

Sign Up - Forgot Possword -~ Resend Confirmation

Click Refresh or use the Configuration > Licensing > Registration screen to update your Zyxel Device
registration status.
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Figure 35 Registered Device
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Registrating your device is prerequisite for receiving nofifications when new firmware is available and for activation licenses.

Device Registration Status: Registered

2.1.10 Activate Service

After you register your Zyxel Device, you can register for the services supported by your model. See

Subscription Services Available on page 191 for more information on the subscription services for the two
types of security packs.

Click Refresh and wait a few moments for the registration information to update in this screen. If the
page does not refresh, make sure the Internet connection is working and click Refresh again. To check
your Internet connection, try fo access the Internet from a computer connected to a LAN port on the
Zyxel Device. If you cannof, then check your Internet access setftings on the Zyxel Device.

Figure 36

2.1.11 Wireless Settings: Management Mode

The Management Mode screen appears for Zyxel Devices that have a built-in AP. Select Built-in AP if you
want WiFi clients to access your Zyxel Device wirelessly. Select AP Controller to allow the Zyxel Device to

manage APs in the same network as the Zyxel Device. Both modes cannot work simultaneously. Click
Next to continue the wizard.
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Figure 37 Wireless Setup Wizard > Management Mode (Models with Built-in AP)
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2.1.12 Wireless Settings: AP Controller

The Zyxel Device can act as an AP Conftroller that can manage APs in the same network as the Zyxel
Device. Select Yes if you want your Zyxel Device to manage APs in your network; otherwise select No.

Figure 38 Wireless Setup Wizard > Management Mode
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2.1.13 Wireless Settings: SSID & Security

Configure SSID and wireless security in this screen.

SSID Setting

e SSID - Enter a descriptive name of up to 32 printable characters for the wireless LAN.

¢ Security Mode - Select Pre-Shared Key to add security on this wireless network. Otherwise, select None
to allow any wireless client to associate this network without authentication.

* Pre-Shared Key - Enfer a pre-shared key of between 8 and 63 case-sensitive ASCIl characters
(including spaces and symbols) or 64 hexadecimal characters.
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* Hidden SSID - Select this option if you want to hide the SSID in the outgoing beacon frame. A wireless
client then cannot obtain the SSID through scanning using a site survey tool.

¢ Enable Intra-BSS Traffic Blocking - Select this option if you want to prevent crossover traffic from within
the same SSID. Wireless clients can still access the wired network but cannot communicate with each

other.

For Zyxel Devices with Built-in AP Only

Bridged to: Zyxel Devices with W in the model name have a buili-in AP. Select an interface to bridge with
the built-in AP wireless network. Devices connected to this interface will then be in the same broadcast

domain as devices in the AP wireless network.

Figure 39 Wireless Settings: SSID & Security
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2.1.14 Remote Management

Select this fo allow access to the Zyxel Device using HTTP or HTTPS from the Internet.
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Figure 40 Remote Management
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HTTPS is added to the Default_Allow_WAN_to_ZyWALL rule in Object > Service > Service Group screen
when you enable Remote Management.

The default SSL VPN port number is 443. You can change the port number here.

Figure 41 Object > Service > Service Group - HTTPS
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Hardware, Interfaces and
ones

3.1 Hardware Overview
This section describes the front and rear panels for each model.

3.1.1 Front Panels

The LED indicators are located on the front panel.

Figure 42 VPNS50 Front Panel
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The following table describes the front panel LEDs.

Table 11 LED Descriptions
LED COLOR | STATUS DESCRIPTION
PWR Off The Zyxel Device is turned off.

Green On The Zyxel Device is turned on.

Red On There is a hardware component failure. Shut down the device, wait for a few
minutes and then restart the device. If the LED turns red again, then please
contact your vendor.

SYS Green Off The Zyxel Device is not ready or has failed.
On The Zyxel Device is ready and running.
Blinking The Zyxel Device is booting.
Red On The Zyxel Device has an error or has failed.
usB Green Off No device is connected to the Zyxel Device's USB port or the connected device
is not supported by the Zyxel Device.
On A mobile broadband USB card or USB storage device is connected to the USB
port.

Orange | On Connected fo a mobile broadband network through the connected mobile

broadband USB card.
P1, P2... Green Off There is no fraffic on this port.
Blinking The Zyxel Device is sending or receiving packets on this port.

Orange | Off There is no connection on this port.

On This port has a successful link.
Blinking The Zyxel Device is sending or receiving packets on this port.

The following table describes the ports on the front panel.

Table 12 Front Panel Ports

LABEL

DESCRIPTION

RESET

Press the button in for about 5 seconds (or until the SYS LED starts to blink), then release it to
return the Zyxel Device to the factory defaults (password is 1234, LAN IP address 192.168.1.1
efc.)

CONSOLE

You can use the console port to manage the Zyxel Device using CLI commands. You will be
prompted to enter your user name and password. See the Command Reference Guide for
more information about the CLI.

When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:

e Speed 115200 bps

e Data Bits 8
e Parity None
e Stop Bit 1

* Flow Control Off

usB

Connect a storage device for system logs (see Maintenance > Diagnostics > System Log) and
storage (see Configuration > System > USB Storage).

P1~Pé

These are 1G RJ-45 Ethernet ports.

3.1.2 Rear Panels

The connection ports are located on the rear panel.
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Figure 46 VPNS50 Rear Panel
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The following table describes the items on the rear panel.

Table 13 Rear Panel ltems

LABEL DESCRIPTION

Console You can use the console port o manage the Zyxel Device using CLI commands. You will be
prompted to enter your user name and password. See the Command Reference Guide for
more information about the CLI.
When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:
e Speed 115200 bps
e Data Bits 8
e Parity None
e Stop Bit 1
* Flow Confrol Off

Power Use the included power cord to connect the power socket to a power outlet. Turn the power
switch on if your Zyxel Device has a power switch.

Lock Attach alock-and-cable from the Kensington lock (the small, metal-reinforced, oval hole) to a
permanent object, such as a pole, fo secure the Zyxel Device in place.

Fan The fans are for cooling the Zyxel Device. Make sure they are not obstructed to allow maximum

ventilation.

Note: Use an 8-wire Ethernet cable to run your Gigabit Ethernet connection at 1000 Mbps.
Using a 4-wire Ethernet cable limits your connection to 100 Mbps. Note that the
connection speed also depends on what the Ethernet device at the other end can
support.
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3.2 Installation Scenarios

The Zyxel Device can be:

* Placed on a desk.
¢ Wall-mounted on a wall.
e Rack-mounted on a standard EIA rack.

The following table summarizes the installation scenarios of the Zyxel Device by mounting method.

Table 14 Mounting Method

DESK-MOUNTING

RACK-MOUNTING

WALL-MOUNTING

* VPNS&O * VPNIOO *  VPNS50
*  VPNI100 *  VPN300 e  VPNI100
*  VPN300 * VPNI1000 d

WARNING! Do NOT block the ventilation holes on the Zyxel Device.
Allow 100 mm clearance for the ventilation holes to prevent your Zyxel
Device from overheating. Do not store things on the Zyxel Device. Do
not place a Zyxel Device on another high temperature device.
Overheating could affect the performance of your Zyxel Device, or
even damage it.

3.2.1 Desk-mounting

1 Make sure the Zyxel Device is clean and dry.
2 Remove the adhesive backing from the rubber feet.

3 Aftach the rubber feet to each corner on the bottom of the Zyxel Device. These rubber feet help
protect the Zyxel Device from shock or vibration, and allow air circulation.
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Figure 50 Atftaching Rubber Feet
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3.2.2 Rack-mounting

See Table 14 on page 71 for the Zyxel Device models that can be rack mounted. Use the following steps
to mount the Zyxel Device on an EIA standard size, 19-inch rack or in a wiring closet with other
equipment using a rack-mounting kit. Make sure the rack will safely support the combined weight of all
the equipment it contains and that the position of the ZyWALL does not make the rack unstable or top-
heavy. Take all necessary precautions fo anchor the rack securely before installing the unit.

Note: Leave 10 cm of clearance at the sides and 20 cm in the rear.
Use a #2 Phillips screwdriver to install the screws.

Note: Failure to use the proper screws may damage the unit.

1 Align one bracket with the holes on one side of the Zyxel Device and secure it with the included bracket
screws (smaller than the rack-mounting screws).

2 Attach the other bracket in a similar fashion.
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After attaching both mounting brackets, position the Zyxel Device in the rack and match up the bracket
holes with the rack holes. Secure the Zyxel Device to the rack with the rack-mounting screws.

%

A
AN
]paeaagp_ﬂauoau

oo on o ..'-“Qﬂﬁﬂﬁ -

3.2.3 Wall-mounting

Do the following to attach the Zyxel Device to a wall. See Table 14 on page 71 for a list of models that
can be wall mounted.

The following table lists the distance “X” between mounting holes for each model:

Table 15 Distance “X" between mounting holes
MODEL NAME DISTANCE “X”
VPN50 174 mm (6.85")
VPN100 206mm (8.11")

Drill into a wall two holes 3 mm ~ 4 mm (0.12" ~ 0.16") wide, 20 mm ~ 30 mm (0.79" ~ 1.18") deep, and a
distance X (see the preceding table) apart. Place two screw anchors in the holes.

Figure 51 Wall Mounting Screw Specifications
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3

Figure 52 Wall Mounting

Screw two screws with 6 mm ~ 8 mm (0.24" ~ 0.31") wide heads info the screw anchors. Do not screw the
screws all the way in to the wall; leave a small gap of between 1 ~ 1.5 mm (0.04” ~ 0.06") between the

head of the screw and the wall.

The gap must be big enough for the screw heads to slide into the screw slots and the connection cables

to run down the back of the Zyxel Device.

Note: Make sure the screws are securely fixed to the wall and strong enough to hold the
weight of the Zyxel Device with the connection cables.

Figure 53 Gap for Cables

e

—

-

.
~

-

to 1.5mm

VoA
// ) - ~1.5mm
7 ﬂ

4

N
\
\
|
/

/

Use the holes on the Zyxel Device to hang the Zyxel Device on the screws.

Wall-mount the Zyxel Device horizontally. The Zyxel Device's side
panels with ventilation slots should not be facing up or down as this

position is less safe.
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3.3 Default Zones, Interfaces, and Ports

The default configurations for zones, interfaces, and ports are as follows. References to interfaces may
be generic rather than the specific name used in your model. For example, this guide may use “the
WAN interface” rather than “wan1” or “wan2”, “ge2" or"” ge3d”.

An OPT (optional) Ethernet port can be configured as an additional WAN port, LAN, WLAN, or DMZ port.

The following table shows the default physical port and interface mapping for each model af the time

of writing.

Table 16 Default Physical Port - Interface Mapping

PORT / INTERFACE P1 P2 P3 P4 P5 P6 P7 P8
e VPN50 sfp wan lan1 lan1 lan1 lan1
* VPNI100 sfp wan wan lan1 lan1 lan1 lan1
e VPN300 gel ge2 geld ge4 geb geb ge’7 ge8

The following table shows the default physical port and interface mapping for each model at the time

of wrifing.

Table 17 Default Physical Port - Interface Mapping - VPN1000

P1 P2

PORT /
INTERFACE

P3

P4

P5 P6

P7

P8

P9 P10

P11 P12

P13 P14

VPN1000 gel ge2

geld

ge4

ged geé

ge’

ge8

ge? gel0

gell gel2

gel3d gel4

The following table shows the default inferface and zone mapping for each model at the fime of

writing.

Table 18 Default Zone - Interface Mapping

ZONE / INTERFACE WAN LAN1 LAN2 DMz OPT DE’;]EULT
ZONE
e VPN50 WAN LAN1 LAN2 DMZ OPT
WAN_PPP OPT_PPP
e« VPNI100 WANI LANI LAN2 DMZ SFP GE7
WAN1_PPP SFP_PPP GE7_PPP
WAN2 GE8
WAN2_PPP GE8_PPP
*  VPN300 GE2 GE4 GE6 GE1 GE7
GE2_PPP GE5 GE1_PPP GE7_PPP
GE3 GE8
GE3_PPP GE8_PPP
« VPN1000 GEI GE3 GE5 GEI3 GE6~GE12 GEI
GE1_PPP GE4 GE13_PPP GEé_PPP~GE12 | GE1_PPP
GE2 GE14 -FPP GE2
GE2_PPP GE14_PPP GE2_PPP
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3.4 Stopping the Zyxel Device

Always use Maintenance > Shutdown > Shutdown or the shutdown command before you turn off the
Zyxel Device or remove the power. Not doing so can cause the firmware to become corrupt.
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CHAPTER 4
Quick Setup Wizards

4.1 Quick Setup Overview

The Web Configurator's quick setup wizards help you configure Internet and VPN connection settings.
This chapter provides information on configuring the quick setup screens in the Web Configurator. See
the feature-specific chapters in this User's Guide for background information.

In the Web Configurator, click Quick Setup to open the first Quick Setup screen.

Figure 54 VPN Quick Sefup

11 Quick Setup
@ =0 L]
=l
WAN Interface Remote Access VPN VPN Setup
WAN Quick Setting Setup For creating secure
walks you through the  For employeses communications
steps of getting your working anywhere in between nodes, VPN
device connected the world to securely Quick Setting provides
online. connect with their a simplified process to
company'’s remote do that.
LAM.

« WAN Interface

Click this link to open a wizard to set up a WAN (Internet) connection. This wizard creates matching ISP
account seftings in the Zyxel Device if you use PPPOE or PPTP. See Section 4.2 on page 78.

< Remote Access VPN Setup

Click this link to open a wizard to configure a VPN (Virtual Private Network) rule for a secure
connection to another computer or network. Zyxel VPN Client creates a full or split funnel VPN rule for
clients with SecuExtender IPSec. L2TP over IPSec Client creates full tunnel VPN rule for clients with
supported mobile devices.

< VPN Setup

Use VPN Setup to configure a VPN (Virtual Private Network) rule for a secure connection to another
computer or network. Use VPN Settings for Configuration Provisioning to set up a VPN rule that can be
retrieved with the Zyxel Device IPSec VPN Client. You only need to enter a user name, password and
the IP address of the Zyxel Device in the IPSec VPN Client to get all VPN settings automatically from
the Zyxel Device. See Section 4.4 on page 91. Use VPN Settings for L2TP VPN Settings to configure the
L2TP VPN for clients.
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= Wizard Help

If the help does not automatically display when you run the wizard, click the arrow to display it.
Y| Quick Setup

-
WAN Interface | Help »)
Choose Etherm Enter WAN Settings * WAN Configuration Summary
2 3 s
! = = WAN Interface Quick Setup
Welcome Use these screens to configure an

interfoce fo connect o the Infernet.
The later steps will guide you to setup the Infernet connection.
- Choose Ethernet

- Enfer WAN Settings

- WAN Configuratfion Summary

Click 'Next' to start.

4.2 WAN Interface Quick Setup

Click WAN Interface in the main Quick Setup screen to open the WAN Interface Quick Setup Wizard
Welcome screen. Use these screens to configure an interface to connect to the Internet. Click Next.

Figure 55 WAN Inferface Quick Setup Wizard
WAN Interface

Choose Ethermet * Enter WAN Settings * WAN Configuration Summary
1 2 &

Welcome

The later steps will guide you fo setup the Intemet connection.
- Choose Ethernet

- Enter WAN Settings

- WAN Configuration Summary

Click 'Mext' to start.

4.2.1 Choose an Ethernet Interface

Select a WAN interface (names vary by model) that you want to configure for a WAN connection and
click Next.
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Figure 56 Choose an Ethernet Interface
WAN Interface

Choose Ethemnet » Enter WAN Setfings * WAN Configuration Summary
1 2 3

Ethernet

Ethermet Selection: sfp v

4.2.2 Select WAN Type

WAN Type Selection: Select the type of encapsulation this connection is fo use. Choose Ethernet when
the WAN port is used as a regular Ethernet.

Otherwise, choose PPPoE, PPTP or L2TP for a dial-up connection according to the information from your
ISP.

Figure 57 WAN Interface Setup: Step 2
WAN Interface

Choose Ethemet * Enter WAN Seltings » WAN Configuration Summary
1 2 3

IP Address Assignment

WAN Type Selection: Ethemet v

The screens vary depending on what encapsulation type you use. Refer to information provided by your
ISP to know what to enter in each field. Leave a field blank if you don't have that information.

Note: Enter the Internet access information exactly as your ISP gave it o you.

4.2.3 Configure WAN IP Settings

Use this screen to select whether the interface should use a fixed or dynamic IP address.
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Figure 58 WAN Interface Setup: Step 2 Ethernet Dynamic IP

WAN Interface

Choose Ethemet * Enter WAN Seltings » WAN Configuration Summary
'| ]

2 J
Interface
WAN Interface: sfp
Ione: WAN
IP Address Assignment: |Auto N

Figure 59 WAN Interface Setup: Step 2 Ethernet Static IP

WAN Interface

Choose Ethemnet > Enter WAN Seffings » WAN Configuration Surmmary
2 3

ISP Parameters

Encapsulation: Ethermnet

IP Address Assignment

WAN Interface: sfp

lone: WAN

IF Address: 0

IP Subnet Mask: 255.255.255.0

Gateway IP Address: [Cptional)

First DNS Server:

Second DNS Server:

¢ WAN Interface: This is the intferface you are configuring for Internet access.

* Zone: This is the security zone to which this interface and Internet connection belong.

* IP Address Assignment: Select Auto If your ISP did not assign you a fixed IP address.
Select Static if you have a fixed IP address and enter the IP address, subnet mask, gateway IP address
(optional) and DNS server IP address(es).

4.2.4 ISP and WAN and ISP Connection Settings

Use this screen to configure the ISP and WAN interface settings. This screen is read-only if you select
Ethernet and set the IP Address Assignment to Auto. If you set the IP Address Assignment to Static and/or
select PPTP or PPPOE, enter the Internet access information exactly as your ISP gave it to you.

Note: Enter the Internet access information exactly as your ISP gave it o you.
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Figure 60 WAN and ISP Connection Settings: (PPTP)

WAN Interface

Choose Ethemet » Enter WAN SeHingz > WAN Configurafion Summary

3
3

! 2
ISP Parameters
Encapsulation: FPTF
Authentication Type: Chap/PAP v

User Nerme: I

O Nailed-Up

Idle fimeout: 100 Seconds

PPTF Configuration

Base Interface: sfp

Base IP Address: 0

IP Subnet Mask: 255.255.255.0

Gateway IP Address: (Cptional)

Server IP: o

Connection ID: (Optional)
IP Address Assignment

WAN Interface: sfo_ppp

Zone: WAN

IP Address: o

Gateway IP Address: (Optional)

First DINS Server:
Second DNS Server:

[ <Back |
Figure 61 WAN and ISP Connection Settings: (PPPOE)

WAN Interface

Choose Ethernet > Enter WAN Seltings > WAN Configuration Surmmary
1 2 3

ISP Parameters

Encapsulation: FPPoE
Service Naome: (Optional)
Authentication Type: Chap/PAP ¥

[ Nailed-Up
Idle fimeout: 100 Seconds
IP Address Assignment
WAN Interface: sfo_ppp
Ione: WA
IP Address: o
Gateway IP Address: [Optional)

First DINS Server:
Second DNS Server:

NotB)

Configure PPPoE will change ethemet interface ip address as 0.0.0.0.
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Figure 62 WAN and ISP Connection Settings: (L2TP)

WAN Interface

Choose Ethemet » Enter WAN Selfings » WAN Configuration Summary
1 3

2
ISP Parameters
Encapsulation: L2TP
Authentication Type: Chaop/PAP ¥
User Name : :ﬂ)
Password: l:lo
Retype to Confirm: l:lo
[[ Nailed-Up
Idle timeout: 100 Seconds
Base Interface: sfip
IP Subnet Mask: 255.255.255.0
Gateway [P Address: (Optional)
Server IP: 0
IP Address Assignment
WAN Interface: sfo_pep
Ione: WAN
IP Address: 0
Gateway IP Address: (Cptional)
First DS Server:
Second DNS Servern
[ <sack |

ISP Parameter: This section appears if the interface uses a PPPoE or PPTP Internet connection.

¢ Encapsulation: This displays the type of Internet connection you are configuring.
* Service Name: Type the PPPoOE service name if you were given one by your ISP.

* Authentication Type: Use the drop-down list box to select an authentication protocol for outgoing
calls. Options are:

* CHAP/PAP - Your Zyxel Device accepfts either CHAP or PAP when requested by this remote node.
e CHAP - Your Zyxel Device accepts CHAP only.

¢ PAP - Your Zyxel Device accepts PAP only.

* MSCHAP - Your Zyxel Device accepts MSCHAP only.

e MSCHAP-V2 - Your Zyxel Device accepts MSCHAP-V2 only.

¢ User Name: Type the user name given to you by your ISP. You can use alphanumeric and -_@$ . /
characters, and it can be up to 31 characters long.

* Password: Type the password associated with the user name above. Use up to 64 ASCII characters
except the [] and 2. This field can be blank.

¢ Retype to Confirm: Type your password again for confirmation.
* Nailed-Up: Select Nailed-Up if you do not want the connection to time out.

* |dle Timeout: Type the time in seconds that elapses before the router automatically disconnects from
the PPPOE server. 0 means no timeout.

¢ PPTP Configuration: This section only appears if the interface uses a PPTP Internet connection.

* Base Interface: This displays the identity of the Ethernet interface you configure to connect with a
modem or router.

¢ Base IP Address: Type the (static) IP address assigned to you by your ISP.
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* |P Subnet Mask: Type the subnet mask assigned to you by your ISP (if given).
¢ Gateway IP Address: For PPTP or L2TP, type the gateway IP address if you were given one by your ISP.
e Server IP: Type the IP address of the PPTP server.

* Connection ID: Enter the connection ID or connection name in this field. It must follow the "c:id" and
"n:name" format. For example, C:12 or N:My ISP. This field is optional and depends on the
requirements of your DSL modem. You can use alphanumeric and -_: characters, and it can be up to
31 characters long.

IP Address Assignment

* WAN Interface: This displays the identity of the interface you configure to connect with your ISP.
* Zone: This field displays to which security zone this interface and Internet connection will belong.

¢ |P Address: This field is read-only when the WAN interface uses a dynamic IP address. If your WAN
intferface uses a static IP address, enter it in this field.

¢ |IP Subnet Mask: If your WAN interface uses Ethernet encapsulation with a statfic IP address, enter the
subnet mask in this field.

¢ Gateway IP Address: Type the IP address of the Ethernet device connected to this WAN port.

» First DNS Server / Second DNS Server: These fields only display for an interface with a static IP address.
Enter the DNS server IP address(es) in the field(s) to the right. Leave the field as 0.0.0.0 if you do not
want to configure DNS servers. If you do not configure a DNS server, you must know the IP address of
a machine in order fo access it.

4.2.5 Quick Setup Interface Wizard: Summary

This screen displays an example WAN interface’s setftings.

Figure 63 Interface Wizard: Summary WAN

WAN Interface

Choose Ethemnet *» Enter WAN Setfings * WAN Configurafion Summary
1 2 3

gel
Congratulations. The Internet Access wizard is completed.

IP Address Assignment
Encapsulation: Ethemet
WAN Interface: sfp
Lone: WAN

IP Address Assignment:  Auto
IP Address: 0.0.0.0
IP Subnet Mask: 0.0.0.0
Gateway IP Address: 0.0.0.0
First DINS Server: MN/A
Second DNS Server: MN/A

* Encapsulation: This displays what encapsulation this interface uses to connect to the Internet.
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* Service Name: This field only appears for a PPPoE interface. It displays the PPPOE service name
specified in the ISP account.

¢ Server IP: This field only appears for a PPTP interface. It displays the IP address of the PPTP server.
e User Name: This is the user name given to you by your ISP.

* Nailed-Up: If No displays the connection will not fime out. Yes means the Zyxel Device uses the idle
timeout.

* Idle Timeout: This is how many seconds the connection can be idle before the router automatically
disconnects from the PPPOE server. 0 means no timeout.

e Connection ID: If you specified a connection ID, it displays here.

¢ WAN Interface: This identifies the interface you configure to connect with your ISP.

* Zone: This field displays to which security zone this interface and Internet connection will belong.
* |P Address Assignment: This field displays whether the WAN IP address is static or dynamic (Auto).

¢ |P Address: This field displays the current IP address of the Zyxel Device WAN interface selected in this
wizard.

* |P Subnet Mask: This field displays the subnet mask of the Zyxel Device WAN interface selected in this
wizard.

* Gateway IP Address: This field displays the IP address of the Ethernet device connected to this WAN
port.

» First DNS Server /Second DNS Server: If the IP Address Assignment is Static, these fields display the DNS
server IP address(es).

4.3 Remote Access VPN Setup-Scenario

The purpose of this wizard is to create VPN rules to securely access a company's network from
anywhere.

Use the Zyxel VPN Client (IKEv2) scenario if the VPN client has SecuExtender IPSec and you want to
create a Full Tunnel or Split Tunnel VPN rule.

Use the L2TP over IPSec Client scenario if the VPN client has a supported mobile device and you want fo
create a Full Tunnel VPN rule only. This scenario supports clients with:

* Windows 10 and later versions.
e iOS 13 and later versions.

¢ MAC OS 10.15 and later versions.

¢ Android 10.0 and later versions.
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Figure 64 Remote Access VPN Setup Wizard Welcome
11 Remote Access VPN Setup

Bl

Select a scenario to start...

Zyxel VPN Client (SecuExtender IPSec) L2TP over IPSec Client (iOs, Windows, Android)
Use the Iyxel VPN Client [IKEvZ) scenario if the Use the LZTP over IPSec Client scenario if the VPN
VPHM client has SecuExtender IPSec and you want to client hos o supported mobile device ond you wont
create a Full Tunnel or Split Tunnel VPN rule. to create a Full Tunnel VPN rule only.

> S

., intemet
N i G
Offce Gateway ywel Clent Office Gateway 200

Close

4.3.1 Zyxel VPN Client- VPN Configuration

This scenario is for a Zyxel VPN Client with SecuExtender IPSec that wants to create Full Tunnel or Split

Tunnel VPN rule. Use this screen to configure basic settings such as pre-shared key, incoming interface
and tunnel mode.

Figure 65 Zyxel VPN Client: VPN Configuration

" Remote Access VPN Sefup - Tyxel VPN Client (SecuExiender IPSec)

]|

o VFN Configuration ﬁ \

VPN Authentication Method
Extensible Authenticafion Frotocol (EAF)

Incoming Inferface ()
@ Interface ge2 5 172.21.40.24/255.255.252.0
0 Domain Nome /[ IPv4
Certificate for VPN Client
@ Auto
D Manud
Local Network (1)
@ Full Tunnel
¥ Allow Client VEM Traffic Through WAN

0 Split Tunne

» Zyxel VPN Client supports Extended Authentication Protocol (EAP) authentication. EAP is important
when connecting to existing enterprise authentication systems.

¢ Choose Interface if you want to use a pre-configured interface on the Zyxel Device. Select an
intferface from the drop-down list box for incoming fraffic to your Zyxel Device.
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* Choose Domain Name/ IPv4 if you are using a stafic IP address or if you are using DDNS to assign the
interface a dynamic IP address. Enter the domain name or the IP address in the text box. For
example, vpn.zyxel.com.

¢ Choose Auto to have the Zyxel Device generate a certificate from the current wizard settings. This is
the certificate the Zyxel Device uses fo identify itself when setting up the VPN tunnel.

* Choose Manual fo select an existing certificate from the drop down list box. This field is not available if
there is no existing certificate for the wizard rule you are configuring.

* Full Tunnel encrypts all traffic through the VPN. Clear Allow Client VPN Traffic Through WAN if you want
to block fraffic from the remote client to the Internet. Select Allow Client VPN Traffic Through WAN fo
allow only traffic encrypted by the Zyxel Device from the remote client to the Internet.

* Split Tunnel only encrypts traffic going to a networks behind the Zyxel Device. Select the interface to
the LAN, DMZ or guest network from the drop-down list box. Traffic going to the Internet through this
interface is encrypted. Traffic going to the Internet from the remote client does not go through the
Zyxel Device and is not encrypted.

Figure 66 Zyxel VPN Client: VPN Configuration for Zyxel Client

11 Remote Access VPN Setup - Zyxel VPN Client (Secubxiender IPSec)

Bl

o VPN Configurafion [ o

Client Network

IF Address Pool : @ 192.148.51.1-192.148.51.250
Custom Defined

First DMS Server : @ TyWALL

Custom Defined

Second DMNS Server:

[_close | <sack ] nexi> |

¢ The IP Address Pool is used to assign IP addresses to the Zyxel VPN clients. You can define the range of
the IP Address Pool by entering a starting IP address and an ending IP address under Customer
Defined.

* The Domain Name System (DNS) maps a domain name fo an IP address and vice versa. The Zyxel
Device uses these to resolve domain names for VPN. The Zyxel Device can act as a DNS proxy.
Alternatively, assign a custom DNS server that is reachable from the network behind the Zyxel Device.

¢ For the Second DNS Server, enter a secondary DNS server’s IP address that is checked if the first one is
unavailable.

4.3.2 Zyxel VPN Client- User Authentication

Use this screen to add users to allow them to access the VPN tunnel.
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Figure 67 Zyxel VPN Client: User Authentication

11 Remote Access VPN Setup - Zyxel VPN Client (Secubxiender IPSec) x
Allowed local User ()
VPN Cenfiguration Select user from the available user list and move it to the member list.
) _ === object ===
User Authenticafion account]

¢ Only local users configured on the Zyxel Device can be added to the Member list to be allowed VPN
access in the wizard.

* If you want to add users from external databases, you may modify the rule in Configuration> Object>
User/Group> User> Add A User in Expert Mode.

4.3.3 Zyxel VPN Client- Summary

Use this screen to view the summary of your previous configuration.

Figure 68 Zyxel VPN Client: Summary

" Remote Access VPN Sefup - Tyxel VPN Client (SecuExiender IPSec)
Summary
) - Review the summary of the VPN rule settings and click Save if they are comrect.
VFN Configuration Flease Run the VPN Configuration by going through SecuBxtender IFSec VPN Client menu =

Configuration = Get from Server.
Note: You can rerun the wizard, but it will overwrite previous settings.

User Authenticafion

Summary

¢ The default name for the VPN rule created using the wizard is RemoteAccess_Wiz.

ZyWALL VPN Series User's Guide

87



Chapter 4 Quick Setup Wizards

* After you click Save, the RemoteAccess_Wiz rule now appears in VPN> IPSec VPN> VPN Connection
and VPN> IPSec VPN> VPN Gateway. If you modify a rule created using the wizard here, please
change the name. If you want to rerun the wizard without changing the name, you will be prompted
to overwrite the previously modified VPN rule.

4.3.4 L2TP over IPSec Client-VPN Configuration

This scenario is for a L2TP over IPSec Client with supported mobile devices that wants to create a Full
Tunnel VPN rule only. Use this screen fo configure basic settings such as pre-shared key, incoming
intferface and tunnel mode.

Figure 69 L2TP over IPSec Client: VPN Configuration

¥ | Remote Access VPN Setup - L2TP over IPSec Client (iOS, Windows, Android)

Bl

o VPN Configuration ﬁ
| ]
:

VPN Authentication Method

Pre-Shared Key: abcd] 234

Incoming Interface

@ Interface g4 5 192.168.1.1/255.255.255.0
Domain Name [ IPv4

Local Network

Full Tunnel
] Allow L2TP traffic Through WAN

[cioee | <tock | nem>

* For Pre-Shared Key, enter 8-128 alphanumeric characters (0-9, a-z, A_Z) or 8-128 pairs of hexadecimal
characters (0-9, A-F) beginning with Ox.

¢ Choose Interface if you want to use a pre-configured interface on the Zyxel Device. Select an
intferface from the drop-down list box for incoming fraffic to your Zyxel Device.

* Choose Domain Name/ IPv4 if you are using a stafic IP address or if you are using DDNS to assign the
interface a dynamic IP address. Enter the domain name or the IP address in the text box. For
example, vpn.zyxel.com.

* Full Tunnel encrypts all traffic through the VPN. Clear Allow Client VPN Traffic Through WAN if you want
to block remote traffic from the remote client to the Internet. Select Allow Client VPN Traffic Through
WAN to allow only traffic encrypted by the Zyxel Device from the remote client to the Internet.
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Figure 70 L2TP over IPSec Client: VPN Configuration for Zyxel Client

11 Remote Access VPN Setup - L2TF over IPSec Client (iOS, Windows, Android)

[
o VPN Configurafion Ea
SO0
192.14B.50.1-192.168.50.250
Client Network
IF Address Pool : @ 192.148.50.1-192.148.50.250
Custom Defined
First DS Server : @ TyWALL
Custom Defined
Second DMNS Server:

¢ The IP Address Pool is used to assign to the L2TP VPN clients. Alternatively, you can define the range of

the IP Address Pool by entering a starting IP address and an ending IP address under Customer
Defined.

* The Domain Name System (DNS) maps a domain name fo an IP address and vice versa. The Zyxel
Device uses these to resolve domain names for VPN. The Zyxel Device can act as a DNS proxy.

Alternatively, assign a custom DNS server that is reachable from then network behind the Zyxel
Device.

e For the Second DNS Server, enter a secondary DNS server’s IP address that is checked if the first one is
unavailable.

4.3.5 L2TP over IPSec Client- User Authentication

Use this screen to add users to allow them to access the VPN.
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Figure 71 L2TP over IPSec Client: User Authentication

.emote Access etup - over ient (108, Windows, 0l x
R te A VPN Sefup - L2TP IPSec Client (105, Windo' Android) ]
Allowed Local User ()
VPN Configurafion Select user from the available user list and move it fo the member list.
oA dd Mew User
=== object ===
User Authentication accountl

¢ Only local users configured on the Zyxel Device can be added to the Member list to be allowed VPN
access in the wizard.

* If you want to add users from external databases, you may modify the rule in Configuration> Object>
User/Group> User> Add A User in Expert Mode.

4.3.6 L2TP over IPSec Client- Summary

Use this screen to view the summary of your previous configuration.

Figure 72 L2TP over IPSec Client: User Summary

11 Remote Access VPN Setup - L2TF over IPSec Client (iOS, Windows, Android)
Summary
) - Review the summary of the VPN rule settings and click Save if they are comrect.
VFN Configuration Flease Run the VPN Configuration by going through SecuBxtender IFSec VPN Client menu =

Configuration = Get from Server.
Note: You can rerun the wizard, but it will overwrite previous settings.

User Authenticafion

Summary

[
oo
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=]
b
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occount]

* The default name for the VPN rule created using the wizard is RemoteAccess_L2TP_Wiz.
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* After you click Save, the RemoteAccess_L2TP_Wiz rule now appears in VPN> L2TP VPN. If you modify a
rule created using the wizard here, please change the name. If you want to rerun the wizard without
changing the name, you will be prompted to overwrite the previously modified VPN rule.

4.3.7 L2TP over IPSec Client-Config Provision

Use this screen to download a VPN configuration script to send to VPN clients using supported operating
systems.

Figure 73 L2TP over IPSec Client: Config Provision

11 Remote Access VPN Setup - L2TP over IPSec Client (iOS, Windows, Android)
[
Download Script
VFN Configuration Dowrnload script files for the remote mobile devices for VPN configuration.
Forios
Y e &
o User Authenficafion
! For Windows
’ or Windows 3
o Summary
o Config Provision
4 |
=

To use the Download Script, your device needs to support:

* Windows 8 and later version. For Windows clients, click the link to download the VPN configuration
script and send it to the remote VPN client.

¢ iOS 13 and later version. For iOS clients, click the link to download the VPN configuration script and
send it to the client along with the Pre-Shared Key.

* MAC OS 10.12.2 and later version. For iOS clients, click the link to download the VPN configuration
script and send it to the client along with the Pre-Shared Key.

* For clients with Android 10.0 and later versions or Windows 7, you need fo configure the rule manually.
Send the Pre-Shared Key and the Zyxel Device interface IP or domain name to the client. Users with
Android 10.0 and later versions or Windows 7 must configure an L2TP over IPSec rule on their mobile
device using this information.

4.4 VPN Setup Wizard

Click VPN Setup in the main Quick Setup screen to open the VPN Setup Wizard Welcome screen.
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Figure 74 VPN Setup Wizard

11 Quick Setup
WAN Interface VPN Setup
WAN Quick Setting For creating secure
walks you through the  communications
steps of getting your between nodes, VPN
device connected Quick Setting provides
online. a simplified process to

do that.

4.4.1 Welcome

Use wizards fo create Virtual Private Network (VPN) rules. After you complete the wizard, the Phase 1 rule
settings appear in the Configuration > VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule
seftings appear in the Configuration > VPN > IPSec VPN > VPN Connection screen.

¢ VPN Settings configures a VPN tunnel for a secure connection to another computer or network.

* VPN Settings for Configuration Provisioning sets up a VPN rule the Zyxel Device IPSec VPN Client can
retrieve. Just enter a user name, password and the IP address of the Zyxel Device in the IPSec VPN
Client fo get the VPN settings automatically from the Zyxel Device.

¢ VPN Settings for L2TP VPN Settings sets up a L2TP VPN rule that the Zyxel Device IPSec L2TP VPN client
can refrieve.

Figure 75 VPN Setup Wizard Welcome
Y{ VPN Setup Wizard

VPN Setup Wizard

VPN Seffings * Wizard Completed
2

= VPN Setup Wizard

Welcome Use wizards to create Virtual Private
Network (VPM) rules,
@ WPN Settings

- Wizard Type

- VPN Settings
- Wizard Completed

* VPN seftings configures a PN tunnel
for @ secure connection to ancther
computer or network.

VPN settings for Configuration
@ VPN Settings for Configuration Provisioning Previsioning set: up o VPN rule the
Zyxel Device IPSec VPN Client can
retrieve. Just enter o user name,
password and the IP address of the
Zyxel Device in the IPSec VPN Client fo
© VPN Settings for L2TP VPN Settings get fne VPN seffings automatically
from the Zyxel Davice.

- VPN Settings . .

_ General Setftings VPN Settings for L2TP VPN Seltings sefs

- Wizard Completed up @ L2TP VPN rule that the Zyxel

Device IPSec L2TP VPN client can

refrieve.

- Wizard Type
- VPN Settings
- Wizard Completed

Upon completion of the Wizard Setup

i. VPN Tunnel and VPN Gateway are avtomatically
configured/generated

ii. Policy Route is automatically configured/generated
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4.4.2 VPN Setup Wizard: Wizard Type

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings to connect to
another ZLD-based Zyxel Device using a pre-shared key.

Choose Advanced fo change the default settings and/or use certificates instead of a pre-shared key to
create a VPN rule to connect to another IPSec device.

Figure 76 VPN Setup Wizard: Wizard Type
VPN Setup Wizard

Wizard Type > VPN Seftings *» Wizard Completed
1 2 &

Please select the type of VPN policy you wish to setup.
Type of VPN policy
Express
© Advanced

4.4.3 VPN Express Wizard - Scenario

Click the Express radio button as shown in Figure 76 on page 93 o display the following screen.

Figure 77 VPN Express Wizard: Scenario
¥ 1 VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Seltings > Wizard Completed
1 o 3
Express Settings
IKE Versien
@ |KEVI
@ IKEv2
Scenario
Rule Name: WIZ_VPN
@ Site-to-site
O Site-to-site with Dynomic Peer

O Remote Access [Server Role)
© Remote Access [Client Role)

Site - to - site
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IKE (Internet Key Exchange) Version: IKEv1l and IKEv2

IKE (Internet Key Exchange) is a protocol used in security associations to send data securely. IKE uses
certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up a shared
session secret from which encryption keys are derived.

IKEv2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth. EAP is
important when connecting to existing enterprise authentication systems.

Scenario

Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1-31
alphanumeric characters, underscores (_), or dashes (-), but the first character cannot be a number.
This value is case-sensitive.

Select the scenario that best describes your intended VPN connection. The figure on the left of the
screen changes to match the scenario you select.

¢ Site-to-site - The remote IPSec device has a static IP address or a domain name. This Zyxel Device can
initiate the VPN tunnel.

* Site-to-site with Dynamic Peer - The remote IPSec device has a dynamic IP address. Only the remote
IPSec device can initiate the VPN tunnel.

¢ Remote Access (Server Role) - Allow incoming connections from IPSec VPN clients. The clients have
dynamic IP addresses and are also known as dial-in users. Only the clients can initiate the VPN tunnel.

* Remote Access (Client Role) - Connect to an IPSec server. This Zyxel Device is the client (dial-in user)
and can initiate the VPN tunnel.

4.4.4 VPN Express Wizard - Configuration

Figure 78 VPN Express Wizard: Configuration
VPN Setup Wizard

Wizard Type » VPN Setfingzs > Wizard Completed
1 2 &

Express Seftings

My Address (interface): wanl hd

Configuration

Secure Gateway: | |0 (IP or FQDN)
Pre-Shared Key: | |0

Local Policy (IP/Mask]: 0.0.0.0 /255.255.255.0
Remote Policy (IP/Mask): | 0.0.0.0 /255.255.255.0

* My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.

* Secure Gateway: Any displays in this field if it is not configurable for the chosen scenario. Otherwise,
enter the WAN IP address or domain name of the remote IPSec device (secure gateway) to identify
the remote IPSec router by its IP address or a domain name. Use 0.0.0.0 if the remote IPSec router has
a dynamic WAN IP address.
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* Pre-Shared Key: Type the password. Both ends of the VPN funnel must use the same password. Use 8
to 31 case-sensitive ASCII characters or 8 to 31 pairs of hexadecimal (“0-9”, “A-F") characters.
Proceed a hexadecimal key with "0x". You will receive a PYLD_MALFORMED (payload malformed)
packet if the same pre-shared key is not used on both ends.

* Local Policy (IP/Mask): Type the IP address of a computer on your network that can use the tunnel.

You can also specify a subnet. This must match the remote IP address configured on the remote IPSec
device.

¢ Remote Policy (IP/Mask): Any displays in this field if it is not configurable for the chosen scenario.
Otherwise, type the IP address of a computer behind the remote IPSec device. You can also specify
a subnet. This must match the local IP address configured on the remote IPSec device.

4.4.5 VPN Express Wizard - Summary

This screen provides a read-only summary of the VPN tunnel’s configuration and commands that you
can copy and paste into another ZLD-based Zyxel Device's command line interface to configure it.

Figure 79 VPN Express Wizard: Summary

VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed
| 2 3

Express Settings
Summary
Rule Name: WIZ_VPN
Secure Gafeway: Arvy
Pre-Shared Key:
Local Folicy (IF/WMask):

Remote Pelicy (IP/Mask):
Cenfiguration for Secure Gateway

## Edit this shell script according to

## the comments before using it in the remote
gateway.

## Check the peer-ip interface.

## Check the local-p interface.

#3# Edit the WII_VPN_LOCAL address-object,
## Then remove the following lins.

#3# PLEASE REMOVE THIS LINE

configure terminal

ikevZ policy WIZ_VPN

## If this device's wanl IP i dynamic,

## consider using DDNS and changing -

Click "Save” button to write the VPN configuration to ZyWALL.

¢ Rule Name: Identifies the VPN gateway policy.

* Secure Gateway: IP address or domain name of the remote IPSec device. If this field displays Any,
only the remote IPSec device can initiate the VPN connection.

* Pre-Shared Key: VPN tunnel password. It identifies a communicating party during a phase 1 IKE
negotiation.

* Local Policy: IP address and subnet mask of the computers on the network behind your Zyxel Device
that can use the tunnel.

¢ Remote Policy: IP address and subnet mask of the computers on the network behind the remote
IPSec device that can use the tunnel. If this field displays Any, only the remote IPSec device can
initiate the VPN connection.
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* Copy and paste the Configuration for Secure Gateway commands info another ZLD-based Zyxel
Device's command line interface to configure it to serve as the other end of this VPN tunnel. You can
also use a text editor to save these commands as a shell script file with a *.zysh” flename extension.
Use the file manager to run the script in order to configure the VPN connection. See the commands
reference guide for details on the commands displayed in this list.

4.4.6 VPN Express Wizard - Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the VPN > IPSec VPN
> VPN Gateway screen and the Phase 2 rule settings appear in the VPN > IPSec VPN > VPN Connection
screen.

Figure 80 VPN Express Wizard: Finish
VPN Setup Wizard

Wizard Type * VPM Settings » Wizard Completed
1 2 3

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN
Secure Gateway: Any
My Address (interface): wanl
Pre-Shared Key: testtest
Local Policy (IP/Mask): 0.0.0.0 7 255.255.255.0

Remote Policy (IP/Mask):  Any

Now If you are doing first fime Installation of this device, you may click this portal.myzyxel.com link
and to register this device and activate trial service of advanced security features.[You need o
have internet access to register)

Click Close to exit the wizard.

4.4.7 VPN Advanced Wizard - Scenario

Click the Advanced radio button as shown in Figure 76 on page 93 to display the following screen.
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Figure 81 VPN Advanced Wizard: Scenario
¥ VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Setfings » Wizard Completed
1 ) 3

Advanced Settings

IKE Version
@ |KEwv
O KEv2

Scenario

Rule Name: [wiz_veN (]
@ Site-fo-site

= e
@ Site-to-site with Dynamic Peer
I O Remote Access [Server Role)

© Remote Access (Client Role)

Site - fo - site

IKE (Internet Key Exchange) Version: IKEvl and IKEv2

IKE (Internet Key Exchange) is a protocol used in security associations to send data securely. IKE uses
certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up a shared
session secret from which encryption keys are derived.

IKEv2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth. EAP is
important when connecting to existing enterprise authentication systems.

Scenario

Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1-31
alphanumeric characters, underscores (_), or dashes (-), but the first character cannot be a number.
This value is case-sensitive.

Select the scenario that best describes your intended VPN connection. The figure on the left of the
screen changes to match the scenario you select.

¢ Site-to-site - The remote IPSec device has a static IP address or a domain name. This Zyxel Device can
initiate the VPN tunnel.

¢ Site-to-site with Dynamic Peer - The remote IPSec device has a dynamic IP address. Only the remote
IPSec device can initiate the VPN tunnel.

* Remote Access (Server Role) - Allow incoming connections from IPSec VPN clients. The clients have
dynamic IP addresses and are also known as dial-in users. Only the clients can initiate the VPN tunnel.

¢ Remote Access (Client Role) - Connect to an IPSec server. This Zyxel Device is the client (dial-in user)
and can initiate the VPN tunnel.
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4.4.8 VPN Advanced Wizard - Phase 1 Settings

There are two phases to every IKE (Internet Key Exchange) negotiation — phase 1 (Authentication) and
phase 2 (Key Exchange). A phase 1 exchange establishes an IKE SA (Security Association).

Figure 82 VPN Advanced Wizard: Phase 1 Settings

VPN Setup Wizard

Wizard Type » VPN Setfings » Wizard Completed
1 2 3

Advanced Seftings
Phase 1 Setting

Secure Gateway: I:I [IP or FQDN)

My Address (interface): wan] v
Negotiation Mode: Main b
Encryption Algeorithm: AES128 ¥
Authentfication Algorithm: |SHAT hd
Key Group: DH2 ~
SA Life Time: 86400 (180 - 3000000 seconds)

MNAT Traversal
Dead Peer Detection (DPD)
Authentication Method

Ofreshareakey [ @

O Certificate default ~

¢ Secure Gateway: Any displays in this field if it is not configurable for the chosen scenario. Otherwise,
enter the WAN IP address or domain name of the remote IPSec device (secure gateway) to identify
the remote IPSec device by its IP address or a domain name. Use 0.0.0.0 if the remote IPSec device
has a dynamic WAN IP address.

* My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.
¢ Negotiation Mode: This displays Main or Aggressive:

* Main encrypts the Zyxel Device's and remote IPSec router’s identities but takes more fime to
establish the IKE SA.

e Aggressive is faster but does not encrypt the identities.

The Zyxel Device and the remote IPSec router must use the same negotiation mode. Multiple SAs
connecting through a secure gateway must have the same negotiation mode.

* Encryption Algorithm: 3DES and AES use encryption. The longer the key, the higher the security (this
may affect throughput). Both sender and receiver must use the same secret key, which can be used
to encrypt and decrypt the message or to generate and verify a message authentication code. The
DES encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES that uses a 168-bit
key. As a result, 3DES is more secure than DES. It also requires more processing power, resulting in
increased latency and decreased throughput. AES128 uses a 128-bit key and is faster than 3DES.
AES192 uses a 192-bit key, and AES256 uses a 256-bit key.

* Authentication Algorithm: MD5 gives minimal security and SHA512 gives the highest security. MD5
(Message Digest 5) and SHA (Secure Hash Algorithm) are hash algorithms used to authenticate
packet data. The stronger the algorithm the slower it is.

* Key Group: DH5 is more secure than DH1 or DH2 (although it may affect throughput). DH1 (default)
refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024
bit (1Kb) random number. DH5 refers to Diffie-Hellman Group 5 a 1536 bit random number.
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* SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life time increases
security, but renegotiation temporarily disconnects the VPN tunnel.

¢ NAT Traversal: Select this if the VPN tunnel must pass through NAT (there is a NAT router between the
IPSec devices).

Note: The remote IPSec device must also have NAT traversal enabled. See the help in the
main IPSec VPN screens for more information.

* Dead Peer Detection (DPD) has the Zyxel Device make sure the remote IPSec device is there before
fransmitting data through the IKE SA. If there has been no fraffic for at least 15 seconds, the Zyxel
Device sends a message to the remote IPSec device. If it responds, the Zyxel Device fransmits the
data. If it does not respond, the Zyxel Device shuts down the IKE SA.

¢ Authentication Method: Select Pre-Shared Key fo use a password or Certificate to use one of the Zyxel
Device's certificates.

4.4.9 VPN Advanced Wizard - Phase 2

Phase 2 in an IKE uses the SA that was established in phase 1 to negotiate SAs for IPSec.

Figure 83 VPN Advanced Wizard: Phase 2 Settings

VPN Setup Wizard

Wizard Type > VPN Seflings > Wizard Completed
1 3

2
Advanced Settings
Phase 2 Setting
Active Protocol: ESP 22
Encapsulation: Tunnel v
Encryption Algorithm: AES128 A
Authentication Algorithm: SHAT v
SA Life Time: 28800 (180 - 3000000 seconds)
Perfect Forward Secrecy DH? -
(PFS):
Policy Setting
Local Policy (IP/Mask]: 0.0.0.0 /255,255.255.0
Remote Policy (IF/Mask): 0.0.0.0 /255.255.255.0
Property
Nailed-Up

¢ Active Protocol: ESP is compatible with NAT, AH is not.
* Encapsulation: Tunnel is compatible with NAT, Transport is not.

* Encryption Algorithm: 3DES and AES use encryption. The longer the AES key, the higher the security
(this may affect throughput). Null uses no encryption.

* Authentication Algorithm: MD5 gives minimal security and SHA512 gives the highest security. MD5
(Message Digest 5) and SHA (Secure Hash Algorithm) are hash algorithms used to authenticate
packet data. The stronger the algorithm the slower it is.

* SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life fime increases
security, but renegotiation temporarily disconnects the VPN tunnel.
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* Perfect Forward Secrecy (PFS): Disabling PFS allows faster IPSec setup, but is less secure. Select DHI,
DH2 or DHS5 to enable PFS. DH5 is more secure than DH1 or DH2 (although it may affect throughput).
DH1 refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a
1024 bit (1Kb) random number. DH5 refers to Diffie-Hellman Group 5 a 1536 bit random number (more
secure, yet slower).

* Local Policy (IP/Mask): Type the IP address of a computer on your network. You can also specify a
subnet. This must match the remote IP address configured on the remote IPSec device.

¢ Remote Policy (IP/Mask): Type the IP address of a computer behind the remote IPSec device. You
can also specify a subnet. This must match the local IP address configured on the remote IPSec
device.

* Nailed-Up: This displays for the site-to-site and remote access client role scenarios. Select this to have
the Zyxel Device automatically renegotiate the IPSec SA when the SA life time expires.

4.4.10 VPN Advanced Wizard - Summary

This is a read-only summary of the VPN funnel settings.

Figure 84 VPN Advanced Wizard: Summary

VPN Setup Wizard

Wizard Type * VPN Seffings » Wizard Completed
1 2

3

Advanced Settings
Summary
Rule Name: Test
Secure Gateway:
Pre-Shared Key:
Local Policy (IP/Mask]:

Remote Policy (IP/Mask]:

Phaze 1

Negetiation Mode: rmain
Encrypfion Algorithm: aes]28
Authentication Algorithm:  sha
Key Group: DH2
Phaze 2

Active Protocol: asp
Encapsulation: tunne:
Encrypfion Algorithm: aes]28

Authentication Algorithm:  sha
Configuration for Secure Gateway

## Edit this shell script according to

## the comments before using it in the remote
gateway.

## Check the peer-ip Inferface,

## Check the local-ip interface.

## Edit the Test_LOCAL address-object.

## Then remove the following line.

## PLEASE REMOWVE THIS LINE

configure terminal

isakmp policy Test

peer-ip 0.0.0.00.0.00

## Use the correct interface name in the -

Click "Save” bution to write the VPN configuration to ZyWALL.

= Back Save

* Rule Name: Identfifies the VPN connection (and the VPN gateway).
* Secure Gateway: IP address or domain name of the remote IPSec device.

* Pre-Shared Key: VPN funnel password.
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* Certificate: The certificate the Zyxel Device uses to identify itself when setting up the VPN funnel.

¢ Local Policy: IP address and subnet mask of the computers on the network behind your Zyxel Device
that can use the tunnel.

* Remote Policy: IP address and subnet mask of the computers on the network behind the remote
IPSec device that can use the tunnel.

Phase 1

¢ Negotiation Mode: This displays Main or Aggressive:

* Main encrypfts the Zyxel Device's and remote IPSec router’s identities but takes more time to
establish the IKE SA.

* Aggressive is faster but does not encrypt the identities.

The Zyxel Device and the remote IPSec router must use the same negotiation mode. Multiple SAs
connecting through a secure gateway must have the same negotiation mode.

* Encryption Algorithm: This displays the encryption method used. The longer the key, the higher the
security, the lower the throughput (possibly).
* DES uses a 56-bit key.
e 3DES uses a 168-bit key.
e AES128 uses a 128-bit key.
e AES192 uses a 192-bit key.
e AES256 uses a 256-bit key.

* Authentication Algorithm: This displays the authentication algorithm used. The stronger the algorithm,
the slower it is.

¢ MD5 gives minimal security.
* SHA1 gives higher security.
* SHA256 gives the highest security.

¢ Key Group: This displays the Diffie-Hellman (DH) key group used. DH5 is more secure than DH1 or DH2
(although it may affect throughput).

* DH1 uses a 768 bit random number.
* DH2 uses a 1024 bit (1Kb) random number.

e DH5 uses a 1536 bit random number.

Phase 2

* Active Protocol: This displays ESP (compatible with NAT) or AH.
¢ Encapsulation: This displays Tunnel (compatible with NAT) or Transport.

* Encryption Algorithm: This displays the encryption method used. The longer the key, the higher the
security, the lower the throughput (possibly).

* DES uses a 56-bit key.

e 3DES uses a 168-bit key.

e AES128 uses a 128-bit key.
e AES192 uses a 192-bit key.
e AES256 uses a 256-bit key.

¢ Null uses no encryption.
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* Authentication Algorithm: This displays the authentication algorithm used. The stronger the algorithm,
the slower it is.

¢ MD5 gives minimal security.
* SHA1 gives higher security.
* SHA256 gives the highest security.

Copy and paste the Configuration for Remote Gateway commands intfo another ZLD-based Zyxel
Device’s command line interface.

Click Save to save the VPN rule.

4.4.11 VPN Advanced Wizard - Finish

Now the rule is configured on the Zyxel Device. The Phase 1 rule settings appear in the VPN > IPSec VPN
> VPN Gateway screen and the Phase 2 rule settings appear in the VPN > IPSec VPN > VPN Connection
screen.

Figure 85 VPN Wizard: Finish

VPN Setup Wizard

Wizard Type * VPN Seffings » Wizard Completed
1 2

3
Advanced Settings
Congratfulations. The VPN Access wizard is completed
Summary
Rule Name: test
Secure Gateway: 192.168.1.1
My Address (inferface): wanl
Pre-Shared Key: testtest
Phaze 1
Negotiation Mode: main
Encryption Algorithm: aesl28

Authentication Algorithm:  sha

Key Group: DH2
5A Life Time: 86400
MNAT Traversal: true
Dead Peer Detection true
(DPD):

Phaze 2

Active Protocol: esp
Encapsulation: tunnel
Encryption Algerithm: aesl28

Authentication Algerithm: sha

5A Life Time: 28800

I;'Fir;?cf Forward Secrecy group2

Policy

Local Policy (IP/Mask]: 0.0.0.0 / 255.255.255.0

Remote Policy (IP/Mask):  0.0.0.0 / 255.255.255.0
MNailed-Up: frue

Now If you are doing first fime Installation of this device, you may click this portal.myzyxel.com
link and to register this device and activate frial service of advanced security features.[You need
fo have infernet access to register)
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Click Close to exit the wizard.

4.5 VPN Settings for Configuration Provisioning Wizard:
Wizard Type

Use VPN Settings for Configuration Provisioning fo set up a VPN rule that can be refrieved with the Zyxel
Device IPSec VPN Client.

VPN rules for the Zyxel Device IPSec VPN Client have certain restrictions. They must not contain the
following settings:

¢ AH active protocol

* NULL encryption

* SHA512 authentication

¢ A subnet or range remote policy

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings and to use a pre-
shared key.

Choose Advanced to change the default settings and/or use certificates instead of a pre-shared key in
the VPN rule.

Figure 86 VPN Seftings for Configuration Provisioning Express Wizard: Wizard Type
VPN Setup Wizard

Wizard Type » VPN Seffings » Wizard Completed

Please select the type of VPN policy you wish to setup.
Type of VPN policy
@ Express

© Advanced

4.5.1 Configuration Provisioning Express Wizard - VPN Settings

Click the Express radio button as shown in the previous screen to display the following screen.
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¥ VPN Setup Wizard

VPN Setup Wizard

Wizard Type » VPN Settingz » Wizard Completed
1 o 3

Express Settings

IKE Version
IKEw]

O KEv2
Scenario

Rule Mame: WIZ_VPN_PROVISIONING

Application Scenario:  Remote Access (Server Role]

Remote Access
[Server Role)

Figure 87 VPN for Configuration Provisioning Express Wizard: Settings Scenario

¢ |KE (Internet Key Exchange) is a protocol used in security associations to send data securely. IKE uses
certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up a

shared session secret from which encryption keys are derived.

IKEV2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth.

EAP is important when connecting to existing enterprise authentication systems.

¢ Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1-
31 alphanumeric characters, underscores (_), or dashes (-), but the first character cannot be a

number. This value is case-sensitive.

¢ Application Scenario: Only the Remote Access (Server Role) is allowed in this wizard. It allows

incoming connections from the Zyxel Device IPSec VPN Client.

4.5.2 Configuration Provisioning VPN Express Wizard - Configuration

Click Next to contfinue the wizard.
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Figure 88 VPN for Configuration Provisioning Express Wizard: Configuration
¥ VPN Setup Wizard

VPN Setup Wizard

? Wizard Completed
3

Express Seftings

My Address (interface): wanl v
Configuration

Secure Gateway: Ay

Pre-Shared Key: :0

Local Policy (IP/Mask): 0.0.0.0 /255,255.255.0

Remote Palicy (IP/Mask):  Any

Remote Access
{Server Role)

* My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.

* Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

¢ Pre-Shared Key: Type the password. Both ends of the VPN tunnel must use the same password. Use 8
to 31 case-sensitive ASCIl characters or 8 to 31 pairs of hexadecimal (*0-9”, "A-F") characters.
Proceed a hexadecimal key with “0x". You will receive a PYLD_MALFORMED (payload malformed)
packet if the same pre-shared key is not used on both ends.

¢ Local Policy (IP/Mask): Type the IP address of a computer on your network. You can also specify a
subnet. This must match the remote IP address configured on the remote IPSec device.

* Remote Policy (IP/Mask): Any displays in this field because it is not configurable in this wizard.

4.5.3 VPN Settings for Configuration Provisioning Express Wizard - Summary

This screen has a read-only summary of the VPN tunnel’s configuration and commands you can copy
and paste into another ZLD-based Zyxel Device's command line interface to configure it.
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Figure 89 VPN for Configuration Provisioning Express Wizard: Summary

VPN Setup Wizard

Wizard Type * VPN Setfings » Wizard Completed
1 2 &

Express Seftings

Summary

Rule Mame: WIZ_VPN_PROVISIONING
Secure Gateway: Arry

Pre-Shared Key: testtest

Local Policy (IF/Mask]: 0.0.0.0 / 255.255.255.0

Remote Policy (IP/Mask]:  Any
Configuration for Secure Gateway

## Edit this shell script according o

## the comments before using it in the remote
gateway.

## Check the peer-ip interface.

## Check the local-ip interface.

## Edit the WIZ_VPN_PROVISIONING_LOCAL address-
object.

## Then remove the following line.

## PLEASE REMOWE THIS LINE

configure terminal

ikev2 policy WIZ_VPN_PROVISIONING

#4# If this device's wanl IP is dynamic, -

Click "Save” button to write the VPN configuration to ZyWALL.

= Back Save

* Rule Name: Identfifies the VPN gateway policy.

* Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

* Pre-Shared Key: VPN tunnel password. It identifies a communicating party during a phase 1 IKE
negotiation.

* Local Policy: (Stafic) IP address and subnet mask of the computers on the network behind your Zyxel
Device that can be accessed using the tunnel.

* Remote Policy: Any displays in this field because it is not configurable in this wizard.

* The Configuration for Secure Gateway displays the configuration that the Zyxel Device IPSec VPN
Client will get from the Zyxel Device.

¢ Click Save to save the VPN rule.

4.5.4 VPN Settings for Configuration Provisioning Express Wizard - Finish

The rule is now configured on the Zyxel Device. The Phase 1 rule settings appear in the Configuration >
VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear in the Configuration > VPN
> |PSec VPN > VPN Connection screen. Enter the IP address of the Zyxel Device in the Zyxel Device IPSec
VPN Client to get all these VPN settings automatically from the Zyxel Device.
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Figure 90 VPN for Configuration Provisioning Express Wizard: Finish
Y| VPN Setup Wizard

VPN Setup Wizard

Wizard Type * VPM Setfings » Wizard Completed
1 2 3

Express Setlings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: Example
Secure Gateway: Any
My Address (inferface): wan
Pre-Shared Key: testtest
Local Policy {IP/Mask): 0.0.0.0/ 255.255.255.0

Remote Policy (IP/Mask):  Any

Remote Access

(Garvar Kok Now if you are doing first fime installation of this device, you may click this portal.myzyxel.com link
and to register this device and activate frial service of advanced security features.(You nesd to
have internet access to register)

Click Close to exit the wizard.

4.5.5 VPN Settings for Configuration Provisioning Advanced Wizard -
Scenario

Click the Advanced radio button as shown in Figure 86 on page 103 fo display the following screen.

Figure 91 VPN for Configuration Provisioning Advanced Wizard: Scenario Settings
¥{ VPN Setup Wizard

VPN Setup Wizard

VPN Settings > Wizard Completed
o il
Express Seftings
IKE Version
IKEv]
© IKEv2

Scenario
Rule Name: WIZ_VPN_PROVISIONING

Application Scenario:  Remote Access [Server Role)

Remote Access
(Server Role)
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* IKE (Internet Key Exchange) is a protocol used in security associations to send data securely. IKE uses
certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up a
shared session secret from which encryption keys are derived.

* IKEv2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth.
EAP is important when connecting to existing enterprise authentication systems.

* Rule Name: Type the name used to identify this VPN connection (and VPN gateway). You may use 1-
31 alphanumeric characters, underscores (_), or dashes (-), but the first character cannot be a
number. This value is case-sensitive.

¢ Application Scenario: Only the Remote Access (Server Role) is allowed in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

Click Next to confinue the wizard.
4.5.6 VPN Settings for Configuration Provisioning Advanced Wizard - Phase
1 Settings

There are two phases to every IKE (Internet Key Exchange) negotiation — phase 1 (Authentication) and
phase 2 (Key Exchange). A phase 1 exchange establishes an IKE SA (Security Association).

Figure 92 VPN for Configuration Provisioning Advanced Wizard: Phase 1 Settings

VPN Setup Wizard

Wizard Type * VPN Seffings » Wizard Completed
1 ] 3

Advanced Settings
Phaze 1 Setting
Secure Gateway: Any
My Address (interface): wanl 7
Negetiation Mode: Main v
Encryption Algorithm: AES128 v
Authentication Algorithm: | SHAT b
Key Group: DH2 w7
SA Life Time: 85400 (180 - 3000000 seconds)
NAT Traversal

Dead Peer Detection DFD)

Authentication Method

®Freshareakey [ 1@

O Certificate default b

* Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

* My Address (interface): Select an interface from the drop-down list box to use on your Zyxel Device.
* Negotiation Mode: This displays Main or Aggressive:

¢ Main encrypts the Zyxel Device's and remote IPSec router’s identities but takes more time to
establish the IKE SA.

* Aggressive is faster but does not encrypt the identities.

The Zyxel Device and the remote IPSec router must use the same negotiation mode. Multiple SAs
connecting through a secure gateway must have the same negoftiation mode.
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* Encryption Algorithm: 3DES and AES use encryption. The longer the key, the higher the security (this

may affect throughput). Both sender and receiver must know the same secret key, which can be
used to encrypt and decrypt the message or to generate and verify a message authentication code.
The DES encryption algorithm uses a 56-bit key. Triple DES (3DES) is a variation on DES that uses a 168-
bit key. As a result, 3DES is more secure than DES. It also requires more processing power, resulfing in
increased latency and decreased throughput. AES128 uses a 128-bit key and is faster than 3DES.
AES192 uses a 192-bit key and AES256 uses a 256-bit key.

* Authentication Algorithm: MD5 (Message Digest 5) and SHA (Secure Hash Algorithm) are hash

algorithms used to authenticate packet data. MD5 gives minimal security. SHA1 gives higher security
and SHA256 gives the highest security. The stronger the algorithm, the slower it is.

* Key Group: DH5 is more secure than DH1 or DH2 (although it may affect throughput). DH1 (default)

refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a 1024
bit (1Kb) random number. DH5 refers to Diffie-Hellman Group 5 a 1536 bit random number.

* SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life time increases

security, but renegotiation temporarily disconnects the VPN tunnel.

* Authentication Method: Select Pre-Shared Key o use a password or Certificate to use one of the Zyxel

Device's certificates.

4.5.7 VPN Settings for Configuration Provisioning Advanced Wizard - Phase

2

Phase 2 in an IKE uses the SA that was established in phase 1 to negotiate SAs for IPSec.

Figure 93 VPN for Configuration Provisioning Advanced Wizard: Phase 2 Settings

VPN Setup Wizard

Wizard Type » VPN Selfings  Wizard Completed
1 ] 3

Advanced Settings
Phaze 2 Setting
Active Protocol: ESF
Encapsulation: Tunnel w7
Encryption Algorithm: AES128 ~7
Authentication Algorithm: SHAT 7
SA Life Time: 28300 (180 - 3000000 seconds)
Perfect Forward Secrecy DH2 -
(PFS):
Policy Setting
Local Policy (IP/Mask]: 0.0.0.0 /255.255.255.0
Remote Policy [IP/Mask): Any
[ <gack | next> |

Active Protocol: ESP is compatible with NAT. AH is not available in this wizard.
Encapsulation: Tunnel is compatible with NAT, Transport is nof.

Encryption Algorithm: 3DES and AES use encryption. The longer the AES key, the higher the security
(this may affect throughput). Null uses no encryption.

Authentication Algorithm: MD5 (Message Digest 5) and SHA (Secure Hash Algorithm) are hash
algorithms used to authenticate packet data. MD5 gives minimal security. SHA1 gives higher security
and SHA256 gives the highest security. The stronger the algorithm, the slower it is.
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SA Life Time: Set how often the Zyxel Device renegotiates the IKE SA. A short SA life time increases
security, but renegotiation temporarily disconnects the VPN tunnel.

Perfect Forward Secrecy (PFS): Disabling PFS allows faster IPSec setup, but is less secure. Select DHI,
DH2 or DH5 to enable PFS. DH5 is more secure than DH1 or DH2 (although it may affect throughput).
DH1 refers to Diffie-Hellman Group 1 a 768 bit random number. DH2 refers to Diffie-Hellman Group 2 a
1024 bit (1Kb) random number. DHS5 refers to Diffie-Hellman Group 5 a 1536 bit random number (more
secure, yet slower).

Local Policy (IP/Mask): Type the IP address of a computer on your network. You can also specify a
subnet. This must match the remote IP address configured on the remote IPSec device.

Remote Policy (IP/Mask): Any displays in this field because it is not configurable in this wizard.

Nailed-Up: This displays for the site-to-site and remote access client role scenarios. Select this to have
the Zyxel Device automatically renegotiate the IPSec SA when the SA life time expires.

4.5.8 VPN Settings for Configuration Provisioning Advanced Wizard -

Summary

This is a read-only summary of the VPN tunnel seftings.
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Figure 94 VPN for Configuration Provisioning Advanced Wizard: Summary
VPN Setup Wizard

Wizard Type * VPN Setfings » Wizard Completed
1 3

2
Advanced Settings
Summary
Rule Name: Test
Secure Gateway: Arry
Pre-Shared Key: testtest
Local Policy (IP/Mask]: 0.0.0.0 / 255.255.255.0

Remote Policy (IP/Mask]:  Any

Phasze 1

Negotiation Mode: main
Encryption Algorithm: aes128
Authentication Algorithm:  sha
Key Group: DH2
Phase 2

Active Protocol: esp
Encapsulation: tunnel
Encryption Algorithm: aes128

Authentication Algorithm:  sha
Configuration for Secure Gateway

## Edit this shell script according o -
## the comments before using it in the remote

gateway.

## Check the peer-ip interface.

## Check the local-ip interface.

## Edit the Test_LOCAL address-object.

## Then remove the following line.

## PLEASE REMOWE THIS LINE

configure terminal

isakmp policy Test

#4# If this device's wanl IP is dynamic,

## consider using DDNS and changing -

Click "Save” button to write the VPN configuration to ZyWALL.

= Back Save

Summary

¢ Rule Name: Identifies the VPN connection (and the VPN gateway).

* Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the Zyxel Device IPSec VPN Client.

* Pre-Shared Key: VPN funnel password.

* Local Policy: IP address and subnet mask of the computers on the network behind your Zyxel Device
that can use the tunnel.

¢ Remote Policy: Any displays in this field because it is not configurable in this wizard.
Phase 1

* Negotiation Mode: This displays Main or Aggressive:

* Main encrypts the Zyxel Device's and remote IPSec router’s identities but takes more fime to
establish the IKE SA.
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* Aggressive is faster but does not encrypt the identities.

The Zyxel Device and the remote IPSec router must use the same negotiation mode. Multiple SAs
connecting through a secure gateway must have the same negotiation mode.

¢ Encryption Algorithm: This displays the encryption method used. The longer the key, the higher the
security, the lower the throughput (possibly).

e DES uses a 56-bitf key.

* 3DES uses a 168-bit key.

e AES128 uses a 128-bif key.
e AES192 uses a 192-bit key.
e AES256 uses a 256-bit key.

* Authentication Algorithm: This displays the authentication algorithm used. The stronger the algorithm,
the slower it is.

* MD5 gives minimal security.
¢ SHA1 gives higher security.
e SHA256 gives the highest security.

* Key Group: This displays the Diffie-Hellman (DH) key group used. DH5 is more secure than DH1 or DH2
(although it may affect throughput).

e DH1 uses a 768 bit random number.
* DH2 uses a 1024 bit (1Kb) random number.

e DH5 uses a 1536 bit random number.

Phase 2

¢ Active Protocol: This displays ESP (compatible with NAT) or AH.
* Encapsulation: This displays Tunnel (compatible with NAT) or Transport.

¢ Encryption Algorithm: This displays the encryption method used. The longer the key, the higher the
security, the lower the throughput (possibly).

e DES uses a 56-bitf key.

* 3DES uses a 168-bit key.

e AES128 uses a 128-bif key.
e AES192 uses a 192-bit key.
e AES256 uses a 256-bit key.
¢ Null uses no encryption.

* Authentication Algorithm: This displays the authentication algorithm used. The stronger the algorithm,
the slower it is.

¢ MD5 gives minimal security.
* SHA1 gives higher security.
* SHA256 gives the highest security.

The Configuration for Secure Gateway displays the configuration that the Zyxel Device IPSec VPN Client
will get from the Zyxel Device.

Click Save to save the VPN rule.
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4.5.9 VPN Settings for Configuration Provisioning Advanced Wizard - Finish

The rule is now configured on the Zyxel Device. The Phase 1 rule settings appear in the VPN > IPSec VPN
> VPN Gateway screen and the Phase 2 rule settings appear in the VPN > IPSec VPN > VPN Connection
screen. Enter the IP address of the Zyxel Device in the Zyxel Device IPSec VPN Client to get all these VPN
settings automatically from the Zyxel Device.

Figure 95 VPN for Configuration Provisioning Advanced Wizard: Finish

VPN Setup Wizard

Wizard Type
1 2

Advanced Settings

Summary
Rule Name:
Secure Gateway:
My Address (inferface):
Pre-Shared Key:
Phase 1
Negetiation Mode:
Encryption Algorithm:

Key Group:
3A Life Time:
NAT Traversal:

Congratfulations. The VPN Access wizard is completed

Authentication Algorithm:

* VPN Setfings » Wizard Completed
2

asT

Any

rmain

ces] 28

DH2
86400

true

Deod Peer Detection
(DPD):
Phase 2

Active Protecol: esp
Encapsulation: tunne!
Encryption Algorithm: aesl28
Authentication Algorithm:  she
SA Life Time: 28800

'[:Pe}:';;e;d Forward Secrecy group2
Policy

Local Policy (IP/Mask]:
Remote Pelicy (IP/Mask):

Nailed-Up:

Now if you are doing first time installation of this device, you may click this portal. myzyxel.com
link and to register this device and activate frial service of advanced security feafures.(You nee
to have internet access o register)

Click Close to exit the wizard.

4.6 VPN Settings for L2TP VPN Settings Wizard

Use VPN Settings for L2TP VPN Settings fo set up an L2TP VPN rule. Click Configuration > Quick Setup >
VPN Setup and select VPN Settings for L2TP VPN Settings to see the following screen.
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Figure 96 VPN Seftings for L2TP VPN Settings Wizard: L2TP VPN Seftings

VPN Setup Wizard

Wizard Type * VPM Settings * Wizard Completed
1 2 3

Welcome

@ VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are avtomatically configured/generated
ii. Policy Route iz automatically configured/generated

Click Next to continue the wizard.

4.6.1 L2TP VPN Settings

Figure 97 VPN Settings for L2TP VPN Settings Wizard: L2TP VPN Settings

VPN Setup Wizard

VPN Settings > General Setfings * Wizard Completed
1 2 3

L2TP VPN Settings
Rule Name: WIZ_L2TP_VPN
Phaze 1 Setting
My Address (interface): wanl v

Authentication Method

Pre-Shared Key: | |0

* Rule Name: Type the name used to identify this L2ZTP VPN connection (and L2TP VPN gafteway). You
may use 1-31 alphanumeric characters, underscores (_), or dashes (-), but the first character cannot
be a number. This value is case-sensitive.

¢ My Address (interface): Select one of the interfaces from the pull down menu to apply the L2TP VPN
rule.
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* Pre-Shared Key: Type the password. Both ends of the VPN funnel must use the same password. Use 8
to 31 case-sensitive ASCII characters or 8 to 31 pairs of hexadecimal (“0-9”, “A-F") characters.
Proceed a hexadecimal key with "0x". You will receive a PYLD_MALFORMED (payload malformed)
packet if the same pre-shared key is not used on both ends.

¢ Click Next to continue the wizard.

4.6.2 L2TP VPN Settings

Figure 98 VPN Seftings for L2TP VPN Settings Wizard: L2TP VPN Settings

VPN Setup Wizard

VPN Settingz > General Setfings * Wizard Completed
1 2 3

L2TP VPN Settings

IP Address Pool: RANGE LA ]
Starting IP Address: 0.0.0.0
End IP Address: 0.0.0.0

First DS Server (Optional):

Second DNS Server
(Optional):

Allow L2TP traffic Through WAN

¢ |P Address Pool: Select RANGE or SUBNET from the pull down menu. This IP address pool is used to
assign to the L2TP VPN clients.

* Starting IP Address: Enter the starting IP address in the field.

¢ End IP Address: Enter the ending IP address in the field.

¢ Network: Enter the IPv4 IP address in this field if you selected SUBNET.
* Netmask: Enter the associated subnet mask of the subnet in this field.

¢ First DNS Server (Optional): Enter the first DNS server IP address in the field. Leave the field as 0.0.0.0 if
you do not want fo configure DNS servers. If you do not configure a DNS server you must know the IP
address of a machine in order to access it.

» Second DNS Server (Optional): Enter the second DNS server IP address in the field. Leave the field as
0.0.0.0 if you do not want to configure DNS servers. If you do not configure a DNS server you must
know the IP address of a machine in order to access it.

* Allow L2TP traffic Through WAN: Select this check box to allow fraffic from L2TP clients to go to the
Infernet.

Click Next to contfinue the wizard.

Note: DNS (Domain Name System) is for mapping a domain name to its corresponding IP
address and vice versa. The DNS server is extremely important because without it, you
must know the IP address of a computer before you can access it. The Zyxel Device
uses a system DNS server (in the order you specify here) to resolve domain names for
VPN, DDNS and the time server.

4.6.3 VPN Settings for L2TP VPN Setting Wizard - Summary

This is a read-only summary of the L2TP VPN setfings.
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Figure 99 VPN Sefttings for L2TP VPN Settings Advanced Settings Wizard: Summary
VPN Setup Wizard

Wizard Type * VPN Setfings » Wizard Completed
1 2 &

Express Seftings

Summary

Rule Name: WIZ_L2TP_VPN

Secure Gateway: Any

Pre-Shared Key: testtest

My Address (interface): wanl

IP Address Pool: RAMNGE, 0.0.0.0-0.000

Click "Save” button to write the VPN configuration to ZyWALL.

|_<sack | save |
¢ Rule Name: Identifies the L2TP VPN connection (and the L2TP VPN gateway).

* Secure Gateway: Any displays in this field because it is not configurable in this wizard. It allows
incoming connections from the L2TP VPN Client.

* Pre-Shared Key: L2TP VPN tunnel password.
* My Address (Interface): This displays the interface to use on your Zyxel Device for the L2TP tunnel.

* |P Address Pool: This displays the IP address pool used to assign to the L2TP VPN clients.

Click Save to complete the L2TP VPN Setting and the following screen will show.
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4.6.4 VPN Settings for L2TP VPN Setting Wizard - Completed

Figure 100 VPN Settings for L2TP VPN Settings Wizard: Finish

VPN Setup Wizard

Wizard Type * VPN Seffings » Wizard Completed
1 2 3

L2TP VPN Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_L2TP_VPN
My Address (interface): wanl
Pre-Shared Key: testtest
IP Address Pool: RANGE, 0.0.0.0-0.0.0.0

MNowv if you are doing first time installation of this device. you may click this portal.myzyxel.com link
and to register this device and activate frial service of advanced security features.[You need to
have internet access to register)

Te rule is now configured on the Zyxel Device. The L2TP VPN rule settings appear in the Configuration >
VPN > L2TP VPN screen and also in the Configuration > VPN > IPSec VPN > VPN Connection and VPN
Gateway screen.
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CHAPTER 5
Dashboard

5.1 Overview

Use the Dashboard screens to check status information about the Zyxel Device.

5.1.1 What You Can Do in this Chapter

Use the main Dashboard screen to see the Zyxel Device’s general device information, system status, and
system resource usage. You can also display other status screens for more information.

Use the Dashboard screens to view the following.

Device Information Screen on page 119
System Status Screen on page 120
Tx/Rx Statistics on page 120

The Latest Logs Screen on page 121
System Resources Screen on page 121
DHCP Table Screen on page 122
Number of Login Users Screen on page 123
Current Login User on page 124

VPN Status on page 124

SSL VPN Status on page 125

on page 125

5.2 The General Screen

The Dashboard screen displays when you log info the Zyxel Device or click Dashboard in the navigation
panel. The dashboard displays general device information, system status, system resource usage,
licensed service status, and interface status in widgets that you can re-arrange to suit your needs. You
can also collapse, refresh, and close individual widgets.

Click on the icon to go to the OneSecurity website where there is guidance on configuration
walkthroughs, troubleshooting, and other information.

The following screen is an example of a Brand 2.0 web configurator web style.
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The following table describes the labels in this screen.

Table 19 Dashboard

LABEL DESCRIPTION
Refresh Now Click this to update the widget's information immediately.
Virtual Device

Rear Panel Click this to view details about the Zyxel Device's rear panel. Hover your cursor over a
connected interface or slot to display status details.

Front Panel Click this to view details about the status of the Zyxel Device'’s front panel LEDs and
connections. See Section 3.1.1 on page 77 for LED descripfions. An unconnected interface or
slot appears grayed out.

The following front and rear panel labels display when you hover your cursor over a connected
interface or slot.

Name This field displays the name of each interface.

Status This field displays the current status of each interface or device installed in a slot. The possible
values depend on what type of inferface it is.

Inactive - The Ethernet interface is disabled.

Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.

Speed / Duplex - The Ethernet interface is enabled and connected. This field displays the port
speed and duplex setting (Full or Half).

The status for a WLAN card is none.

For cellular (mobile broadband) interfaces, see Section 9.6 on page 265 for the status that can
appear.

For the auxiliary interface:

Inactive - The auxiliary inferface is disabled.

Connected - The auxiliary interface is enabled and connected.

Disconnected - The auxiliary interface is not connected.

Zone This field displays the zone to which the interface is currently assigned.

IP Address/ This field displays the current IP address and subnet mask assigned to the interface. If the

Mask interface is a member of an active virtual router, this field displays the IP address it is currently
using. This is either the static IP address of the interface (if it is the master) or the management
IP address (if it is a backup).

5.2.1 Device Information Screen

The Device Information screen displays Zyxel Device's system and model name, serial number, MAC
address and firmware version shown in the below screen.

The table describes the fields in this screen.

Table 20 Dashboard > Device Information

LABEL

DESCRIPTION

System Name

This field displays the name used to identify the Zyxel Device on any network. Click
the link and open the Host Name screen where you can edit and make changes to
the system and domain name.

Serial Number

This field displays the serial number of this Zyxel Device. The serial number is used for
device tracking and control.
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Table 20 Dashboard > Device Information

LABEL

DESCRIPTION

MAC Address Range

This field displays the MAC addresses used by the Zyxel Device. Each physical port
has one MAC address. The first MAC address is assigned fo physical port 1, the
second MAC address is assigned o physical port 2, and so on.

Firmware Version

This field displays the version number and date of the firmware the Zyxel Device is
currently running. Click the link to open the Firmware Package screen where you
can upload firmware.

5.2.2 System Status Screen

Figure 101 Dashboard > System Status (Example)

Firmware vpdate OK

stern Upfime

01:14:08

Current Date/Time

2018-01-03 / 0%:12:41 UTC+00:00

The table describes the fields in the screen.

Table 21 Dashboard > System Status

LABEL

DESCRIPTION

Boot Status

This field displays details about the Zyxel Device's startup state.
OK - The Zyxel Device started up successfully.
Firmware update OK - A firmware update was successful.

Problematic configuration after firmware update - The application of the
configuration failed after a firmware upgrade.

System default configuration - The Zyxel Device successfully applied the system
default configuration. This occurs when the Zyxel Device starts for the first time or you
intentionally reset the Zyxel Device to the system default seftings.

Fallback to lastgood configuration - The Zyxel Device was unable to apply the
startup-config.conf configuration file and fell back to the lastgood.conf
configuration file.

Fallback to system default configuration - The Zyxel Device was unable to apply the
lastgood.conf configuration file and fell back to the system default configuration file
(system-default.conf).

Booting in progress - The Zyxel Device is still applying the system configuration.

System Uptime

This field displays how long the Zyxel Device has been running since it last restarted
or was furned on.

Current Date/Time

This field displays the current date and time in the Zyxel Device. The format is yyyy-
mm-dd hh:mm:ss. Click on the link to see the Date/Time screen where you can make
edits and changes to the date, time and time zone information.

5.2.3 Tx/Rx Statistics

This screen displays a line graph of packet stafistics for each physical port.
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Figure 102 Dashboard > Tx/Rx Stafistics

This table describes the fields in the above screen.

Table 22 Dashboard > The Lastest Logs

LABEL

DESCRIPTION

Mbps

The y-axis represents the speed of transmission or reception.

Time

The x-axis shows the fime period over which the transmission or reception occurred.

5.2.4 The Latest Logs Screen

Figure 103 Dashboard > The Lastest Logs

The Laotest Logs

2018-01-0401:30:06
2 201801-0401:28:53

2018-01-04 01:27:39

801-0401:26:24

2018-01-0401:25:08

alert

alert

alert

alert

alert

AP firmware download o
AP firmware download f

AF firmware download f

AP firmwiare downioad &

op-frmwaors AP firmware download o ason: Device con't connect

The table describes the fields in the screen.

Table 23 Dashboard > The Lastest Logs

LABEL

DESCRIPTION

#

This is the entry’s rank in the list of alert logs.

Time

This field displays the date and time the log was created.

Priority

This field displays the severity of the log.

Category

This field displays the type of log generated.

Message

This field displays the actual log message.

Source

This field displays the source address (if any) in the packet that generated the log.

Destination

This field displays the destination address (if any) in the packet that generated the
log.

5.2.5 System Resources Screen

Click the bar to see a graphic on that resource.

ZyWALL VPN Series User's Guide

121




Chapter 5 Dashboard

Figure 104 Dashboard > System Resources

CPU Usoge
[ | 3%
Memary Usage
I ¥R
Flosh Usage
[ 0%
USE Storage Usage
0/0 MB

Active Sessions

14%/600000

The table describes the fields in the screen.

Table 24 Dashboard > System Resources

LABEL

DESCRIPTION

CPU Usage

This field displays what percentage of the Zyxel Device's processing capability is
currently being used. Hover your cursor over this field to display the Show CPU Usage
icon that takes you to a chart of the Zyxel Device's recent CPU usage.

Memory Usage

This field displays what percentage of the Zyxel Device’'s RAM is currently being used.
Hover your cursor over this field to display the Show Memory Usage icon that takes
you to a chart of the Zyxel Device's recent memory usage.

Flash Usage

This field displays what percentage of the Zyxel Device's onboard flash memory is
currently being used.

USB Storage Usage

This field shows how much storage in the USB device connected to the Zyxel Device
isin use.

Active Sessions

This field shows how many sessions, established and non-established, that pass
through/from/to/within the ZyWALL. Hover your cursor over this field to display icons.
Click the Detail icon to go to the Session Monitor screen to see details about the
active sessions. Click the Show Active Sessions icon to display a chart of Zyxel
Device's recent session usage.

5.2.6 DHCP Table Screen

Click on the number to look at the IP addresses currently assigned to DHCP clients and the IP addresses
reserved for specific MAC addresses. The following screen will show.
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Figure 105 Dashboard > DHCP Table
DHCP Table

Refresh Interval: |5 minutes | »

Page of0 Show (50 |» | items No data to display

This table describes the fields in the above screen.

Table 25 Dashboard > DHCP Table

LABEL DESCRIPTION

Refresh Interval Select how often you want this window to be updated automatically.

Refresh Now Click this to update the information in the window right away.

# This field is a sequential value, and it is not associated with a specific entry.
Interface This field identifies the interface that assigned an IP address to a DHCP client.

IP Address This field displays the IP address currently assigned to a DHCP client or reserved for a

specific MAC address. Click the column’s heading cell fo sort the table entries by IP
address. Click the heading cell again to reverse the sort order.

Host Name This field displays the name used to identify this device on the network (the
computer name). The Zyxel Device learns these from the DHCP client requests.
“None” shows here for a static DHCP entry.

MAC Address This field displays the MAC address to which the IP address is currently assigned or for
which the IP address is reserved. Click the column’s heading cell to sort the table
entries by MAC address. Click the heading cell again to reverse the sort order.

Expiration Time This is the period of time DHCP-assigned addresses is used.

Description For a static DHCP entry, the host name or the description you configured shows
here. This field is blank for dynamic DHCP enfries.

Reserve If this field is selected, this entry is a static DHCP entry. The IP address is reserved for
the MAC address.

If this field is clear, this entry is a dynamic DHCP enfry. The IP address is assigned fo a
DHCP client.

To create a static DHCP entry using an existing dynamic DHCP entry, select this field,
and then click Apply.

To remove a static DHCP entry, clear this field, and then click Apply.

5.2.7 Number of Login Users Screen

Click the Number of Login Users link to see the following screen.
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Figure 106 Dashboard > Number of Login Users

Number of Login Users

1 admin unlimited / 00:25:59

unlimited http/https 10.214.80.33 adminfad... 8B oae

The table describes the fields in the screen.

Table 26 Dashboard > Number of Login Users

LABEL DESCRIPTION
# This field is a sequential value and is not associated with any entry.
User ID This field displays the user name of each user who is currently logged in to the Zyxel

Device.

Reauth/Lease Time

This field displays the amount of reauthentication time remaining and the amount of
lease time remaining for each user.

Session Timeout

This field displays the total account of fime the account (authenticated by an
external server) can use to log into the UAG or access the Internet through the Zyxel
Device.

This shows unlimited for an administrator account.

Type This field displays the way the user logged in to the Zyxel Device.
IP address This field displays the IP address of the computer used to log in to the Zyxel Device.
User Info This field displays the types of user accounts the Zyxel Device uses. If the user type is

ext-user (external user), this field will show its external-group information when you
move your mouse over it.

If the external user matches two external-group objects, both external-group object
names will be shown.

Force Logout

Click this icon to end a user's session.

5.2.8 Current Login User

This field displays the user name used to log in to the current session, the amount of reauthentication
time remaining, and the amount of lease fime remaining.

Figure 107 Dashboard > Current Login User

Cumrent Login User

admin unlimited

5.2.9 VPN Status

Click on the link to look at the VPN tunnels that are currently established.

Figure 108 Dashboard > VPN Status

VPN Status

Refresh interval: |5 minutes | ¥ | IO
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This table describes the fields in the above screen.

Table 27 Dashboard > VPN Status

LABEL DESCRIPTION
# This field is a sequential value and is not associated with any entry.
Name This field displays the name of the VPN tunnel.

Encapsulation

This field displays the type of encapsulation the VPN tunnel uses.

Algorithm

This field displays the hash algorithm that the VPN tunnel uses to authenticate
packet data.

Refresh Inferval

Select how often you want this window o be updated automatically.

Refresh Now

Click this to update the information in the window right away.

5.2.10 SSL VPN Status

The first number is the actual number of VPN tunnels up and the second number is the maximum
number of SSL VPN funnels allowed.

Figure 109 Dashboard > SSL VPN Status

35L VPN Status

0/10
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CHAPTER ©
Monitor

6.1 Overview

Use the Monitor screens to check status and statistics information.

6.1.1 What You Can Do in this Chapter

Use the Monitor screens for the following.

Use the System Status > Port Statistics screen (see Section 6.2.1 on page 130) to look at packet
statistics for each physical port.

Use the System Status > Port Statistics > Graph View screen (see Section 6.2.1 on page 130) to look at
a line graph of packet statistics for each physical port.

Use the System Status > Interface Status screen (Section 6.3 on page 131) to see all of the Zyxel
Device's interfaces and their packet statistics.

Use the System Status > Traffic Statistics screen (see Section 6.4 on page 135) to start or stop data
collection and view stafistics.

Use the System Status > Session Monitor screen (see Secftion 6.5 on page 137) to view sessions by user
or service.

Use the System Status > Login Users screen (Section 6.6 on page 139) to look at a list of the users
currently logged into the Zyxel Device.

Use the System Status > Dynamic Guest screen (Section 6.7 on page 141) to look at a list of the
automatically created users allowed to access the Zyxel Device'’s service.

Use the System Status > IGMP Statistics screen (see Section 6.8 on page 142) to view multicasting
details.

Use the System Status > DDNS Status screen (see Section 6.9 on page 143) to view the status of the
Zyxel Device's DDNS domain names.

Use the System Status > IP/MAC Binding screen (Section 6.10 on page 144) to view a list of devices
that have received an IP address from Zyxel Device interfaces with IP/MAC binding enabled.

Use the System Status > Cellular Status screen (Section 6.11 on page 144) to check your mobile
broadband connection status.

Use the System Status > UPnP Port Status screen (see Section 6.12 on page 148) to look at a list of the
NAT port mapping rules that UPnP creates on the Zyxel Device.

Use the System Status > USB Storage screen (Secftion 6.13 on page 149) to view information about a
connected USB storage device.

Use the System Status > Ethernet Neighbor screen (Section 6.14 on page 150) to view and manage
the Zyxel Device's neighboring devices via Layer Link Discovery Protocol (LLDP).

Use the System Status > FQDN Object screen (Section 6.15 on page 151) to display fully qualified
domain name (FQDN) object cache lists used in DNS queries.

Use the System Status > Virtual Server LB screen (Section 6.16 on page 153) to display distribution of
incoming connection requests to a virtual server between multiple real (physical) servers.
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* Use the Wireless > AP Information > AP List screen (Section 6.17 on page 154) to display which APs are
currently connected to the Zyxel Device.

¢ Use the Wireless > AP Information > Radio List screen (Section 6.18 on page 164) to display statistics
about the wireless radio transmitters in each of the APs connected to the Zyxel Device.

* Use the Wireless > AP Information > Top N APs screen (Section 6.19 on page 167) to view managed
APs with the most wireless traffic usage and most associated wireless stations.

¢ Use the Wireless > AP Information > Single AP screen (Section 6.20 on page 169) to view APs wireless
tfraffic usage and associated wireless stations for a managed AP.

* Use the Wireless > ZyMesh screen (Section 6.21 on page 170) to display stafistics about the ZyMesh
wireless connections between the managed APs.

¢ Use the Wireless > SSID Info screen (Section 6.22 on page 171) to display the number of wireless clients
that are currently connected to an SSID and the SSID’s security mode.

* Use the Wireless > Station Info > Station List screen (Section 6.23 on page 171) to view information on
connected wireless stations.

¢ Use the Wireless > Station Info > Top N Stations screen (Section 6.24 on page 173) to view wireless
stations with the most wireless fraffic usage.

* Use the Wireless > Station Info > Single Station screen (Section 6.25 on page 174) to view wireless traffic
usage for an associated wireless station.

¢ Use the Wireless > Detected Device screen (Section 6.26 on page 175) to view information about
suspected rogue APs.

* Use the Printer Status screen (see Section 6.27 on page 176) to view information about the connected
statement printers.

¢ Use the VPN Monitor > IPSec screen (Section 6.28 on page 177) to display and manage active IPSec
SAs.

* Use the VPN Monitor > SSL screen (see Section 6.29 on page 178) to list the users currently logged info
the VPN SSL client portal. You can also log out individual users and delete related session information.

¢ Use the VPN Monitor > L2TP over IPSec screen (see Section 6.30 on page 179) to display and manage
the Zyxel Device's connected L2TP VPN sessions.

* Use the VPN Monitor> Remote AP VPN screen (see Section 6.31 on page 180) to display and manage
active remote AP radio.

¢ Use the Security Statistics > Content Filter screen (Section 6.32 on page 181) to start or stop data
collection and view content filter statistics.

» Use the Security Statistics > SSL Inspection screen (Section 6.33 on page 182) to see areport on SSL
Inspection and a certificate cache list.

¢ Use the Log > View Log screen (see Section 6.34.1 on page 185) to view the Zyxel Device's current log
messages. You can change the way the log is displayed, you can email the log, and you can also
clear the log in this screen.

* Use the Log > View AP Log screen (see Section 6.34.2 on page 187) to view the Zyxel Device's current
wireless AP log messages.

¢ Use the Log > Dynamic Users Log screen (see Section 6.34.3 on page 189) to view the Zyxel Device's
dynamic guest account log messages.

6.2 The Port Statistics Screen

Use this screen to look at packet statistics for each Gigabit Ethernet port. To access this screen, click
Monitor > System Status > Port Statistics.
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Figure 110 Monitor > System Status > Port Statistics

General Settings
Poll Interval: 5 (1-60 seconds) m m
Statistics Table
Switch To Graphic View
1 1 Down 0 0 0 0 0 00:00:00
2 2 1000M/Full 394490 524916 0 0 192 22:32:24
3 3 Down 0 0 0 0 0 00:00:00
4 4 Down 0 0 0 0 0 00:00:00
5 5 Down 0 0 0 0 0 00:00:00
6 & Down 0 0 0 0 0 00:00:00
77 Down 0 0 0 0 0 00:00:00
Page |1 of 1 Show (50 |» | items Displaying 1 -7 of 7
System Up Time: 22:34:25

Port Statistics

The following table describes the labels in this screen.

Table 28 Monitor

> System Status > Port Statistics

LABEL

DESCRIPTION

Poll Interval Enter how often you want this window to be updated automatically, and click Set Interval.

Set Interval Click this to set the Poll Interval the screen uses.

Stop Click this to stop the window from updating automatically. You can start it again by setting the
Poll Interval and clicking Set Interval.

Switch to Graphic | Click this to display the port statistics as a line graph.

View

# This field is a sequential value, and it is not associated with a specific port.

Port This field displays the physical port number.

Status This field displays the current status of the physical port.
Down - The physical port is not connected.
Speed / Duplex - The physical port is connected. This field displays the port speed and duplex
setting (Full or Half).

TxPkts This field displays the number of packets tfransmitted from the Zyxel Device on the physical port
since it was last connected.

RxPkts This field displays the number of packets received by the Zyxel Device on the physical port
since it was last connected.

Collisions This field displays the number of collisions on the physical port since it was last connected.

Tx B/s This field displays the tfransmission speed, in bytes per second, on the physical port in the one-
second interval before the screen updated.

Rx B/s This field displays the reception speed, in bytes per second, on the physical port in the one-
second interval before the screen updated.

Up Time This field displays how long the physical port has been connected.

System Up Time

This field displays how long the Zyxel Device has been running since it last restarted or was
turned on.
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6.2.1 The Port Statistics Graph Screen

Use this screen to look at a line graph of packet statistics for each physical port. To access this screen,
click Port Statistics on the Status screen and then the Switch to Graphic View Button.

Figure 111 Monitor > System Status > Port Statistics > Switch to Graphic View

General Settings

Refrash Interval:

Port Usage

Port Selection:

1 bps —Tx

—FR¥ Lazt Update: 2018-01-04 06:31:31

0.9

0.5

0.7

0.6

0.5

0.4

0.3

0.2

0.1

The following table describes the labels in this screen.

Table 29 Monitor > System Status > Port Statistics > Switch to Graphic View

LABEL

DESCRIPTION

Refresh Inferval

Enter how often you want this window to be automatically updated.

Refresh Now

Click this to update the information in the window right away.

Port Selection

Select the number of the physical port for which you want to display graphics.

Switch to Grid

Click this to display the port statistics as a table.

View

bps The y-axis represents the speed of transmission or reception.

fime The x-axis shows the fime period over which the transmission or reception occurred

> This line represents traffic fransmitted from the Zyxel Device on the physical port since it was last
connected.

RX This line represents the traffic received by the Zyxel Device on the physical port since it was last

connected.

Last Update

This field displays the date and time the information in the window was last updated.
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6.3 Interface Status Screen

This screen lists all of the Zyxel Device's inferfaces and gives packet statistics for them. Click Monitor >
System Status > Interface Summary to access this screen.

Figure 112 Monitor > System Status > Interface Summary

Interface Status
Port/Bin... IP Addr/... IP Assign...
= sfp P1 Down OPT 00.0.0/... Static n/a n/a
- sfp_ppp P1 Inactive OFT 0.0.00/... Dynamic n/a n/a
= wanl P2 T000M/Full - WAN 172.21.4... DHCPcl... n/a ==
-~ wanl ppp P2 Inactive WAN 0.0.00/... Dynamic n/a n/a
= wan2 P3 Down WAN 0.00.0/... DHCPcl... n/a ==
- Wan2 ppp P3 Inactive WAN 0.0.00/... Dynamic n/a n/a
- lanl P4,P5, P& Down LANT 192.168.... Stalic DHCPse... n/a
- lan2 n/a Down LANZ 192.148.... Static DHCP se... n/a
- dmz n/a Down DMz 192.148.... Static DHCP se... n/a
- reserved P7 Down n/a 00.0.0/... Stalic n/a n/a
Tunnel Interface Status
Name St... Z... IP Address My Address Remote Cateway A... Mode
IPv6 Interface Status
Name Port  Stafus Zone IP Address Services Action
= sfp Pl Down OPT I nfa,n/a n/a
- sfp_ppp P1 Inactive  OPT n/fa,n/a n/a
= wanl P2 Inactive  WAN n/an/a n/a
- wanl ppp P2 Inactive  WAN n/a.n/a n/a
= wan2? P3 Down WAN nfa,n/a n/a
- Wan2 ppp P3 Inactive  WAN n/fa,n/a n/a
- lanl P4, Down LANT n/a,n/a n/a
- lan2 n/a Down LANZ n/a,n/a n/a
- dmz n/a Down DMz n/a,n/a n/a
- reserved P7 Down n/a n/a,n/a n/a
Interface Statistics
 Refresh |
Name Status TxPkts RxPkts TxB/s Rx Bfs
sfp Down o] 0 0 0
wan] 1000M/Full 433507 686291 0 0
wanz2 Down 2611 15283 0 0
- lanl Down 8926 30%0 0 0
- lan2 Down 0 0 0 0
- dmz Down 0 0 0 0
- reserved Down 0 0 0 0

ZyWALL VPN Series User's Guide

131




Chapter 6 Monitor

Each field is described in the following table.

Table 30 Monitor > System Status > Interface Summary

LABEL

DESCRIPTION

Interface Status

If an Ethernet interface does not have any physical ports associated with it, its entry is displayed in light gray text.

Name

This field displays the name of each interface. If there is an Expand icon (plus-sign) next to the
name, click this to look at the status of virtual interfaces on top of this interface.

Port/Binding

This field displays the physical port number.

Status

This field displays the current status of each interface. The possible values depend on what
type of interface it is.

For Ethernet interfaces:

¢ Inactive - The Ethernet interface is disabled.

¢ Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.

* Speed / Duplex - The Ethernet interface is enabled and connected. This field displays the
port speed and duplex setting (Full or Half).

For cellular (mobile broadband) interfaces, see Section 6.13 on page 149 the Web Help for the
status that can appear.

For the auxiliary interface:

¢ Inactive - The auxiliary interface is disabled.
* Connected - The auxiliary interface is enabled and connected.
* Disconnected - The auxiliary interface is not connected.

For virtual interfaces, this field always displays Up. If the virtual interface is disabled, it does not
appear in the list.

For VLAN and bridge interfaces, this field always displays Up. If the VLAN or bridge interface is
disabled, it does not appear in the list.

For PPP interfaces:

e Connected - The PPP interface is connected.
e Disconnected - The PPP interface is not connected.

If the PPP interface is disabled, it does not appear in the list.
For WLAN interfaces:

* Up-The WLAN interface is enabled.
¢ Down - The WLAN interface is disabled.

Zone

This field displays the zone to which the interface is assigned.

IP Addr/Netmask

This field displays the current IP address and subnet mask assigned to the interface. If the IP
address and subnet mask are 0.0.0.0, the interface is disabled or did not receive an IP address
and subnet mask via DHCP.

If this interface is a member of an active virtual router, this field displays the IP address it is
currently using. This is either the static IP address of the interface (if it is the master) or the
management IP address (if it is a backup).

IP Assignment

This field displays how the interface gets its IP address.

* Static - This interface has a static IP address.
* DHCP Client - This interface gets its IP address from a DHCP server.

Services

This field lists which services the interface provides to the network. Examples include DHCP
relay, DHCP server, DDNS, RIP, and OSPF. This field displays n/a if the interface does not provide
any services to the network.
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Table 30 Monitor

> System Status > Interface Summary

LABEL

DESCRIPTION

Action

Use this field to get or to update the IP address for the interface. Click Renew to send a new
DHCP request to a DHCP server. Click Connect to fry fo connect a PPPoE/PPTP interface. If the
inferface cannot use one of these ways to get or to update its IP address, this field displays n/a.

Tunnel Interface Status

This displays the de

tails of the Zyxel Device’s configured tunnel interfaces.

Name This field displays the name of the interface.

Status The activate (light bulb) icon is lit when the entry is active and dimmed when the entry is
inactive.

Zone This field displays the zone to which the interface is assigned.

IP Address This is the IP address of the interface. If the interface is active (and connected), the Zyxel
Device tunnels local traffic sent to this IP address to the Remote Gateway Address.

My Address This is the interface or IP address uses to identify itself to the remote gateway. The Zyxel Device
uses this as the source for the packets it tunnels to the remote gateway.

Remote This is the IP address or domain name of the remote gateway to which this interface tunnels

Gateway fraffic.

Address

Mode This field displays the tunnel mode that you are using.

IPvé Interface Status

If an Ethernet interf

ace does not have any physical ports associated with it, its entry is displayed in light gray text.

Name This field displays the name of each interface. If there is an Expand icon (plus-sign) next to the
name, click this fo look at the status of virtual interfaces on top of this interface.
Port This field displays the physical port number.
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Table 30 Monitor > System Status > Interface Summary

LABEL DESCRIPTION

Status This field displays the current status of each interface. The possible values depend on what
type of interface it is.

For Ethernet interfaces:

* Inactive - The Ethernet interface is disabled.

* Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.

* Speed / Duplex - The Ethernet interface is enabled and connected. This field displays the
port speed and duplex setting (Full or Half).

For cellular (mobile broadband) interfaces, see Section 6.13 on page 149 the Web Help for the

status that can appear.

For the auxiliary interface:

¢ Inactive - The auxiliary interface is disabled.

e Connected - The auxiliary interface is enabled and connected.

¢ Disconnected - The auxiliary interface is not connected.

For virtual interfaces, this field always displays Up. If the virtual interface is disabled, it does not

appearin the list.

For VLAN and bridge interfaces, this field always displays Up. If the VLAN or bridge interface is

disabled, it does not appear in the list.

For PPP interfaces:

e Connected - The PPP interface is connected.

* Disconnected - The PPP interface is not connected.

If the PPP interface is disabled, it does not appear in the list.

For WLAN interfaces:

* Up-The WLAN interface is enabled.

* Down - The WLAN interface is disabled.

Zone This field displays the zone to which the interface is assigned.

IP Address This field displays the current IPvé address assigned fo the interface. If the IPvé address is ::, the
inferface is disabled or did not receive an IPvé address via DHCP.

If this interface is a member of an active virtual router, this field displays the IPvé address it is
currently using. This is either the static IPvé address of the interface (if it is the master) or the
management IPvé address (if it is a backup).

Services This field lists which services the interface provides to the network. Examples include DHCP
relay, DHCP server, DDNS, RIP, and OSPF. This field displays n/a if the interface does not provide
any services to the network.

Action Use this field fo get or to update the IP address for the interface. Click Renew to send a new

DHCP request fo a DHCP server. Click Connect o fry fo connect a PPPoOE/PPTP interface. If the

interface cannot use one of these ways to get or to update its IP address, this field displays n/a.

Interface Statistics

This table provides

packet stafistics for each interface.

Refresh

Click this button to update the information on the screen.

Name

This field displays the name of each interface. If there is a Expand icon (plus-sign) next to the
name, click this to look at the statistics for virtual interfaces on top of this interface.
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Table 30 Monitor > System Status > Interface Summary

LABEL

DESCRIPTION

Status

This field displays the current status of the interface.

¢ Down - The interface is not connected.

* Speed / Duplex - The interface is connected. This field displays the port speed and duplex
setting (Full or Half).

This field displays Connected and the accumulated connection time (hh:mm:ss) when the PPP

interface is connected.

TxPkts

This field displays the number of packets transmitted from the Zyxel Device on the interface
since it was last connected.

RxPkts

This field displays the number of packets received by the Zyxel Device on the interface since it
was last connected.

Tx B/s

This field displays the tfransmission speed, in bytes per second, on the interface in the one-
second inferval before the screen updated.

Rx B/s

This field displays the reception speed, in bytes per second, on the interface in the one-second
interval before the screen updated.

6.4 The Traffic Statistics Screen

Click Monitor > System Status > Traffic Statistics to display the Traffic Statistics screen. This screen provides
basic information about the following for example:

* Most-visited Web sites and the number of times each one was visited. This count may not be accurate
in some cases because the Zyxel Device counts HTTP GET packets. Please see Table 31 on page 136
for more information.

* Most-used protocols or service ports and the amount of fraffic on each one

¢ LAN IP with heaviest traffic and how much traffic has been sent to and from each one

You use the Traffic Statistics screen fo tell the Zyxel Device when to start and when to stop collecting
information for these reports. You cannot schedule data collection; you have to start and stop it
manually on the Traffic Statistics screen.

Figure 113 Monitor > System Status > Traffic Statistics

Traffic Statistics

Data Collection

¥ Collect Statistics since 2018-01-04 Thu 06:40:11 to 2018-01-04 Thu 06:41:13
Apply | Reset |

Statistics

Interface: sfp hd

Sort By: Host IP Address/Us | [ End  EEIEA

Page of 0 Show |80 || items No data to display
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There is a limit on the number of records shown in the report. Please see Table 32 on page 137 for more
information. The following table describes the labels in this screen.

Table 31

Monitor > System Status > Traffic Statistics

LABEL

DESCRIPTION

Data Collection

Collect Statistics

Select this to have the Zyxel Device collect data for the report. If the Zyxel Device has already
been collecting data, the collection period displays to the right. The progress is not tfracked
here real-time, but you can click the Refresh button to update it.

Apply Click Apply to save your changes back fo the Zyxel Device.
Reset Click Reset to return the screen to its last-saved settings.
Statistics
Interface Select the interface from which to collect information. You can collect information from
Ethernet, VLAN, bridge and PPPoE/PPTP interfaces.
Sort By Select the type of report to display. Choices are:
* Host IP Address/User - displays the IP addresses or users with the most traffic and how much
fraffic has been sent to and from each one.
e Service/Port - displays the most-used protocols or service ports and the amount of traffic for
each one.
e Web Site Hits - displays the most-visited Web sites and how many fimes each one has been
visited.
e Country - displays the countries with the most traffic and the amount of traffic for each
one.
Each type of report has different information in the report (below).
Refresh Click this button to update the report display.
Flush Data Click this button to discard all of the screen’s statistics and update the report display.
These fields are available when the Traffic Type is Host IP Address/User.
# This field is the rank of each record. The IP addresses and users are sorted by the amount of
fraffic.
Direction This field indicates whether the IP address or user is sending or receiving traffic.
* Ingress- traffic is coming from the IP address or user to the Zyxel Device.
* Egress - fraffic is going from the Zyxel Device to the IP address or user.
IP Address/ This field displays the IP address or user in this record. The maximum number of IP addresses or
User users in this report is indicated in Table 32 on page 137.
Amount This field displays how much traffic was sent or received from the indicated IP address or user. If
the Direction is Ingress, a red bar is displayed; if the Direction is Egress, a blue bar is displayed.
The unit of measure is bytes, Kbytes, Mbytes or Gbytes, depending on the amount of traffic for
the particular IP address or user. The count starfs over at zero if the number of bytes passes the
byte count limit. See Table 32 on page 137.
These fields are available when the Traffic Type is Service/Port.
# This field is the rank of each record. The protocols and service ports are sorted by the amount

of traffic.

Service/Port

This field displays the service and port in this record. The maximum number of services and
service ports in this report is indicated in Table 32 on page 137.

Protocol

This field indicates what protocol the service was using.

Direction

This field indicates whether the indicated protocol or service port is sending or receiving traffic.

* Ingress - traffic is coming info the Zyxel Devicethrough the interface
e Egress - traffic is going out from the Zyxel Device through the interface
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Table 31 Monitor > System Status > Traffic Statistics (continued)

LABEL

DESCRIPTION

Amount

This field displays how much traffic was sent or received from the indicated service / port. If the
Direction is Ingress, a red bar is displayed; if the Direction is Egress, a blue bar is displayed. The
unit of measure is bytes, Kbytes, Mbytes, Gbytes, or Tbytes, depending on the amount of fraffic
for the particular protocol or service port. The count starts over at zero if the number of bytes
passes the byte count limit. See Table 32 on page 137.

These fields are available when the Traffic Type is Web Site Hits.

#

This field is the rank of each record. The domain names are sorted by the number of hits.

Web Site

This field displays the domain names most often visited. The Zyxel Device counts each page
viewed on a Web site as another hit. The maximum number of domain names in this report is
indicated in Table 32 on page 137.

Hits

This field displays how many hits the Web site received. The Zyxel Device counts hits by
counting HTTP GET packets. Many Web sites have HTTP GET references to other Web sites, and
the Zyxel Device counts these as hits too. The count starts over at zero if the number of hits
passes the hit count limit. See Table 32 on page 137.

These fields are available when the Traffic Type is Country.

#

This field is the rank of each record. The country name is sorted by the amount of traffic.

Direction

This field indicates whether the indicated protocol or service port is sending or receiving traffic.

* Ingress - traffic is coming info the Zyxel Devicethrough the interface
e Egress - traffic is going out from the Zyxel Device through the interface

Country
Name

This field displays the name of the country.

Country

This field displays the country code.

Amount

This field displays how much fraffic was sent or received from the indicated country. If the
Direction is Ingress, a red bar is displayed; if the Direction is Egress, a blue bar is displayed. The
unit of measure is bytes, Kbytes, Mbytes, Gbytes, or Tbytes, depending on the amount of fraffic
for the particular protocol or service port. The count starts over at zero if the number of bytes
passes the byte count limit. See Table 32 on page 137.

* Ingress - fraffic is coming into the Zyxel Device from the country.
* Egress - fraffic is going from the Zyxel Device o the country.

The following table displays the maximum number of records shown in the report, the byte count limit,
and the hit count limit.

Table 32 Maximum Values for Reports

LABEL

DESCRIPTION

Maximum Number of Records 20

Byte Count Limit

264 bytes; this is just less than 17 million terabytes.

Hit Count Limit

264 hits; this is over 1.8 x 1017 hits.

6.5 The Session Monitor Screen

The Session Monitor screen displays all established sessions that pass through the Zyxel Device for
debugging or statistical analysis. It is not possible to manage sessions in this screen. The following
information is displayed.

e User who started the session

* Protocol or service port used
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» Source address

* Destination address

¢ Number of bytes received (so far)

* Number of bytes transmitted (so far)

¢ Duration (so far)

You can look at all established sessions that passed through the Zyxel Device by user, service, source IP
address, or destination IP address. You can also filter the information by user, protocol / service or service
group, source address, and/or destination address and view it by user.

Click Monitor > System Status > Session Monitor fo display the following screen.

Figure 114 Monitor > System Status > Session Monitor

Session Monitor

Forward Session

Wiew: all sessions > @

User: Service: any v
Source Address: Destinatfion Address:
Source Country: any . Destination Counfry: | any .

Page of 0 Show |50 || items No data to display

The following table describes the labels in this screen.

Table 33 Monitor > System Status > Session Monitor

LABEL DESCRIPTION

View Select how you want the established sessions that passed through the Zyxel Device to be
displayed. Choices are:

e sessions by users - display all active sessions grouped by user
e sessions by services - display all active sessions grouped by service or protocol
¢ sessions by source IP - display all active sessions grouped by source IP address

* session by source region - display all active sessions grouped by where the traffic is coming
from by country

¢ sessions by destination IP - display all active sessions grouped by destination IP address

* sessions by destination region - display all active sessions grouped by where the traffic is
going to by counftry

e all sessions - filter the active sessions by the User, Service, Source Address, and Destination
Address, and display each session individually (sorted by user).

Refresh Click this button to update the information on the screen. The screen also refreshes
automatically when you open and close the screen.

The User, Service, Source Address, Destination Address, Source Country and Destination
Country fields display if you view all sessions. Select your desired filter criteria and click the
Refresh button to filter the list of sessions.

User This field displays when View is set to all sessions. Type the user whose sessions you want to view.
It is not possible to type part of the user name or use wildcards in this field; you must enter the
whole user name.

Service This field displays when View is set to all sessions. Select the service or service group whose
sessions you want to view. The Zyxel Device identifies the service by comparing the protocol
and destination port of each packet to the protocol and port of each services that is defined.
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Table 33 Monitor > System Status > Session Monitor (continued)

LABEL DESCRIPTION
Source This field displays when View is set to all sessions. Type the source IP address whose sessions you
Address want fo view. You cannot include the source port.
Source This field displays when View is setf to all sessions. Select the country where the traffic is coming
Country from.
Destination This field displays when View is set to all sessions. Type the destination IP address whose sessions
Address you want to view. You cannot include the destination port.
Destination This field displays when View is setf to all sessions. Select the country where the fraffic is going fo.
Country
Search Click this to display all sessions in the table below according to the criteria you defined above.
Clear Administrators can use these buttons to forcibly terminate selected TCP/UDP connections.
Select one or multiple connections and then click Clear; click Clear All to terminate all
Clear Al connections displayed. Cleared sessions display on the Log > View Log screen.
# This field is the rank of each record. The names are sorted by the name of user in active session.
You can use the pull down menu on the right to choose sorting method.
User This field displays the user in each active session.
If you are looking at the sessions by users (or all sessions) report, click + or - o display or hide
details about a user’s sessions.
Service This field displays the protocol used in each active session.
If you are looking at the sessions by services report, click + or - to display or hide details about
a protocol’s sessions.
Source This field displays the source IP address and port in each active session.
If you are looking at the sessions by source IP report, click + or - fo display or hide details about
a source IP address’s sessions.
Source This field displays the source country in each active session.
Country
Destination This field displays the destination IP address and port in each active session.
If you are looking at the sessions by destination IP report, click + or - to display or hide details
about a destination IP address’s sessions.
Destination This field displays the destination country in each active session.
Country
Rx This field displays the amount of information received by the source in the active session.
T This field displays the amount of information transmitted by the source in the active session.
Duration This field displays the length of the active session in seconds.

6.6 The Login Users Screen

Use this screen to look at a list of the users currently logged into the Zyxel Device. To access this screen,
click Monitor > System Status > Login Users.
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Figure 115 Monitor > System Status > Login Users

Current User List

1 a... unlimited / 00:30:00 unlimited hitt.. 1. - - ad... - N/A
2  a... unlimited /00:19:15 unlimited hit... 1. - C0... ad... - N/A
Page |1 of 1 Show [80 || items Displaying 1 -2 of 2

The following table describes the labels in this screen.

Table 34 Monitor > System Status > Login Users

LABEL

DESCRIPTION

Force Logout

Select a user ID and click this icon to end a user’s session.

#

This field is a sequential value and is not associated with any entry.

User ID

This field displays the user name of each user who is currently logged in to the Zyxel
Device.

Reauth/Lease Time

This field displays the amount of reauthentication time remaining and the amount of
lease time remaining for each user.

Session Timeout

This field displays the total account of time the account (authenticated by an external
server) can use to log into the Zyxel Device or access the Internet through the Zyxel
Device.

This shows unlimited for an administrator account.

Type This field displays the way the user logged in to the Zyxel Device.
IP Address This field displays the IP address of the computer used to log in to the Zyxel Device.
Counfry The Internet Assigned Numbers Authority (IANA) has reserved the following blocks of
Private IP addresses specifically for private networks:
* 10.0.0.0-10.255.255.255
e 172.16.0.0-172.31.255.255
e 192.168.0.0-192.168.255.255
e 224.0.0.0-239.255.255.255
MAC This field displays the MAC address of the computer used to log in to the Zyxel Device.
User Info This field displays the types of user accounts the Zyxel Device uses. If the user type is ext-

user (external user), this field will show its external-group information when you move your
mouse over it.

If the external user matches two external-group objects, both external-group object
names will be shown.

Acct. Status

For a captive portal login, this field displays the accounting status of the account used to
log into the Zyxel Device.

Accounting-on means accounting is being performed for the user login.
Accounting-off means accounting has stopped for this user login.

A “-" displays if accounting is not enabled for this login.
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Table 34 Monitor > System Status > Login Users (confinued)
LABEL DESCRIPTION

RADIUS Profile Name This field displays the name of the RADIUS profile used to authenticate the login through
the captive portal. N/A displays for logins that do not use the captive portal and RADIUS
server authentication.

Refresh Click this button to update the information on the screen.

6.7 Dynamic Guest

A dynamic guest account has a dynamically-created user name and password that allows a guest user
to access the Internet or the Zyxel Device's services in a specified period of time. Multiple dynamic guest
accounts can be automatically generated at one time for guest users by using the web configurator
and the guest-manager account. Guest users can log in with the dynamic accounts when connecting
to an SSID for a specified time unit. Use this screen to look at a list of dynamic guest user accounts on the
Zyxel Device’'s local database. To access this screen, click Monitor > System Status > Dynamic Guest.

Figure 116 Monitor > System Status > Dynamic Guest

Dynamic Guest

Dynamic Guest List

@ Refrash

Page of0 Show (50 |» | items No data to display

The following table describes the labels in this screen.

Table 35 Monitor > System Status > Dynamic Guest

LABEL DESCRIPTION

Dynamic Guest List

Remove Select an entry and click this button to remove it from the list.

Note: If you delete a valid user account which is in use, the Zyxel Device ends the
user session.

# This field is a sequential value and is not associated with any entry.

Status This field displays whether the dynamic user account is active or not.

Username This field displays the user name of the dynamic user account.

Create Time This field displays when the dynamic user account was created.

Remaining Time This field displays the amount of Internet access time remaining for each dynamic user
account.

Time Period This field displays the duration of Internet access for the dynamic user account.

Expiration Time This field displays the date and time the Internet access becomes invalid. Once the fime

allocated to a dynamic account is used up or a dynamic account remains unused after the
expiration time, the account is deleted from the account list.

Quota (T/U/D) This field displays how much data in both directions (Total) or upstream data (Upload) and
downstream data (Download) can be transmitted through the WAN interface before the
Internet access expires.

Remaining Quota | This field displays how much more data can be transmitted through the WAN interface before
the Internet access expires.

ZyWALL VPN Series User's Guide

141



Chapter 6 Monitor

Table 35 Monitor > System Status > Dynamic Guest (continued)

LABEL

DESCRIPTION

Bandwidth (U/D)

This field displays the maximum upstream (Upload) and downstream (Download) bandwidth
allowed for the dynamic user account in kilobits per second.

Charge

This field displays access price per time unit.

Payment Info

This field displays the method of payment for each account.

Real Name

This field displays the user's name of the account.

Emaiil

This field displays the email address of the account.

Phone Number

This displays the user’'s phone number.

User Role

This field displays the role of the account.

The following table describes the icons in this screen.

Table 36 Monitor > System Status > Dynamic Guest Icons

LABEL DESCRIPTION

& This guest account is un-used.

- This guest account is in use and online.

ay

8 This guest account has been used but is offline now.

Ry

This guest account expired.

|

This guest account has been deleted.

6.8 IGMP Statistics

The Internet Group Management Protocol (IGMP) Statistics is used by Zyxel Device IP hosts to inform
adjacent router about multicast group memberships. It can also be used for one-to-many networking
applications such as online streaming video and gaming, distribution of company newsletters, updating
address book of mobile computer users in the field allowing more efficient use of resources when
supporting these types of applications. Click Monitor > System Status > IGMP Statistics fo open the
following screen.

Figure 117 Monitor > System Status > IGMP Statistics

IGMP Statistics

Page

of 0

IGMP Statistics

Show |50 |»| itemns No data to display
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The following table describes the labels in this screen.

Table 37 Monitor > System Status > IGMP Statistics

LABEL DESCRIPTION

# This field is a sequential value, and it is not associated with a specific | GMP Statistics.
Group This field displays the group of devices in the IGMP.

Source IP This field displays the host source IP information of the IGMP.

Incoming Interface

This field displays the incoming interface that’s connected on the IGMP.

Packet Count

This field displays the packet size of the data being transferred.

Bytes

This field displays the size of the data being transferred in Byes.

Outgoing Interface

This field displays the outgoing interface that's connected on the IGMP.

Refresh

Click this button to update the information on the screen.

6.9 The DDNS Status Screen

The DDNS Status screen shows the status of the Zyxel Device's DDNS domain names. Click Monitor >
System Status > DDNS Status to open the following screen.

Figure 118 Monitor > System Status > DDNS Status

DDNS Status

Page of 0

DDNS Status

Show [80 || items No data to display

The following table describes the labels in this screen.

Table 38 Monitor > System Status > DDNS Status

LABEL DESCRIPTION

Update Click this to have the Zyxel Device update the profile to the DDNS server. The Zyxel
Device attempfs to resolve the IP address for the domain name.

# This field is a sequential value, and it is not associated with a specific DDNS server.

Profile Name

This field displays the descriptive profile name for this entry.

Domain Name

This field displays each domain name the Zyxel Device can route.

Effective IP

This is the (resolved) IP address of the domain name.

Last Update

This shows whether the last attempt o resolve the IP address for the domain name was
successful or not. Updating means the Zyxel Device is currently attempting to resolve the
IP address for the domain name.

Last Update Time

This shows when the last attempt to resolve the IP address for the domain name
occurred (in year-month-day hour:minute:second format).

Refresh

Click this button to update the information on the screen.
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6.10 IP/MAC Binding

Click Monitor > System Status > IP/MAC Binding to open the IP/MAC Binding screen. This screen lists the
devices that have received an IP address from Zyxel Device interfaces with IP/MAC binding enabled
and have ever established a session with the Zyxel Device. Devices that have never established a
session with the Zyxel Device do not display in the list.

Figure 119 Monitor > System Status > IP/MAC Binding

Monitor Table

Interface: none hd

Page of 0 Show |50 |» | items No data to display

The following table describes the labels in this screen.

Table 39 Monitor > System Status > IP/MAC Binding

LABEL DESCRIPTION

Interface Select a Zyxel Device interface that has IP/MAC binding enabled to show to which
devices it has assigned an IP address.

# This field is a sequential value, and it is not associated with a specific IP/MAC binding
entry.

IP Address This is the IP address that the Zyxel Device assigned to a device.

Host Name This field displays the name used to identify this device on the network (the computer
name). The Zyxel Device learns these from the DHCP client requests.

MAC Address This field displays the MAC address to which the IP address is currently assigned.

Last Access This is when the device last established a session with the Zyxel Device through this
interface.

Description This field displays the description of the IP/MAC binding.

Refresh Click this button to update the information on the screen.

6.11 Cellular Status Screen

This screen displays your mobile broadband connection status. Click Monitor > System Status > Cellular
Status to display this screen.

ZyWALL VPN Series User's Guide

144



Chapter 6 Monitor

Figure 120 Monitor > System Status > Cellular Status

Cellular Device Status

Page of 0 Show |50 | items No data to display

The following table describes the labels in this screen.

Table 40 Monitor > System Status > Cellular Status

LABEL DESCRIPTION

Refresh Click this button to update the information on the screen.

More Information Click this to display more information on your mobile broadband, such as the signal
strength, IMEA/ESN and IMSI. This is only available when the mobile broadband device
attached and activated on your Zyxel Device. Refer to Section 6.11.1 on page 147.

# This field is a sequential value, and it is not associated with any interface.

Extension Slot This field displays where the entry’s cellular card is located.

Connected Device This field displays the model name of the cellular card.
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Table 40 Monitor > System Status > Cellular Status (continued)

LABEL

DESCRIPTION

Status

¢ No device - no mobile broadband device is connected to the Zyxel Device.

* No Service - no mobile broadband network is available in the area; you cannot
connect to the Internet.

* Limited Service - returned by the service provider in cases where the SIM card is
expired, the user failed to pay for the service and so on; you cannot connect to
the Internet.

¢ Device detected - displays when you connect a mobile broadband device.
¢ Device error - a mobile broadband device is connected but there is an error.
* Probe device fail - the Zyxel Device's test of the mobile broadband device failed.

¢ Probe device ok - the Zyxel Device's test of the mobile broadband device
succeeded.

* Init device fail - the Zyxel Device was not able to initialize the mobile broadband
device.

¢ Init device ok - the Zyxel Device initialized the mobile broadband card.

* Check lock fail - the Zyxel Device's check of whether or not the mobile
broadband device is locked failed.

¢ Device locked - the mobile broadband device is locked.

e SIM error - there is a SIM card error on the mobile broadband device.

¢ SIM locked-PUK - the PUK is locked on the mobile broadband device's SIM card.
¢ SIM locked-PIN - the PIN is locked on the mobile broadband device's SIM card.

* Unlock PUK fail - Your attempt to unlock a WCDMA mobile broadband device's
PUK failed because you entered an incorrect PUK.

¢ Unlock PIN fail - Your attempt to unlock a WCDMA mobile broadband device's
PIN failed because you entered an incorrect PIN.

* Unlock device fail - Your attempt to unlock a CDMA2000 mobile broadband
device failed because you entered an incorrect device code.

¢ Device unlocked - You entered the correct device code and unlocked a
CDMA2000 mobile broadband device.

* Get dev-info fail - The Zyxel Device cannot get cellular device information.

¢ Get dev-info ok - The Zyxel Device succeeded in retrieving mobile broadband
device information.

* Searching network - The mobile broadband device is searching for a network.
e Getsignal fail - The mobile broadband device cannot get a signal from a network.
* Network found - The mobile broadband device found a network.

¢ Apply config - The Zyxel Device is applying your configuration to the mobile
broadband device.

* Inactive - The mobile broadband interface is disabled.
e Active - The mobile broadband interface is enabled.

* Incorrect device - The connected mobile broadband device is not compatible
with the Zyxel Device.

* Correct device - The Zyxel Device detected a compatible mobile broadband
device.

* Set band fail - Applying your band selection was not successful.

¢ Set band ok - The Zyxel Device successfully applied your band selection.
* Set profile fail - Applying your ISP settings was not successful.

* Set profile ok - The Zyxel Device successfully applied your ISP settings.

e PPP fail - The Zyxel Device failed to create a PPP connection for the cellular
interface.

* Need auth-password - You need to enter the password for the mobile broadband
card on the cellular edit screen.

* Device ready - The Zyxel Device successfully applied all of your configuration and
you can use the mobile broadband connection.

Service Provider

This displays the name of your network service provider. This shows Limited Service if
the service provider has stopped service to the mobile broadband card. For example
if the bill has not been paid or the account has expired.
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Table 40 Monitor > System Status > Cellular Status (continued)

LABEL

DESCRIPTION

Cellular System

This field displays what type of cellular network the mobile broadband connection is
using. The network type varies depending on the mobile broadband card you inserted
and could be UMTS, UMTS/HSDPA, GPRS or EDGE when you insert a GSM mobile
broadband card, or 1xRTT, EVDO Rev.0 or EVDO Rev.A when you insert a CDMA
mobile broadband card.

Signal Quality

This displays the strength of the signal. The signal strength mainly depends on the
antenna output power and the distance between your Zyxel Device and the service
provider's base station.

6.11.1 More Information

This screen displays more information on your mobile broadiband, such as the signal strength, IMEA/ESN
and IMSI that helps identify your mobile broadband device and SIM card. Click Monitor > System Status
> Cellular Status > More Information to display this screen.

Note: This screen is only available when the mobile broadband device is attached to and
activated on the Zyxel Device.

Figure 121 Monitor > System Status > Cellular Status > More Information

= Cellular Device Status

Extension Sloft:
Service Provider:
Cellular System:
Signal Strength:
Signal Quality:

Device Model:
Device Firmware:
Device IMEI / ESN:
SIM Card IMSI:

Device Manufacturer:

The following table describes the labels in this screen.

Table 41 Monitor > System Status > Cellular Status > More Information

LABEL

DESCRIPTION

Extension Slot

This field displays where the entry’s cellular card is located.

Service Provider

This displays the name of your network service provider. This shows Limited Service if the
service provider has stopped service to the mobile broadband card. For example if the
bill has not been paid or the account has expired.
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Table 41  Monitor > System Status > Cellular Status > More Information (continued)

LABEL

DESCRIPTION

Cellular System

This field displays what type of cellular network the mobile broadband connection is
using. The network type varies depending on the mobile broadband card you inserted
and could be UMTS, UMTS/HSDPA, GPRS or EDGE when you insert a GSM mobile
broadband card, or 1xRTT, EVDO Rev.0 or EVDO Rev.A when you insert a CDMA mobile
broadband card.

Signal Strength

This is the Signal Quality measured in dBm.

Signal Quality

This displays the strength of the signal. The signal strength mainly depends on the
antenna output power and the distance between your Zyxel Device and the service
provider's base station.

Device Manufacturer

This shows the name of the company that produced the mobile broadband device.

Device Model

This field displays the model name of the cellular card.

Device Firmware

This shows the software version of the mobile broadband device.

Device IMEI/ESN

IMEI (International Mobile Equipment Identity) is a 15-digit code in decimal format that
identifies the mobile broadband device.

ESN (Electronic Serial Number) is an 8-digit code in hexadecimal format that identifies
the mobile broadband device.

SIM Card IMSI

IMSI (International Mobile Subscriber Identity) is a 15-digit code that identifies the SIM
card.

6.12 The UPnP Port Status Screen

Use this screen to look at the NAT port mapping rules that UPnP creates on the Zyxel Device. To access
this screen, click Monitor > System Status > UPnP Port Status.

Figure 122 Monitor > System Status > UPnP Port Status

Forwarded Port Summary

Page of 0

UPnP Port Status

Show [80 || items No data to display

The following table describes the labels in this screen.

Table 42 Monitor > System Status > UPnP Port Status

LABEL DESCRIPTION
Remove Select an entry and click this button to remove it from the list.
# This is the index number of the UPnP-created NAT mapping rule entry.
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Table 42 Monitor > System Status > UPnP Port Status (confinued)

LABEL DESCRIPTION

Remote Host This field displays the source IP address (on the WAN) of inbound IP packets. Since this is often
a wild-card, the field may be blank.

When the field is blank, the Zyxel Device forwards all traffic sent to the External Port on the
WAN interface to the Internal Client on the Internal Port.

When this field displays an external IP address, the NAT rule has the Zyxel Device forward
inbound packets to the Internal Client from that IP address only.

External Port This field displays the port number that the Zyxel Device "listens” non the WAN port) for
connection requests destined for the NAT rule’s Internal Port and Internal Client. The Zyxel
Device forwards incoming packets (from the WAN) with this port number to the Internal Client
on the Internal Port (on the LAN). If the field displays “0", the Zyxel Device ignores the Internal
Port value and forwards requests on all external port numbers (that are otherwise unmapped)
to the Internal Client.

Protocol This field displays the protocol of the NAT mapping rule (TCP or UDP).

Internal Port This field displays the port number on the Internal Client to which the Zyxel Device should
forward incoming connection requests.

Internal Client This field displays the DNS host name or IP address of a client on the LAN. Multiple NAT clients
can use a single port simultaneously if the internal client field is set fo 255.255.255.255 for UDP
mappings.

Internal Client Type | This field displays the type of the client application on the LAN.

Description This field displays a text explanation of the NAT mapping rule.

Delete All Click this to remove all mapping rules from the NAT table.

Refresh Click this button to update the information on the screen.

6.13 USB Storage Screen

This screen displays information about a connected USB storage device. Click Monitor > System Status >
USB Storage to display this screen.

Figure 123 Monitor > System Status > USB Storage

Information

Device Description: N/ A
Usage: M/ A
File Systerm: [N/ A
Spesd: M/ A
Status: none

Detail: none

The following table describes the labels in this screen.

Table 43 Monitor > System Status > USB Storage

LABEL DESCRIPTION

Device description This is a basic description of the type of USB device.

Usage This field displays how much of the USB storage device's capacity is currently being
used out of ifs fotal capacity and what percentage that makes.
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Table 43 Monitor > System Status > USB Storage (continued)

LABEL DESCRIPTION

Filesystem This field displays what file system the USB storage device is formatted with. This field
displays Unknown if the file system of the USB storage device is not supported by the
Zyxel Device, such as NTFS.

Speed This field displays the connection speed the USB storage device supports.

Status Ready - you can have the Zyxel Device use the USB storage device.

Click Remove Now fo stop the Zyxel Device from using the USB storage device so you
can remove it.

Unused - the connected USB storage device was manually unmounted by using the
Remove Now button or for some reason the Zyxel Device cannot mount it.

Click Use It to have the Zyxel Device mount a connected USB storage device. This
button is grayed out if the file system is not supported (unknown) by the Zyxel Device.

none - no USB storage device is connected.

Detail This field displays any other information the Zyxel Device refrieves from the USB storage
device.

* Deactivated - the use of a USB storage device is disabled (turned off) on the Zyxel
Device.

¢ OutofSpace - the available disk space is less than the disk space full threshold.
* Mounting - the Zyxel Device is mounting the USB storage device.

* Removing - the Zyxel Device is unmounting the USB storage device.

* none - the USB device is operating normally or not connected.

6.14 Ethernet Neighbor Screen

The Ethernet Neighbor screen allows you to view the Zyxel Device's neighboring devices in one place.

It uses Smart Connect, that is Link Layer Discovery Protocol (LLDP) for discovering and configuring LLDP-
aware devices in the same broadcast domain as the Zyxel Device that you're logged intfo using the
web configurator.

LLDP is a layer-2 protocol that allows a network device to advertise its identity and capabilities on the
local network. It also allows the device to maintain and store information from adjacent devices which
are directly connected to the network device. This helps you discover network changes and perform
necessary network reconfiguration and management.

Note: Enable Smart Connect on the System > ZON screen.
See also System > ZON for more information on the Zyxel One Network (ZON) utility that uses the Zyxel
Discovery Protocol (ZDP) for discovering and configuring ZDP-aware Zyxel devices on the same network

as the computer on which the ZON utility is installed.

Click Monitor > System Status > Ethernet Neighbor to see the following screen
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Figure 124 Monitor > System Status > Ethernet Neighbor

Ethernet Neighbor

Page of 0

Show [80 || items No data to display

The following table describes the fields on the previous screen.

Table 44 Monitor > System Status > Ethernet Neighbor

LABEL

DESCRIPTION

Local Port (Description)

This field displays the port of the Zyxel Device, on which the neighboring device is
discovered.

For Zyxel Devices that support Port Role, if ports 3 fo 5 are grouped together and there
is a connection to P5 only, the Zyxel Device will display P3 as the interface port
number (even though there is no connection to that port).

Model Name

This field displays the model name of the discovered device.

System Name

This field displays the system name of the discovered device.

Firmware Version

This field displays the firmware version of the discovered device.

Port (Description)

This field displays the first internal port on the discovered device. Internal is an
interface type displayed on the Network > Interface > Ethernet > Edit screen. For
example, if P1 and P2 are WAN, P3 to P5 are LAN, and Pé is DMZ, then Zyxel Device will
display P3 as the first internal interface port number.

For Zyxel Devices that support Port Role, if ports 3 to 5 are grouped together and there
is a connection to P5 only, the Zyxel Device will display P3 as the first infernal interface
port number (even though there is no connection to that port).

IP Address This field displays the IP address of the discovered device.
MAC Address This field displays the MAC address of the discovered device.
Refresh Click this button to update the information on the screen.

6.15 FQDN Object Screen

Click Monitor > System Status > FQDN Object to open the FQDN Object screen. View FQDN-to-IP address
mappings cached in this screen. An FQDN is resolved to its IP address using the DNS server configured on
the Zyxel Device. If the Zyxel Device receives a DNS query for an FQDN and the Zyxel Device has an

FQDN cache entry, the Zyxel Device can map the IP address in a DNS response without having to query
a DNS name server. The Zyxel Device updates FQDN-to-IP address mappings when the TTL (Time To Live)

setting expires.

You can configure FQDN objects in Configuration > Object > Address/Geo IP > Address or Configuration
> Object > Address/Geo IP > Address Group.
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FQDN can be used in Security Policy, Policy Route, BWM and Web Authentication profiles as source and
destination criteria. FQDN with a wildcard (for example, *.zyxel.com) can be used in these profiles as
destination criteria only.

Suppose you want to block certain users from going to a website with a dynamically updated IP address
using DDNS. Create an FQDN object for the website in Object > Address, and then create a Security
Policy in Security Policy > Policy Control > Add. Use the FQDN object to identify the website as a
destination, and configure specific users to block. When a user tries to connect to the forbidden
website, the Zyxel Device first checks the IP address - website mapping in response to the DNS query
and then finds the FQDN object match. The Security Policy that has this FQDN object match can then
block the configured users from accessing the website.

Figure 125 Monitor > System Status > FQDN Object

IPv4 FQDN Object Cache List
FQDN Cbject: | All v

Page of 0 Show 30 |»| items No data to display

IPvé FQDN Object Cache List
FQDN Cbject: | All v

Page of 0 Show 30 |v | items No data to display

The following table describes the fields on the previous screen.

Table 45 Monitor > System Status > FQDN Object

LABEL DESCRIPTION

IPv4 FQDN Object Cache List

You must first configure IPv4 FQDN objects in Configuration > Object > Address/Geo IP in the IPv4 Address
Configuration field.

FQDN Object Select a previously created object from the drop-down list box to display related
FQDN object caches used in DNS queries.

# This is the index number of the FQDN entry.

Name This field displays the name of the selected FQDN object used in DNS queries.

FQDN This field displays a host’s fully qualified domain name.

IP Address This field displays the mapping of the FQDN to an IP address. This is the IP address of a
host.

TTL This field displays the number of seconds the Zyxel Device holds IP address - FQDN
object mapping in its cache. The mapping is updated when the TTL (Time To Live)
setting expires.

IPv6 FQDN Object Cache List

You must first configure IPvé FQDN objects in Configuration > Object > Address/Geo IP in the IPv6 Address
Configuration field.
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Table 45 Monitor > System Status > FQDN Object

LABEL DESCRIPTION

FQDN Object Select an object from the drop-down list box to display related IPvé FQDN object
caches used in DNS queries.

# This is the index number of the IPvé FQDN entry.

Name This field displays the name of the selected IPvé FQDN object used in DNS queries.

FQDN This field displays a host’s fully qualified domain name.

IP Address This field displays the mapping of the FQDN to an IPvé address. This is the IPvé address
of a host.

TTL This field displays the number of seconds the Zyxel Device holds IP address - FQDN
object mapping in its cache. The mapping is updated when the TTL (Time To Live)
setting expires.

Refresh Click this button to update the information on the screen.

6.16 Virtual Server Load Balancing

Virtual server load balancing allows you to distribute incoming connection requests to a virtual server
between multiple real (physical) servers. This helps reduce each server’s workload and to decrease
virtual server response fimes.

Use this screen to view traffic stafistics between a client and a real server. You can then assess if loading
among real servers is balanced. If not, you may need to change the loading algorithm.

Please see Section 12.5 on page 377 for more information on virfual load balancing server.
Click Monitor > Virtual Server LB to see the following screen

Figure 126 Monitor > Virtual Server LB

Virtual Server Load Balancer Status

Virtual Server Load Balancer Status

Wiew: Traffic/Connections By Packsts »

= virtual Server LB: all (192.168.100.99:80)(1 Server)
1 192.168.11.33 80 On-line 0 0 576 1491 32434 2174692

= Virtual Server LB: ftp (192.168.100.99:21)(1 Server)
2 192.168.11.33 21 On-line 2 3 28 15889 1380 23767002

= Virtual Server LB: no_active (192.168.100.100:80)(1 Server)
3 192.168.11.33 80 Off-line n/c nfa n/a n/a n/a n/a

= Virtual Server LB: no_health_check (192.168.100.100:21)(1 Server)
4 192.168.11.33 21 On-line 0 0 0 0 0 0

= Virtual Server LB: partial (192.168.100.99:443)(2 Servers)

5 192.148.11.33 443 On-line 0 0 0 0 0 0
& 192.168.11.34 443 Off-line n/c n/a n/c n/c n/c n/c
Page |1 of 1 Show |50 |v|items Displaying 1-6 of &
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The following table describes the labels in this screen.

Table 46 Monitor > Virtual Server LB

LABEL DESCRIPTION
View Select how to view the virtual server load balancing traffic.
e Traffic/Connections By Packets: This will display this number of connections and the
number of bytes to/from a specific server.
* Traffic/Connections By Rates: This will display this number of connections per second and
the number of bytes per second to/from a specific server.
# This is the index number of a table enfry.
Server IP This field displays the IP address of the real server to which the virtual server load balancing

fraffic is coming from/going to.

Server Port

This field displays the port number on the real server that identifies the service the client
requested.

Status

This field displays the result of the health check. If the health check fails, it will display Off-line,
if the health check is OK, it displays On-line.

The following fields display when you choose Traffic/Connections By Packets

Active Connection

This field displays the number of active connections between the real server and clients for
the specified service.

Inactive
Connection

This field displays the number of once active, but now idle connections between the real
server and clients for the specified service.

Incoming Packefts

This field displays the number of packets going to the real server from clients for the specified
service.

Outgoing Packets

This field displays the number of packets coming from the real server to clients for the
specified service.

Incoming Bytes

This field displays the number of bytes going to the real server from clients for the specified
service.

Outgoing Bytes

This field displays the number of bytes coming from the real server to clients for the specified
service.

The following fields display when you choose Traffic/Connections By Rates

Connections/s

This field displays the number of connections per second between the real server and clients
for the specified service.

Incoming Packets/s

This field displays the number of packets per second going to the real server from clients for
the specified service.

Outgoing Packets/s

This field displays the number of packets per second coming from the real server to clients for
the specified service.

Incoming Bytes/s

This field displays the number of bytes per second going to the real server from clients for the
specified service.

Outgoing Bytes/s

This field displays the number of bytes per second coming from the real server to clients for
the specified service.

Refresh

Click this button to update the information on the screen.

6.17 AP Information: AP List

The AP Information menu contains AP List, Radio List, Top N APs and Single AP screens. Click Monitor >
Wireless > AP Information to display the AP List screen.

ZyWALL VPN Series User's Guide

154




Chapter 6 Monitor

Figure 127 Monitor > Wireless > AP Information > AP List

AP List
Hide Advanced Settings

Radio List

Filter

AP List: Al

AP List

[ Encble Column Freeze

Page of 0

Top N APs Single AP

7 Status: All = Keyword: Search

»

Show |50 |¥| ltems No data to display

The following table describes the labels in this screen.

Table 47 Monitor > Wireless > AP Information > AP List

LABEL DESCRIPTION
Filter Click Show Advanced Settings to reveal Filter fields where you can display managed APs by
status, keyword or those managed by the Nebula portal.
AP List Select the type of APs you want to display.
Select All to show all kinds of APs that are currently or used to be connected to the Zyxel
Device.
Select NebulaFlexPRO to show the APs that can work in Nebula cloud management mode.
Status Select the status of APs you want to display.
You can display APs managed by the Zyxel Device according to the following:
* Online All: APs that are online now + APs with configuration conflict + APs with non-
supported features + APs that are now updating firmware
e Online: APs that are online now
* Conflict: APs with configurations in conflict with the Zyxel Device (see More Details)
¢ Non Support: APs with features not supported by the Zyxel Device (see More Details)
* Updating: APs that are have updated firmware and rebooted
¢ Offline All: Offline + Offline for Firmware Update
e Offline: The CAPWAP server did not receive keep-alive packets from these APs in the
last 2 minutes (Offline All - Offline for Firmware Update)
¢ Offline for Firmware Update: APs that were rebooted before updating firmware
e Un-Mgmt: APs that are not managed by the Zyxel Device
Keyword Enter a keyword to display the APs that include it in their AP information, such as model
number, firmware version, MAC address and so on. This field is case-sensitive.
Search Click this to update the list of APs based on the search criteria.
Your search criteria is retained when navigating between screens.
Reset Click this to return the search criteria to the factory defaults and display all currently or

previously connected APs without a filter.

Enable Column
Freeze

Select this to lock the index columns in place while scrolling to the right.

Edit the selected rule

Select an AP and click this fo change the selected AP’'s properties, such as its group, radio,
VLAN and port settings.

Add to Mgmt AP List

Select an AP and click this to add the selected AP to the managed AP list.

Reboot device

Select one or multiple APs and click this button to force the AP(s) to restart.
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Table 47 Monitor > Wireless > AP Information > AP List (continued)

LABEL

DESCRIPTION

Remove the
selected rule

Select one or multiple APs and click this button to remove the AP(s) from the manged AP
list.

Note: If on the Configuration > Wireless > Controller screen you set the
Registration Type to Always Accept, then as soon as you remove an AP
from this list it reconnects.

DCS Now 4

Select one or multiple APs and click this button to use DCS (Dynamic Channel Selection) fo
allow the AP to automatically find a less-used channel in an environment where there are
many APs and there may be interference.

Note: You should have enabled DCS in the applied AP radio profile before the
APs can use DCS.

Note: DCS is not supported on the radio which is working in repeater AP mode.

More Information =

Select an AP and click this to view a daily station count about the selected AP. The count
records station activity on the AP over a consecutive 24 hour period.

Radio Information
L1

Select an online AP and click this buttfon to go to the Monitor > Wireless > AP Information >
Radio List screen to view detailed information about the AP’s radios.

Query Controller Log

Select one or multiple APs and click this button to go to the Monitor > Log > View Log screen
fo view the selected AP’s current log messages.

Nebula =

Select an AP and click this fo open a screen where you can set whether the AP’s IP address
and VLAN settings will be changed when it goes into Nebula cloud management mode. .

Note: The AP will be set to Nebula cloud management mode and removed from
the managed AP list right after you click OK.

Upgrade Firmware
Now

Select one or more APs and click this button to update the APs’ firmware version.

Suppression On O

Select an AP and click this button to enable the AP’s LED suppression mode. All the LEDs of
the AP will turn off after the AP is ready. This button is not available if the selected AP
doesn’t support suppression mode.

Suppression Off @

Select an AP and click this button fo disable the AP’s LED suppression mode. The AP LEDs
stay lit after the AP is ready. This button is not available if the selected AP doesn’t support
suppression mode.

Locator On &

Select an AP and click this button to run the locator feature. The AP’s Locator LED will start
to blink for 10 minutes by default. It will show the actual location of the AP between several
devices on the network.

# This field is a sequential value, and it is not associated with any entry.
Status This field displays the status of AP.
* Online All: APs that are online now + APs with configuration conflict + APs with non-
supported features + APs that are now updating firmware
* Online: APs that are online now
* Conflict: APs with configurations in conflict with the Zyxel Device (see More Details)
* Non Support: APs with features not supported by the Zyxel Device (see More Details)
* Updating: APs that are have updated firmware and rebooted
e Offline All: Offline + Offline for Firmware Update
e Offline: The CAPWAP server did not receive keep-alive packets from these APs in the
last 2 minutes (Offline All - Offline for Firmware Update)
e Offline for Firmware Update: APs that were rebooted before updating firmware
e Un-Mgmt: APs that are not managed by the Zyxel Device
Description This field displays the AP’s description, which you can configure by selecting the AP’s entry
and clicking the Edit button.
CPU Usage This field displays the CPU Usage of the AP.
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Table 47 Monitor > Wireless > AP Information > AP List (continued)

LABEL DESCRIPTION

IP Address This field displays the IP address of the AP.

MAC Address This field displays the MAC address of the AP.

Station 2.4G This field displays the number of 2.4G wireless clients connected to the AP.
Station 5G This field displays the number of 5G wireless clients connected to the AP.

Recent Online Time

This displays the most recent time the AP came on-line. N/A displays if the AP has not come
on-line since the Zyxel Device last started up.

Power

This field displays the AP’s power status.

Full - the AP receives power using a power adapter and/or through a PoE switch/injector
using |EEE 802.3at PoE plus. The PoE device that supports IEEE 802.3at PoE Plus can supply
power of up to 30W per Ethernet port.

Limited - the AP receives power through a PoE switch/injector using IEEE 802.3af POE even
when it is also connected to a power source using a power adaptor. The PoE device that
supports IEEE 802.3af PoE can supply power of up to 15.4W per Ethernet port.

When the AP is in limited power mode, the AP throughput decreases and has just one
fransmitting radio chain.

It always shows Full if the AP does not support power detection.

Type

This indicates whether the AP is on the managed AP list (Mgmt) or not (Un-Mgmf).

This displays Limited when the AP is configured by conflicted or unsupported setting(s).

Model

This field displays the AP’s hardware model information. It displays N/A (not applicable) only
when the AP disconnects from the Zyxel Device and the information is unavailable as a
result.

R1 Mode/ Profile/
ZyMesh Profile

This field displays the operating mode (AP, MON, rootap, or repeater), AP radio profile name
and ZyMesh profile name for Radiol. It displays- for the ZyMesh profile for a radio not using a
ZyMesh profile.

R2 Mode/ Profile/
ZyMesh Profile

This field displays the operating mode (AP, MON, rootap, or repeater), AP radio profile name
and ZyMesh profile name for Radio2. It displays- for the ZyMesh profile for a radio not using a
ZyMesh profile.

Version

This field displays the AP’s current frmware version.

Group

This displays the name of the AP group to which the AP belongs.

Mgnt. VLAN ID (AC/
AP)

This displays the Access Controller (the Zyxel Device) and runtime management VLAN ID
setting for the AP. VLAN Conflict displays if the AP’'s management VLAN ID does not match
the Mgmnt. VLAN ID(AC). This field displays n/a if the Zyxel Device cannot get VLAN
information from the AP.

Last Off-line Time

This field displays the date and time that the AP was last logged out.

LED Status

This field displays the AP LED status.

N/A displays if the AP does not support LED suppression mode and/or have a locator LED to
show the actual location of the AP.

A gray LED icon signifies that the AP LED suppression mode is enabled. All the LEDs of the AP
will furn off after the AP is ready.

A green LED icon signifies that the AP LED suppression mode is disabled and the AP LEDs
stay lit after the AP is ready.

A sun icon signifies that the AP’s locator LED is blinking.

A circle signifies that the AP’s locator LED is extinguished.

Ethernet Uplink

This field displays the AP’s uplink port speed and duplex mode (Full or Half).
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Table 47 Monitor > Wireless > AP Information > AP List (continued)

LABEL

DESCRIPTION

Bluetooth

This field displays the AP’s Bluetooth Low Energy (BLE) capability. Bluetooth Low Energy,
which is also known as Bluetooth Smart, fransmits less data over a shorter distance and
consumes less power than classic Bluetooth. APs communicate with other BLE enabled
devices using advertisements.

N/A displays if the AP does not support BLE.

Unavailable displays if the AP supports Bluetooth, but there is no BLE USB dongle connected
to the USB port of the AP. Some APs, such as the WAC5302D-S, need to have a supported
BLE USB dongle attached to act as a beacon to broadcast packets.

Available displays if the AP supports Bluetooth, detects a BLE device and advertising is
inactive.

Advertising displays if the AP supports Bluetooth, detects a BLE device and advertising is
activated, which means the BLE device can broadcasts packets to every device around it.

Location

This field displays the AP’s location you configured.

Roaming Group

This field displays the name of roaming group to which the AP belongs.

Load Balancing

This field displays the AP’s load balance status when load balancing is enabled on the Zyxel

Group Device. Otherwise, it shows nothing when load balancing is disabled or the radio is in
monitor mode.
S/N This field displays the serial number of the AP.

System Name

This field displays the system name to identify the AP on a network.

Apply

Click Apply fo save your changes back to the Zyxel Device.

Refresh

Click Refresh to update the AP list.

The following table describes the icons in this screen.

Table 48 Monitor > Wireless > AP Information > AP List Icons

LABEL DESCRIPTION

H This AP is not on the management list.
l This AP is on the management list and online.
m This AP is in the process of having its frmware updated.

o
|

This AP is on the management list but offline.

This indicates one of the following cases:

This AP has a runtime management VLAN ID sefting that conflicts with the VLAN ID setting on the
Access Confroller (the Zyxel Device).

A sefting the Zyxel Device assigns to this AP does not match the AP's capability.

6.17.1 AP List: More Information

Use this screen to look af station stafistics for the connected AP. To access this screen, select an entry
and click the More Information button on the AP List screen. Use this screen o look at configuration
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information, port status and station stafistics for the connected AP. To access this screen, select an entry
and click the More Information button on the AP List screen.

Figure 128 Monitor > Wireless > AP Information > AP List > More Information
& AP Information X

AP Information

Configuration Status: Config Setting OK
Non Support: n/a
Port Status
PORTI 1000M/FuUl n/a 15:36:44
Page |1 of 1 Show 50 || items Displaying 1-1 of 1

VLAN Configuration

Page of 0 Show 50 | |ifems No data fo display

Ethernet Neighbor

Page of 0 Show 50 || items No data to display

Station Count

100 Stations Last Update: 2018-01-09 01:20:29

90
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* Note:

The following table describes the labels in this screen.

Table 49 Monitor > Wireless > AP Information > AP List > More Information

LABEL DESCRIPTION

Configuration This displays whether or not any of the AP’s configuration is in conflict with the Zyxel Device's
Status settings for the AP.

Conflict If any of the AP’s configuration conflicts with the ZyWALL's settings for the AP, this field displays

which configuration conflicts. It displays n/a if none of the AP’s configuration conflicts with
the ZyWALL's settings for the AP.

Non Support If any of the AP's configuration conflicts with the Zyxel Device's settings for the AP, this field
displays which configuration conflicts. It displays n/a if none of the AP’s configuration
conflicts with the Zyxel Device's settings for the AP.
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Table 49 Monitor > Wireless > AP Information > AP List > More Information (continued)

LABEL DESCRIPTION
Port Status
Port This shows the name of the physical Ethernet port on the Zyxel Device.
Status This field displays the current status of each physical port on the AP.
Down - The port is not connected.
Speed / Duplex - The port is connected. This field displays the port speed and duplex setting
(Full or Half).
PVID This shows the port’s PVID.
A PVID (Port VLAN ID) is a tag that adds to incoming untagged frames received on a port so
that the frames are forwarded to the VLAN group that the tag defines.
Up Time This field displays how long the physical port has been connected.
Tx Bcast This field displays the number of broadcast packets fransmitted on the port.
Rx Bcast This field displays the number of broadcast packets received on the port.
VLAN
Configuration
Name This shows the name of the VLAN.
Status This displays whether or not the VLAN is activated.
VID This shows the VLAN ID number.
Member This field displays the Ethernet port(s) that is a member of this VLAN.

Ethernet Neighbor

Local Port

(Description)

This field displays the port of the Zyxel Device, on which the neighboring device is discovered.

For Zyxel Devices that support Port Role, if ports 3 to 5 are grouped together and there is a
connection to P5 only, the Zyxel Device will display P3 as the interface port number (even
though there is no connection to that port).

Model Name

This field displays the model name of the discovered device.

System Name

This field displays the system name of the discovered device.

Firmware This field displays the firmware version of the discovered device.

Version

Port This field displays the first internal port on the discovered device. Internal is an interface type

(Description) displayed on the Network > Interface > Ethernet > Edit screen. For example, if P1 and P2 are
WAN, P3 to P5 are LAN, and Pé is DMZ, then Zyxel Device will display P3 as the first internal
interface port number.
For Zyxel Devices that support Port Role, if ports 3 to 5 are grouped together and there is a
connection to P5 only, the Zyxel Device will display P3 as the first infernal interface port
number (even though there is no connection to that port).

IP Address This field displays the IP address of the discovered device.

MAC Address This field displays the MAC address of the discovered device.

Station Count

The y-axis represents the number of connected stations.

The x-axis shows the time over which a station was connected.

Last Update

This field displays the date and time the information in the window was last updated.

OK

Click OK to save your changes back to the Zyxel Device.

Cancel

Click Cancel fo exit this screen without saving your changes.
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6.17.2 AP List: Edit AP

Select an AP and click the Edit Selected Rule button in the Monitor > Wireless > AP Information > AP List
table to display this screen.

Figure 129 Monitor > Wireless > AP Information > AP List > Edit AP

Configurotion
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Each field is described in the following table.

Table 50 Monitor > Wireless > AP Information > AP List > Edit AP

LABEL

DESCRIPTION

Create new Object

Use this menu to create a new Radio Profile object to associate with this AP.

MAC This displays the MAC address of the selected AP.

Model This field displays the AP’'s hardware model information. It displays N/A (not applicable) only
when the AP disconnects from the Zyxel Device and the information is unavailable as a
result.

Description Enter a description for this AP. You can use up to 31 characters, spaces and underscores
allowed.

Group Sefting Select an AP group to which you want this AP to belong.

System Name

Enter a name tfo identify the AP on a network. This is usually the AP’s fully qualified domain
name.

Location

Specify the name of the place where the AP is located.

Roaming Group

Specify the name of the roaming group to which the AP belongs. You can use up fo 31
alphanumeric and @# characters. Dashes and underscores are also allowed. The name
should start with a letter or digit.

The 802.11k neighbor list a client requests from the AP is generated according to the
roaming group and RCPI (Received Channel Power Indicator) value of its neighbor APs.

When a client wants to roam from the current AP to another, other APs in the same roaming
group or not in a roaming group will be candidates for roaming. Neighbor APs in a different
roaming group will be excluded from the 802.11k neighbor lists even when the neighbor AP
has the best signal strength.

If the AP’s roaming group is not configured, any neighbor APs can be candidates for
roaming.

Load Balancing
Group 1/2

Load balancing is only applied to APs within the same group. If a load balancing group is
not assigned to an AP, it will belong to a default group.

Each AP can belong fo up to two groups.

Radio 1/2 Setting

Override Group
Radio Setting

Select this option fo overwrite the AP radio settings with the settings you configure here.

Radio 1/2 OP Mode

Select the operating mode for radio 1 or radio 2.

AP Mode means the AP can receive connections from wireless clients and pass their data
fraffic through to the Zyxel Device to be managed (or subsequently passed on to an
upstream gateway for managing).

MON Mode means the AP monitors the broadcast area for other APs, then passes their
information on to the Zyxel Device where it can be determined if those APs are friendly or
rogue. If an AP is set to this mode it cannot receive connections from wireless clients.

Radio 1/2 Profile

Select a profile from the list. If no profile exists, you can create a new one through the
Create new Object menu.

Override Group
Output Power
Setting

Select this option to overwrite the AP output power setting with the setting you configure
here.

Output Power

Set the output power of the AP.

Override Group SSID
Setting

Select this opfion to overwrite the AP SSID profile setting with the setting you configure here.

This section allows you to associate an SSID profile with the radio.

Edit

Select an SSID and click this button o reassign it. The selected SSID becomes editable
immediately upon clicking.
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Table 50 Monitor > Wireless > AP Information > AP List > Edit AP (continued)

LABEL DESCRIPTION
# This is the index number of the SSID profile. You can associate up to eight SSID profiles with
an AP radio.
SSID Profile Indicates which SSID profile is associated with this radio profile.
IP Setting

Force Overwrite IP
Setting

Select this to change the AP’s IP address setting to match the configuration in this screen.

Get Automatically

Select this fo have the AP act as a DHCP client and automatically get the IP address,
subnet mask, and gateway address from a DHCP server.

Used Fixed IP Select this if you want to specify the IP address, subnet mask, gateway and DNS server
Address address manually.
IP Address Enter the IP address for the AP.

Subnet Mask

Enter the subnet mask of the AP in dot decimal notation. The subnet mask indicates what
part of the IP address is the same for all devices in the network.

Gateway

Enter the IP address of the gateway. The AP sends packets to the gateway when it does not
know how to route the packet to its destination. The gateway should be on the same
network as the AP.

DNS Server IP
Address

Enter the IP address of the DNS server.

VLAN Settings

Override Group
VLAN Setting

Select this option to overwrite the AP VLAN setting with the setting you configure here.

Force Overwrite

Select this to have the Zyxel Device change the AP’s management VLAN to match the

VLAN Config configuration in this screen.
Management Enter a VLAN ID for this AP.
VLAN ID

As Native VLAN

Select this option fo treat this VLAN ID as a VLAN created on the Zyxel Device and not one
assigned to it from outside the network.

Storm Control Setfting

Traffic storm control limits the number of broadcast and/or multicast packets the Zyxel
Device receives on the ports. When the maximum number of allowable broadcast and/or
multicast packets is reached, the subsequent packets are discarded.

Select Broadcast Storm Control fo enable broadcast storm control on the Zyxel Device.
Enabling this will drop ingress broadcast traffic in the physical Ethernet port if it exceeds the
maximum fraffic rate.

Select Multicast Storm Control to enable mulficast storm control on the Zyxel Device.
Enabling this will drop ingress multicast traffic in the physical Ethernet port if it exceeds the
maximum fraffic rate.

Rogue AP Detection
Setting

This feature allows the Zyxel Device to monitor the WiFi signals for other wireless APs. A rogue
AP is a wireless access point operating in a network’s coverage area that is not under the
control of the network administrator, and which can potentially open up holes in a
network’s security.

Select this check box to detect Rogue APs in the network.

Antenna Setting

Select Wall if you mount the Zyxel Device to a wall. Select Ceiling if the Zyxel Device is
mounted on a ceiling. You can switch from Wall to Ceiling if there are still wireless dead
zones, and vice versa.

LED Suppression
Mode Configuration

If the Suppression On check box is checked, the LEDs of yourZyxel Device will turn off after
it's ready.

If the check box is unchecked, the LEDs will stay lit after theZyxel Device is ready.
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Table 50 Monitor > Wireless > AP Information > AP List > Edit AP (continued)

LABEL

DESCRIPTION

Power Setting

Select this check box if you are using a PoE injector that does not support POE negotiation.
Otherwise, the Zyxel Device cannot draw full power from the power sourcing equipment.
Enable this power mode to improve the Zyxel Device's performance in this situation.

Note: Ensure that the power sourcing equipment can supply enough power to
the AP to avoid abnormal system reboots.

Note: Only enable this if you are using a passive PoE injector that is not |IEEE
802.3at/bt compliant but can still provide full power.

Locator LED
Configuration

Click Turn On button to activate the locator. The Locator function will show the actual
location of the Zyxel Device between several devices in the network.

Otherwise, click Turn Off to disable the locator feature.

Automatically
Extinguish After

Enter a time interval between 1 and 60 minutes to stop the locator LED from blinking.
Default is 10 minutes.

Reset AP Click Apply Factory Default to reset all of the AP settings to the factory defaults.
Configuration

oK Click OK to save your changes back to the Zyxel Device.

Cancel Click Cancel to close the window with changes unsaved.

6.18 AP Information: Radio List

Click Monitor > Wireless > AP Information > Radio List to display the Radio List screen.

Figure 130 Monitor > Wireless > AP Information > Radio List

AP List Radio List

Radio List

Page

Top N APs Single AP

Show (80 |»| items No data to display

The following table describes the labels in this screen.

Table 51 Monitor > Wireless > AP Information > Radio List

LABEL

DESCRIPTION

More Information

Click this icon to see the traffic statistics, station count, SSID, Security Mode and
VLAN ID information on the AP.

#

This field is a sequential value, and it is not associated with a specific radio.

Frequency Band

This field displays the WLAN frequency band using the IEEE 802.11 a/b/g/n standard
of 2.4 or 5 GHz.

Channel ID

This field displays the WLAN channels using the IEEE 802.11 protocols.
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Table 51 Monitor > Wireless > AP Information > Radio List

LABEL DESCRIPTION

Tx Power This shows the radio’s output power (in dBm).

Station This field displays the station count information.

Rx This field displays the total number of bytes received by the radio.

X This field displays the total number of bytes fransmitted by the radio.
Model This field displays the AP's hardware model information. It displays N/A (not

applicable) only when the AP disconnects from the Zyxel Device and the
information is unavailable as a result.

MAC Address

This field displays the MAC address of the AP.

Radio

This field displays the Radio number. For example 1.

OP Mode

This field displays the operating mode of the AP. It displays n/a for the profile for a
radio not using an AP profile.

AP Mode means the AP can receive connections from wireless clients and pass their
data traffic through to the Zyxel Device to be managed (or subsequently passed on
to an upstream gateway for managing).

AP / ZyMesh Profile

This indicates the AP radio and ZyMesh profile names to which the radio belongs.

Antenna

This indicates the antenna orientation for the radio (Wall or Ceiling).

This shows N/A if the AP does not allow you to adjust coverage depending on the
orientation of the antenna for each radio using the web configurator or a physical
switch.
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6.18.1 Radio List: More Information

This screen allows you to view detailed information about a selected radio’s SSID(s), wireless traffic and
wireless clients for the preceding 24 hours. To access this window, select an entry and click the More
Information button on the Radio List screen.

Figure 131 Monitor > Wireless > AP Information > Radio List > More Information
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The following table describes the labels in this screen.

Table 52 Monitor > Wireless > AP Information > Radio List > More Information

LABEL DESCRIPTION
MBSSID Detail This list shows information about the SSID(s) that is associated with the radio over the preceding
24 hours.
# This is the items sequential number in the list. It has no bearing on the actual data in this list.
SSID Name This displays an SSID associated with this radio. There can be up to eight maximum.
BSSID This displays the MAC address associated with the SSID.
Security This displays the security mode in which the SSID is operating.
Mode
Forwarding This field indicates the forwarding mode (Local Bridge or Tunnel) associated with the SSID
Mode profile.
VLAN This displays the VLAN ID associated with the SSID.

Traffic Statistics

This graph displays the overall fraffic information about the radio over the preceding 24 hours.

y-axis

This axis represents the amount of data moved across this radio in megabytes per second.

X-QIXi$

This axis represents the amount of time over which the data moved across this radio.

Station Count

This graph displays information about all the wireless clients that have connected to the radio
over the preceding 24 hours.

y-Qaxis

The y-axis represents the number of connected wireless clients.

X-QIXi$

The x-axis shows the time over which a wireless client was connected.

Last Update

This field displays the date and time the information in the window was last updated.

OK

Click this to close this window.

Cancel

Click this to close this window.

6.19 AP Information: Top N APs

Use this screen to view the top five or top ten wireless traffic usage and associated wireless stations for
the preceding 24 hours. Click Monitor > Wireless > AP Information > Top N APs to display the Top N APs

screen.
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Figure 132 Monitor > Wireless > AP Information > Top N APs
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The following table describes the labels in this screen.

Table 53 Monitor > Wireless > AP Information > Top N APs

LABEL DESCRIPTION

View Select this to view the top five or top ten wireless traffic usage and associated
wireless stations for the preceding 24 hours.

Usage by If you view the data usage by Usage, select the frequency band and the measure

unit in GB or MB to display the graph.

If you view the date usage by Station Number, select the measure unitin GB or MB to
display the graph.

Traffic Usage

This graph displays the overall fraffic information about the top five or top ten
wireless fraffic for the preceding 24 hours.

y-Qaxis

The y-axis represents the amount of fraffic in megabytes/gigabytes.

X-0IXiS

The x-axis represents the time over which wireless traffic flows transmitting from/to
the AP.

Station Count

This graph displays information about all the wireless stations that have connected
to the AP for the preceding 24 hours.

y-axis The y-axis represents the number of connected wireless stations.
X-QIXi$ The x-axis represents the time over which a wireless client was connected.
Refresh Click Refresh to update this screen.
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6.20 AP Information: Single AP

Use this screen to view wireless traffic usage and wireless stations for a managed AP. Click Monitor >
Wireless > AP Information > Single AP to display the Single AP screen.

Figure 133 Monitor > Wireless > AP Information > Single AP
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The following table describes the labels in this screen.

Table 54 Monitor > Wireless > AP Information > Single AP

LABEL DESCRIPTION

AP Selection Select a managed AP from the drop-down list box to view its wireless traffic usage
and wireless stations.

Usage by Select the measure unit in GB or MB to display the graph.

Traffic Usage

This graph displays the overall traffic information about the AP you specified for the
preceding 24 hours.

y-axis

The y-axis represents the amount of traffic in megabytes/gigabytes.

X-QIXis

The x-axis represents the time over which wireless traffic flows fransmitting from/to
the AP.

Station Count

This graph displays information about all the wireless stations that have connected
to the AP for the preceding 24 hours.

y-Qaxis The y-axis represents the number of connected wireless stations.
X-aXis The x-axis represents the time over which a wireless client was connected.
Refresh Click Refresh to update this screen.
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6.21 ZyMesh

Use this screen to view the ZyMesh traffic statistics between the managed APs. Click Monitor > Wireless >
ZyMesh to display this screen.

Figure 134 Monitor > Wireless > ZyMesh
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The following table describes the labels in this screen.

Table 55 Monitor > Wireless > ZyMesh

LABEL DESCRIPTION

# This field displays the index number of the managed AP (in repeater mode) in this list.

Description This field displays the descriptive name of the managed AP (in repeater mode).

IP Address This field displays the IP address of the managed AP (in repeater mode).

Channel ID This field displays the number of the channel used by the managed AP (in repeater
mode).

Hop This is the hop count of the managed AP. For example, “1" means the managed AP
is connected to aroot AP directly. “2" means there is another repeater AP between
the managed AP and the root AP.

Uplink AP Info This shows the role and descriptive name of the managed AP to which this
managed AP is connected wirelessly.

SSID Name This indicates the name of the wireless network (SSID) the managed AP uses to

associated with another managed AP.

Signal Strength

Before the slash, this shows the signal strength the uplink AP (a root AP or a repeater)
receives from this managed AP (in repeater mode).

After the slash, this shows the signal strength this managed AP (in repeater mode)
receives from the uplink AP.

Link Up Time This field displays the time the managed AP first associated with the root AP or
repeater.

MAC Address This field displays the MAC address of the managed AP (in repeater mode).

Tx Power This field displays the output power of the managed AP (in repeater mode).

Root AP This field displays the descriptive name of the root AP to which the managed AP is
connected wirelessly.

Tx Rate This field displays the maximum transmission rate of the root AP or repeater to which
the managed AP is connected.

Rx Rate This field displays the maximum reception rate of the root AP or repeater to which
the managed AP is connected.

Refresh Click Refresh to update this screen.
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6.22 SSID Info

Use this screen to view the number of wireless clients currently connected to an SSID and the security
type used by the SSID. Click Monitor > Wireless > SSID Info to display this screen.

Figure 135 Monitor > Wireless > SSID Info
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Station information for each SSID
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The following table describes the labels in this screen.

Table 56 Monitor > Wireless > SSID Info

LABEL DESCRIPTION
# This is the SSID’s index number in this list.
SSID This indicates the name of the wireless network to which the client is connected. A

single AP can have multiple SSIDs or networks.

2.4GHz This shows the number of wireless clients which are currently connected to the SSID
using the 2.4 GHz frequency band, Click the number to go to the Station Info >
Station List screen. See Section 6.24 on page 173.

5GHz This shows the number of wireless clients which are currently connected to the SSID
using the 5 GHz frequency band, Click the number to go to the Station Info > Station
List screen. See Section 6.24 on page 173.

SSID Profile Name This indicates the name of the SSID profile in which the SSID is defined,
Security Mode This indicates which secure encryption methods is being used by the SSID.
Refresh Click Refresh to update this screen.

6.23 Station Info: Station List

The Station Info menu contains Station List, Top N Stations and Single Station screens. This screen displays
information about connected wireless stations. Click Monitor > Wireless > Station Info > Station List to
display this screen.
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Figure 136 Monitor > Wireless > Station Info > Station List
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The following table describes the labels in this screen.

Table 57 Monitor > Wireless > Station Info > Station List

LABEL DESCRIPTION
Hide/Show Advanced Click this button to display a greater or lesser number of configuration fields.
Settings

Show Filter/ Hide Filer

Click this button to show or hide the filter settings.

Filter

IP Address Enter the IP address of the statfion you want to display. This field is case-sensitive.
Associated AP Select the AP(s) with which the stations you want to display associate.
SSID Name Select the SSID(s) to which the stations you want to display are connected.

MAC Address

Enter the MAC address of the station you want to display. This field is case-sensitive.

Security Mode

Select the security mode(s) used by the stations you want to display.

Account Enter the user account name of the station you want to display. This field is case-
sensitive.

Login Type Select the login method(s) used by the stations you want to display.

Band Select the frequency band used by the stations you want to display.

Search Click this to update the list of stations based on the search criteria.
Your search criteria is retained when navigating between screens.

Reset Click this to return the search criteria to the factory defaults and display all

connected stations without a filter.

Enable Column Freeze

Select this to lock the index columns in place while scrolling to the right.

Station List

# This field is a sequential value, and it is not associated with a specific station.

MAC Address This field displays the MAC address of the station.

SSID Name This field displays the SSID names of the station.

Associated AP This field displays the APs that are associated with the station.

IP Address This field displays the IP address of the station.

Channel This field displays the number of the channel used by the station to connect to the
network.

Rx Rate This field displays the receive data rate of the station.

Tx Rate This field displays the tfransmit data rate of the stafion.

Signal Strength

This field displays the signal strength of the station.

Association Time

This field displays the fime duration the station was online and offline.

Enterprise

This field displays the RADIUS server of the station.
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Table 57 Monitor > Wireless > Station Info > Station List

LABEL

DESCRIPTION

Captive Portal

This displays whether the station logged into the network via the captive portal login
page.

MAC Auth This displays whether the statfion logged info the network via MAC authentication.
Band This field displays the frequency band which is currently being used by the station.
Capability This displays the supported standard currently being used by the station or the

standards supported by the station.

802.11 Features

This displays whether the station supports IEEE802.11r, IEEE 802.11k, IEEE 802.11v or
none of the above (N/A).

Security Mode

This field displays the security mode the station is using.

Download This field displays the number of bytes received by the station.
Upload This field displays the number of bytes transmitted from the station.
Refresh Click Refresh to update this screen.

6.24 Station Info: Top N Stations

Use this screen to view the top five or top ten traffic statistics of the wireless stations. Click Monitor >

Wireless > Station Info > Top

N Stations fo display this screen.

Figure 137 Monitor > Wireless > Station Info > Top N Stations
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The following table describes the labels in this screen.

Table 58 Monitor > Wireless > Station Info > Top N Stations

LABEL DESCRIPTION
View Select this to view the top five or top ten traffic statistics of the wireless stations.
Usage by Select the measure unit in GB or MB to display the graph.
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Table 58 Monitor > Wireless > Stafion Info > Top N Stations

LABEL DESCRIPTION
Traffic Usage This graph displays the overall fraffic information about the statfions for the preceding
24 hours.
y-Qaxis This axis represents the amount of data moved across stations in megabytes per
second.
Refresh Click Refresh to update this screen.

6.25 Station Info: Single Station

Use this screen to view traffic statistics of the wireless station you specified. Click Monitor > Wireless >
Station Info > Single Station fo display this screen.

Figure 138 Monitor > Wireless > Station Info > Single Statfion
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The following table describes the labels in this screen.

Table 59 Monitor > Wireless > Stafion Info > Single Station

LABEL DESCRIPTION

Station Selection Select this fo view the traffic statistics of the wireless station.

Usage by Select the measure unit in GB or MB to display the graph.

Traffic Usage This graph displays the overall traffic information about the station over the
preceding 24 hours.

y-Qaxis This axis represents the amount of data moved across this station in megabytes per

second.

Refresh Click Refresh to update this screen.
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6.26 Detected Device

Use this screen to view information about wireless devices detected by the AP. Click Monitor > Wireless >
Detected Device to access this screen.

Note: At least one radio of the APs connected to the Zyxel Device must be set to monitor
mode (on the Configuration > Wireless > AP Management screen) in order to detect
other wireless devices in its vicinity.

Figure 139 Monitor > Wireless > Detected Device

Detected Device

Page of 0 Show [50 |» | items No data to display

The following table describes the labels in this screen.

Table 60 Monitor > Wireless > Detected Device

LABEL DESCRIPTION

Discovered APs

Rogue AP This shows how many devices are detected as rogue APs.
Suspected rogue | This shows how many devices are detected as possible rogue APs.
AP

Friendly AP This shows how many devices are detected as friendly APs.

Un-Classified AP This shows how many devices are detected, but have not been classified as either Rogue or
Friendly by the Zyxel Device.

Detect now Click this button for the Zyxel Device to scan for APs in the network.

Mark as Rogue Click this button to mark the selected AP as a rogue AP. A rogue AP can be contained on the
AP Configuration > Wireless > MON Mode screen.

Mark as Friendly Click this button to mark the selected AP as a friendly AP. For more on managing friendly APs,
AP see the Configuration > Wireless > MON Mode screen.

# This is the station’s index number in this list.

Role This indicates the detected device's role (such as friendly or rogue).

Classified by This indicates the detected device'’s classification rule.

MAC Address This indicates the detected device's MAC address.

SSID Name This indicates the detected device's SSID.

Channel ID This indicates the detected device's channel ID.

802.11 Mode This indicates the 802.11 mode (a/b/g/n) transmitted by the detected device.

Security This indicates the encryption method (if any) used by the detected device.
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Table 60 Monitor > Wireless > Detected Device (continued)

LABEL DESCRIPTION

Seen by This indicates which AP detects the device.
If an AP in monitor mode detected this AP, this column will show “N/A".

If an AP using Rogue AP Detection detfected this device, it will show the name of the AP and the
signal stfrength from the detected device. If the wireless device is detected by more than one
AP, only the top 5 APs with the highest signal strength will be shown.

Group This indicates which group the defected device belongs.

Description This displays the detected device's description. For more on managing friendly and rogue APs,
see the Configuration > Wireless > MON Mode screen.

Last Seen This indicates the last time the device was detected by the Zyxel Device.

Refresh Click this to refresh the items displayed on this page.

6.27 The Printer Status Screen

This screen displays information about the connected statement printer. Click Monitor > Printer Status to
display this screen.

Figure 140 Monitor > Printer Status
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The following table describes the labels in this screen.

Table 61 Monitor > Printer Status

LABEL DESCRIPTION

# This is the index number of the printer in the list.

IPv4 Address This field displays the IP address of the printer that you configured in the screen.
Update Time This field displays the date and time the Zyxel Device last synchronized with the printer.

This shows n/a when the printer status is sync fail.

Status This field displays whether the Zyxel Device can connect to the printer and update the printer
information.

Description This field displays the descriptive name of the printer that you configured in the screen.

Nickname This field displays the nickname of the printer that you configured in the Edit screen.

Firmware Version | This field displays the model number and firmware version of the printer.

This shows n/a when the printer status is sync fail.

MAC This field displays the MAC address of the printer.
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6.28 The IPSec Screen

You can use the IPSec Monitor screen to display and to manage active IPSec SAs. To access this screen,
click Monitor > VPN Monitor > IPSec. The following screen appears. Click a column’s heading cell to sort

the table entries by that co

lumn’s criteria. Click the heading cell again to reverse the sort order.

Figure 141 Monitor > VPN Monitor > IPSec
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Each field is described in the following table.

Table 62 Monitor > VPN Monitor > IPSec

LABEL DESCRIPTION

Name Type the name of a IPSec SA here and click Search to find it (if it is associated). You
can use a keyword or regular expression. Use up to 30 alphanumeric and _+-
()!$*A:2 | {}{1<>/ characters. See Section 6.28.1 on page 178 for more details.

Policy Type the IP address(es) or names of the local and remote policies for an IPSec SA
and click Search to find it. You can use a keyword or regular expression. Use up to 30
alphanumeric and _+-.()1$*A:2 | {}[1<>/ characters. See Section 6.28.1 on page 178
for more details.

Search Click this button to search for an IPSec SA that matches the information you
specified above.

Disconnect Select an IPSec SA and click this button fo disconnect it.

Connection Check

Select an IPSec SA and click this button to check the connection.

#

This field is a sequential value, and it is not associated with a specific SA.

Serial Number

This field displays the serial number of this Zyxel Device.

System Name

This field displays the name used to identify the Zyxel Device.

Name This field displays the name of the IPSec SA.

Policy This field displays the content of the local and remote policies for this IPSec SA. The IP
addresses, not the address objects, are displayed.

My Address This field displays the IP address of local computer.

Secure Gateway

This field displays the secure gateway information.

Up Time This field displays how many seconds the IPSec SA has been active. This field displays
N/A if the IPSec SA uses manual keys.
Timeout This field displays how many seconds remain in the SA life fime, before the Zyxel

Device automatically disconnects the IPSec SA. This field displays N/A if the IPSec SA
uses manual keys.
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Table 62 Monitor > VPN Monitor > IPSec (confinued)
LABEL DESCRIPTION

Inbound (Bytes) This field displays the amount of traffic that has gone through the IPSec SA from the
remote IPSec router to the Zyxel Device since the IPSec SA was established.

Outbound (Bytes) This field displays the amount of traffic that has gone through the IPSec SA from the
Zyxel Device to the remote IPSec router since the IPSec SA was established.

6.28.1 Regular Expressions in Searching IPSec SAs

A question mark (2) lets a single character in the VPN connection or policy name vary. For example, use
“aec” (without the quotation marks) to specify abc, acc and so on.

Wildcards (*) let multiple VPN connection or policy names match the pattern. For example, use **abc”
(without the quotation marks) to specify any VPN connection or policy name that ends with “abc”. A
VPN connection named “testabc” would match. There could be any number (of any type) of
characters in front of the “abc” at the end and the VPN connection or policy name would sfill match. A
VPN connection or policy name named “testacc” for example would not match.

A *in the middle of a VPN connection or policy name has the Zyxel Device check the beginning and
end and ignore the middle. For example, with “albc*123", any VPN connection or policy name starting
with "abc” and ending in *123" matches, no matter how many characters are in between.

The whole VPN connection or policy name has fo match if you do not use a question mark or asterisk.

6.29 The SSL Screen

The Zyxel Device keeps track of the users who are currently logged into the VPN SSL client. Click Monitor
> VPN Monitor > SSL fo display the user list.

Use this screen to do the following:

* View a list of active SSL VPN connections.
* Log out individual users and delete related session information.

Once a user logs out, the corresponding entry is removed from the screen.

Figure 142 Monitor > VPN Monitor > SSL
SSL
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The following table describes the labels in this screen.

Table 63 Monitor > VPN Monitor > SSL

LABEL DESCRIPTION

Disconnect Select a connection and click this button to terminate the user’s connection and delete
corresponding session information from the Zyxel Device.

Refresh Click Refresh to update this screen.

# This field is a sequential value, and it is not associated with a specific SSL.

User This field displays the account user name used to establish this SSL VPN connection.

Access This field displays the name of the SSL VPN application the user is accessing.

Login Address

This field displays the IP address the user used to establish this SSL VPN connection.

Connected Time

This field displays the time this connection was established.

Inbound (Bytes)

This field displays the number of bytes received by the Zyxel Device on this connection.

Outbound (Bytes)

This field displays the number of bytes transmitted by the Zyxel Device on this
connection.

6.30 The L2TP over IPSec Screen

Click Monitor > VPN Monitor > L2TP over IPSec to open the following screen. Use this screen o display
and manage the Zyxel Device's connected L2TP VPN sessions.

Figure 143 Monitor > VPN Monitor > L2TP over IPSec
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The following table describes the fields in this screen.

Table 64 Monitor > VPN Monitor > L2TP over IPSec

LABEL DESCRIPTION

Disconnect Select a connection and click this button fo disconnect it.

Refresh Click Refresh to update this screen.

# This field is a sequential value, and it is not associated with a specific L2TP VPN session.

User Name This field displays the remote user’s user name.

Hosthame This field displays the name of the computer that has this L2TP VPN connection with the
Zyxel Device.

Assigned IP This field displays the IP address that the Zyxel Device assigned for the remote user’s
computer to use within the L2TP VPN tunnel.

Public IP This field displays the public IP address that the remote user is using fo connect to the
Internet.
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6.31 The Remote AP VPN Screen

You can use the Remote AP VPN Monitor screen to display and to manage active remote AP. Remote
AP enables the Zyxel Device to connect to an Access Point (AP) through a secure VPN tunnel. See
Chapter 22 on page 477 for more information. To access this screen, click Monitor > VPN Monitor >
Remote AP VPN. The following screen appears. Click a column’s heading cell to sort the table entries by
that column’s criteria. Click the heading cell again to reverse the sort order.

Figure 144 Monitor > VPN Monitor > Remote AP VPN
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Each field is described in the following table.

Table 65 Monitor > VPN Monitor > Remote AP VPN
LABEL DESCRIPTION

Name Type the name of aremote AP here and click Search to find it (if it is associated). You
can use a keyword or regular expression. Use up to 30 alphanumeric and _+-
)!$*A:2 | {}{1<>/ characters. See Section 6.28.1 on page 178 for more details.

Policy Type the IP address or name of the local and remote policies for a remote AP and
click Search fo find it. You can use a keyword or regular expression. Use up to 30
alphanumeric and _+-.()1$*A:2 | {}[]<>/ characters. See Section 6.28.1 on page 178
for more details.

Search Click this button to search for a remote AP that matches the information you
specified above.

Disconnect Select aremote AP and click this button fo disconnect it.

# This field is a sequential value, and it is not associated with a specific remote AP.

Remote AP Description This fields displays the remote AP description, which you can configure in
Configuration> Wireless> AP Management, see Section 8.3 on page 196 for more
information.

Assigned IP This field displays the IP address the Zyxel Device assigns to the remote AP from the IP

address pool you set in Configuration> VPN> Remote AP VPN. See Chapter 22 on
page 477 for more information.

Policy This field displays the content of the local and remote policies for this remote AP. The
IP addresses, not the address objects, are displayed.

My Address This field displays the IP address of the Zyxel Device.

Secure Gateway This field displays the IP address of the remote AP.

Up Time This field displays how many seconds the remote AP has been connected to the

Zyxel Device.
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Table 65 Monitor > VPN Monitor > Remote AP VPN (continued)

LABEL

DESCRIPTION

Timeout

This field displays how many seconds remain before the Zyxel Device disconnects
from the remote AP.

Inbound (Bytes)

This field displays the amount of traffic that has gone through the IPSec tunnel from
the remote AP to the Zyxel Device since the remote AP was established.

Outbound (Bytes)

This field displays the amount of traffic that has gone through the IPSec tunnel from
the Zyxel Device to the remote AP since the remote AP was established.

6.32 The Content Filter Screen

Click Monitor > Security Statistics > Content Filter fo display the following screen. This screen displays

content filter statistics.

Figure 145 Monitor > Security Statistics > Content Filter

General Settings

[[] Collect Statistics

Web Request Statistics
Total Submit File:
Blocked:
Warned:

Passed:

Category Hit Summary
Managed Web Pages:

Block Hit Summary

Restricted Wekbk Features:
Forbidden Web Sites:
URL Keywords:

" appiy | sosot | oo | Fushpora

Web Pagss Warned by Category Service:
Web Pagss Blocked by Custom Service:

The following table describes the labels in this screen.

Table 66 Monitor > Security Statistics > Content Filter

LABEL

DESCRIPTION

General Settings

Collect Statistics

Select this check box to have the Zyxel Device collect content filtering statistics.

The collection starting time displays after you click Apply. All of the statistics in this
screen are for the time period starting at the time displayed here. The format is year,
month, day and hour, minute, second. All of the statistics are erased if you restart the
Zyxel Device or click Flush Data. Collecting starfs over and a new collection start time
displays.

Apply

Click Apply to save your changes back to the Zyxel Device.
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6.33

Table 66 Monitor > Security Statistics > Content Filter (continued)

LABEL DESCRIPTION
Reset Click Reset to return the screen to its last-saved settings.
Refresh Click this button to update the report display.
Flush Data Click this button to discard all of the screen’s statistics and update the report display.

Web Request Statistics

Total Submit File

This field displays the number of web pages that the Zyxel Device's content filter feature
has checked.

Blocked This is the number of web pages that the Zyxel Device blocked access.

Warned This is the number of web pages for which the Zyxel Device displayed a warning
message fo the access requesters.

Passed This is the number of web pages to which the Zyxel Device allowed access.

Category Hit Summary

Managed Web Pages

This is the number of requested web pages that the Zyxel Device's content filtering
service identified as belonging to a category that was selected to be managed.

Block Hit Summary

Web Pages Warned by
Category Service

This is the number of web pages that matched an external database content filtering
category selected in the Zyxel Device and for which the Zyxel Device displayed a
warning before allowing users access.

Web Pages Blocked by
Custom Service

This is the number of web pages to which the Zyxel Device did not allow access due to
the content filtering custom service configuration.

Restricted Web
Features

This is the number of web pages to which the ZyWALL limited access or removed
cookies due to the content filtering custom service's restricted web features
configuration.

Forbidden Web Sites

This is the number of web pages to which the Zyxel Device did not allow access
because they maftched the content filtering custom service's forbidden web sites list.

URL Keywords

This is the number of web pages to which the Zyxel Device did not allow access
because they contained one of the content filtering custom service's list of forbidden
keywords.

The SSL Inspection Screens

The Zyxel Device uses SSL Inspection to decrypt SSL traffic, sends it to the Security Service engines for
inspection, then encrypts traffic that passes inspection and forwards it. You must enable SSL Inspection if
you want to use Content Filtering 2.0 Safe Search.

Click Monitor > Security Statistics > SSL Inspection > Summary fo display the following screen.
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Figure 146 Monitor > Security Statistics > SSL Inspection > Summaryt

General Settings

Collect Statistics

Status

Concurrent Sessions:

Summary
Total SSL Sessions:
Sessions Inspected:
Decrypted (Kbytes):
Encrypted (Kbytes):

Sessions Blocked:

Sessions Possed:

since 201a-U

_apply ] reset ] refresh | Fiush Data]

Maximum Concurrent Sessions:

Summary Cerfificate Cache List

The following table describes the labels in this screen.

Table 67 Monitor > Security Statistics > SSL Inspection > Summary

LABEL

DESCRIPTION

Collect Statistics

Select this check box to have the Zyxel Device collect SSL Inspection stafistics.

The collection starting time displays after you click Apply. All of the statistics in this
screen are for the time period starting at the time displayed here. The format is year,
month, day and hour, minute, second. All of the statistics are erased if you restart the
Zyxel Device or click Flush Data. Collecting starts over and a new collection start tfime
displays.

Apply Click Apply to save your changes back to the Zyxel Device.

Reset Click Reset fo return the screen to its last-saved settings.

Refresh Click this butfton to update the report display.

Flush Data Click this button to discard all of the screen'’s statistics and update the report display.
Status

Maximum Concurrent
Sessions

This shows the maximum number of simultaneous SSL Inspection sessions allowed for
your Zyxel Device model.

Concurrent Sessions

This shows the actual number of simultaneous SSL Inspection sessions in progress.

Summary

Total SSL Sessions

This is the total of SSL sessions inspected and number of sessions blocked and number
of sessions passed since data was last flushed or the Zyxel Device last rebooted after
Collect Statistics was enabled.

Sessions Inspected

This shows the total number of SSL sessions inspected since data was last flushed or the
Zyxel Device last rebooted after Collect Statistics was enabled

Decrypted (Kbytes)

This shows the number of kilobytes (KB) of data that was decrypted for Security
Service inspection.

Encrypted (Kbytes)

This shows the number of kilobytes (KB) of data that was re-encrypted after Security
Service inspection and then forwarded.

Sessions Blocked

This shows the number of SSL sessions blocked.

Sessions Passed

This shows the number of SSL sessions passed.
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6.33.1 Certificate Cache List

SSL traffic to a server to be excluded from SSL Inspection is identified by its certificate. Traffic in an
Exclude List is not intercepted by SSL Inspection.

Click Monitor > Security Statistics > SSL Inspection > Certificate Cache List to display a screen that shows
details on SSL traffic going to servers identified by its certificate and an option to add that traffic to the
Exclude List.

Figure 147 Monitor > Security Statistics > SSL Inspection > Certificate Cache List

Cerfificate Cache List

Page of 0 Show [50 || iterns No data to display

Disploy Latest 30 Enfries of Cerificate Cachs List

The following table describes the labels in this screen.

Table 68 Monitor > Security Statistics > SSL Inspection > Certificate Cache List

LABEL DESCRIPTION

Certificate Cache List

Add to Exclude list Select and item in the list and click this icon to add the common name (CN) to the
Exclude List.
# This field is a sequential value, and it is not associated with a specific enfry.
In Exclude List If any one of common name, DNS name, email address or IP address of the

certificate is in the Exclude List, then traffic to the server identified by the certificate is
excluded from inspection.

The icons here are defined as follows:

¢ Gray: The identity of the certificate is not in the Exclude List
¢ Green: The common name of the certificate is in the Exclude List

¢ Yellow: The common name of certificate is not in the Exclude List but one of the
DNS name, email address or IP address is.

Time This is the latest date (yyyy-mm-dd) and fime (hh-mm:-ss) that the record in the
certificate cache list was met.

Common Name This displays the common name in the certificate of the SSL traffic destination server.

Server Name Indication | Server Name Indication (SNI) is the domain name entered in the browser, FTP client,
etfc. to begin the SSL session with the server. It allows multiple SSL sessions to the same
IP address and port number with different certificates from different SNI. This field
displays the SNI for this SSL session.

SSL Version This field shows the SSL version. SSLv3/TLS1.0 is currently supported.
Destination This displays the IP address and port number of the SSL fraffic destination server.
Valid Time This displays the cache item expiry time in seconds. The cache item is deleted when

the remaining time expires.

Refresh Click this button to update the information on the screen.
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6.34 Log Screens

Log messages are stored in two separate logs, one for regular log messages and one for debugging
messages. In the regular log, you can look at all the log messages by selecting All Logs, or you can
select a specific category of log messages (for example, security policy or user). You can also look at
the debugging log by selecting Debug Log. All debugging messages have the same priority.

6.34.1 View Log

To access this screen, click Monitor > Log. The log is displayed on the following screen.

Note: When a log reaches the maximum number of log messages, new log messages
automatically overwrite existing log messages, starting with the oldest existing log
message first.

* The maximum possible number of log messages in the Zyxel Device varies by model.

Events that generate an alert (as well as a log message) display in red. Regular logs display in black.
Click a column’s heading cell to sort the table entries by that column’s criteria. Click the heading cell
again to reverse the sort order. The Web Configurator saves the filter settings if you leave the View Log
screen and return to it later.

Figure 148 Monitor > Log > View Log

View Log View AP Log

Show Filter

Logs
Category: All Logs 7

B Email Log Now | @ Refresh | & Clear

1 2018-0... ermor mylyX... Skip get_fime_zone, porometer missing!
2 2018-0... noftice myZyX... GetlimeZone: Processing...
3 2018-0... ermor myZyX... Skp get_time_zone, parameter missing!
4 2018-0... notice mylyX... Getlimelone: Processing...
5 201&0... ermor mylyX... Skip get_fime_zone, parameter missing!
é 2018-0... notice myZyX... Getlimelone: Processing...
7 2018-0... eror mylyX... Skip get_fime_zone, parameter missing!
8 2018-0... notice myZyX... GetlimeZone: Processing...
9 2018-0... eror mylyX... Skip get_time_zone, porameter missing!
10 2018-0... notice myZyX... GetlimelZone: Processing...
1 2018-0... eror myZyX... Skp get fime zone, parameter missing!
12 2018-0... notice mylyX... Getlimelone: Processing...
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The following table describes the labels in this screen.

Table 69 Monitor > Log > View Log

LABEL

DESCRIPTION

Show (Hide) Filter

Click this button to show or hide criteria that allow you fo filter logs that will be
displayed.

If the filter settings are hidden, the Category, Email Log Now, Refresh, and Clear fields
are available.

If the filter settings are shown, the Category, Priority, Source Address, Destination
Address, Source Interface, Destination Interface, Service, Keyword, Protocol and Search
fields are available.

Category Select the type of log message(s) you want to view. You can also view All Logs at one
time, or you can view the Debug Log.
Priority This displays when you show the filter. Select the priority of log messages fo display. The

log displays the log messages with this priority or higher. Choices are: any, emerg, alert,
crit, error, warn, notice, and info, from highest priority to lowest priority. This field is
grayed out if the Category is Debug Log.

Source Address

This displays when you show the filter. Type the source IP address of the incoming
packet that generated the log message. Do not include the port in this filter.

Destination Address

This displays when you show the filter. Type the IP address of the destination of the
incoming packet when the log message was generated. Do not include the port in this
filter.

Source Interface

This displays when you show the filter. Type the source interface of the incoming packet
that generated the log message.

Destination Interface

This displays when you show the filter. Type the interface of the destination of the
incoming packet when the log message was generated.

Service

This displays when you show the filter. Select the service whose log messages you would
like to see. The Web Configurator uses the protocol and destination port number(s) of
the service to select which log messages you see.

Keyword

This displays when you show the filter. Type a keyword to look for in the Message,
Source, Destination and Note fields. If a match is found in any field, the log message is
displayed. You can use up to 63 alphanumeric characters and the underscore, as well
as punctuation marks ()’ ;2! +-*/= #$% @ ; the period, double quotes, and brackets are
not allowed.

Protocol

This displays when you show the filter. Select a service protocol whose log messages
you would like to see.

Search

This displays when you show the filter. Click this button to update the log using the
current filter seftings.

Reset

Click Reset to return the screen to its last-saved settings.

Email Log Now

Click this button to send log message(s) to the Active email address(es) specified in the
Send Log To field on the Log Settings page.

Refresh Click this button to update the information on the screen.

Clear Click this button to clear the whole log, regardless of what is currently displayed on the
screen.

# This field is a sequential value, and it is not associated with a specific log message.

Time This field displays the time the log message was recorded.

Priority This field displays the priority of the log message. It has the same range of values as the
Priority field above.

Category This field displays the log that generated the log message. It is the same value used in

the Category field above.
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Table 69 Monitor > Log > View Log (continued)

LABEL DESCRIPTION

Message This field displays the reason the log message was generated. The text “[count=x]",
where x is a number, appears at the end of the Message field if log consolidation is
tfurned on and mulfiple enfries were aggregated to generate into this one.

Source This field displays the source IP address and the port number in the event that
generated the log message.

Destination This field displays the destination IP address and the port number of the event that
generated the log message.

Note This field displays any additional information about the log message.

6.34.2 View AP Log

Click on Monitor > Log > View AP Log fo open the following screen.

Figure 149 Monitor > Log > View AP Log

Show Filter

AP Selection

Select an AP:

Log Query Status:

Log Query Information
AP Information:
Log File Status:
Last Log Query Time:

Logs
Display:

Page of 0

All Logs hd

B Email Log Now | @ Refresh | & Clear

Please select one. | ¥

m
]

Show |50 || iterms No data to display

The following table describes the labels in this screen.

Table 70 Monitor > Log > View AP Log

LABEL DESCRIPTION
Show Filter Click this button to show or hide the filter settings.
If the filter settings are hidden, the Display, Email Log Now, Refresh, and Clear fields are
available.
If the filter settings are shown, the Display, Priority, Source Address, Destination Address,
Source Interface, Destination Interface, Service, Keyword, Protocol, and Search fields
are available.
Select an AP Click the pull down menu to choose an AP.
Query Click Query to create a Query log.
Log Query Status The field displays the
AP Information This field displays the AP information. N/A is displayed when
Log File Status This field displays how many logs are available. It will display Empty if there’s none.
Last Log Query Time | This field displays the most recent time a log query was solicited.
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Table 70 Monitor > Log > View AP Log (continued)

LABEL DESCRIPTION

Display Select the category of log message(s) you want to view. You can also view All Logs at
one fime, or you can view the Debug Log.

Priority This displays when you show the filter. Select the priority of log messages to display. The

log displays the log messages with this priority or higher. Choices are: any, emerg, alert,
crit, error, warn, notice, and info, from highest priority to lowest priority. This field is read-
only if the Category is Debug Log.

Source Address

Type the IP address of the source AP.

Destination Address

This displays when you show the filter. Type the IP address of the destination of the
incoming packet when the log message was generated. Do not include the port in this
filter.

Source Interface

This displays when you show the filter. Type the source interface of the incoming packet
that generated the log message.

Destination Interface

This displays when you show the filter. Type the interface of the destination of the
incoming packet when the log message was generated.

Service Select a policy service available from Zyxel Device from the pull down menu.
Keyword Type a keyword of the policy service available from Zyxel Device to search for alog.
Protocol Select the protocol of the AP from the pull down menu.

Search Click this to start the search.

Email Log Now

Click this button to send log message(s) to the Active email address(es) specified in the
Send Log To field on the Log Settings page.

Refresh Click this button to update the information on the screen.

Clear Click this button to clear the whole log, regardless of what is currently displayed on the
screen.

# This field is a sequential value, and it is not associated with a specific log message.

Time This field displays the fime the log message was recorded.

Priority This displays when you show the filter. Select the priority of log messages to display. The
log displays the log messages with this priority or higher. Choices are: any, emerg, alert,
crit, error, warn, notice, and info, from highest priority to lowest priority. This field is read-
only if the Category is Debug Log.

Category This field displays the log that generated the log message. It is the same value used in
the Display and (other) Category fields.

Message This field displays the message of the log.

Source This displays the source IP address of the selected log message.

Destination This displays the source IP address of the selected log message.

Note This field displays any additional information about the log message.
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6.34.3 Dynamic Users Log

Use this screen to view the Zyxel Device'’s dynamic guest account log messages. Click Monitor > Log >
Dynamic Users Log to access this screen.

Figure 150 Monitor > Log > Dynamic Users Log

View Log View AP Log Dynamic Users Log
Logs
Begin Date: 3  EndDate: )
Begin Time: ®  EndTime: (]
% Note:
The search button is a guest to create time.
@ Refrash | & Clear
Page of 0 Show (50 || items MNo data to display

The following table describes the labels in this screen.

Table 71  Monitor > Log > Dynamic Users Log

LABEL

DESCRIPTION

Begin/End Date

Select the first and last dates to specify a time period. The Zyxel Device displays log messages
only for the accounts created during the specified time period after you click Search.

Begin/End Time Select the begin time of the first date and the end time of the last date to specify a time
period. The Zyxel Device displays log messages only for the accounts created during the
specified time period after you click Search.

Search Click this button to update the information on the screen using the filter criteria in the date and
fime fields.

Refresh Click this button to update the information in the screen.

Clear Click this bufton to delete the log messages for invalid accounts.

# This is the index number of the dynamic guest account in the list.

Status This field displays whether an account expires or not.

Username This field displays the user name of the account.

Create Time This field displays when the account was created.

Remaining Time

This field displays the amount of Internet access fime remaining for each account.

Time Period

This field displays the total account of time the account can use to access the Internet through
the Zyxel Device.

Expiration Time

This field displays the date and time the account becomes invalid.

Note: Once the time allocated to a dynamic account is used up or a dynamic
account remains un-used after the expiration time, the account is deleted
from the account list.

Quota (T/U/D)

This field displays how much data in both directions (Total) or upstream data (Upload) and
downstream data (Download) can be transmitted through the WAN interface before the
account expires.

Remaining Quota
(T/U/D)

This field displays the remaining amount of data that can be transmitted or received by each
account. You can see the amount of either data in both directions (Total) or upstream data
(Upload) and downstream data (Download).
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Table 71 Monitor > Log > Dynamic Users Log (contfinued)

LABEL

DESCRIPTION

Bandwidth (U/D)

This field displays the maximum upstream (Upload) and downstream (Download) bandwidth
allowed for the user account in kilobits per second.

Real Name This field displays the user's name of the account.
Email This field displays the email of the account.
Charge This field displays the total cost of the account.

Payment Info

This field displays the method of payment for each account.

Phone Num

This field displays the telephone number for the user account.
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CHAPTER 7
Licensing

7.1 Registration Overview

Use the Configuration > Licensing > Registration screens to register your Zyxel Device and manage its
service subscriptions.

¢ Use the Registration screen (see Section 7.1.2 on page 191) to refresh Zyxel Device registration, go fo
portal.myZyxel.com to register your Zyxel Device and activate a service, such as content filtering.

* Use the Service screen (see Section 7.1.3 on page 192) to display the status of your service
registrations and upgrade licenses.

7.1.1 What you Need to Know

This section infroduces the topics covered in this chapter.

Subscription Services Available

See Configuration > Licensing > Registration > Service for the subscription services that your Zyxel Device
supports. Zyxel offers two types of security packs for your Zyxel Device. The subscription services you can
use on the Zyxel Device vary depending on the security pack license you purchase. See the table below
for services available in each pack.

You can purchase an iCard and enter its license key at myZyxel fo extend a service.

7.1.2 Registration Screen

Click the link in this screen to register your Zyxel Device at myZyxel. Then click Refresh in this screen and
wait a few moments for the registration information to update. If the page does noft refresh, make sure
the Internet connection is working and click Refresh again. The Zyxel Device should already have
Infernet access and be able to access myZyxel. Click Configuration > Licensing > Registration in the
navigation panel to open the screen as shown next.

Click on the icon to go to the OneSecurity website where there is guidance on configuration
walkthrough and other information.
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Figure 151 Configuration > Licensing > Registration

Registration

= Corfiguration
Registration Status  walkthrough

* Note:

Device Registration Status: Registerad m

If you want to register myZyxel, please go to porfalmyzyxel.com.

7.1.3 Service Screen

Use this screen to display the

status of your service registrations and upgrade licenses. To activate or

extend a standard service subscription, purchase an iCard and enter the iCard’s PIN number (license
key) at myZyxel. Click Activate in this screen to enable both Trial and Standard services on this Zyxel
Device. Click Configuration > Licensing > Registration > Service to open the screen as shown next.

Figure 152 Configuration > Licensing > Registration > Service - VPN300

Regisiration Service

Service Status

Service Refresh

Service license Refresh

* Note:

1 Content Filter 2.0 Activated Standerd 2021-6-24 NfA
2  GeoEnforcer Activated Standard 2021-12-2% N/ A
3 Managsd AP Senvice Default 8
4 55L VPN Service Default 50
5 Hotspot Management Subscription Service  Expired Tricl A Buy
& Concurrent Device Upgrade Default 500 Buy
7 Device HAPro Activated Standerd NfA
§ Frmware Upgrade Service Activated MIA
Page |1 of 1 Show |50 || items Displaying 1 -8of 8

Update device license information from myZyxel server. To activate the license, please go to porfal.my

The following table describes the labels in this screen.

Table 72 Configuration > Licensing > Registration > Service

LABEL DESCRIPTION

Service Status

# This is the enftry’s position in the list.

Service This lists the name of services or service modules that are available on the Zyxel

Device.

Content Filter 2.0

This is a license to a database that can block websites by category, such as
Gambling.

Geo Enforcer

This is a license to access a database of country-to-IP address mappings to filter
fraffic by country.

Managed AP Service

This is a license to manage more APs than the default for your Zyxel Device when
the AP controller is enabled.
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Table 72 Configuration > Licensing > Registratfion > Service (confinued)

LABEL

DESCRIPTION

SSL VPN Service

This is a license to increase the number of SSL VPN tunnels allowed to the Zyxel
Device. SSL VPN allows you to:

* limit user access to specific applications or file sharing server on the network.
e define user access to specific networks.

e assign private IP addresses and provide DNS/WINS server information to remote
users to access internal networks.

Hotspot Management
Subscription Service

This is a license fo manage hotspot functions such as Billing, Printer Manager, Free
Time, IPnP, Walled Garden and Advertisement.

Concurrent Device
Upgrade

This is a license to increase the number of devices (based on unique MAC address)
that can log in and use the Zyxel Device Hotspot at the same time.

Device HA Pro

This is a license for professional High Availability (HA) that lefs a backup Zyxel
Device automatically take over if the master Zyxel Device fails.

Firmware Upgrade
Service

This is a free license to get Cloud Helper noftifications when new firmware is
available. You must register your Zyxel Device at myZyxel.

Status

This field displays whether a service license is enabled at myZyxel (Activated) or not
(Not Activated) or expired (Expired). If displays the remaining Grace Period if your
license has Expired. It displays Not Licensed if there isn’t a license fo be activated
for this service.

Default displays for quantity-based licenses when the Zyxel Device is currently using
the allowed free number without a license. For example, if a Zyxel Device is allowed
to manage x number of APs without a license and it is currently using that number,
then Managed AP Service Status displays Default.

Service Type

This field displays whether you applied for a trial application (Trial) or registered a
service with your iCard’s PIN number (Standard). This field is blank when a service is
not activated.

Expiration Date

This field displays the date your service license expires or the date the grace period
expires if the license has already expired.

You can continue to use Content Filter during the grace period. After the grace
period ends, all of these features are disabled.

Count This field displays how many instances of a service you can use with your current
license. N/A means a count does not apply to this service.
Action If you need a license or a frial license has expired, click Buy to buy a new one. If a

Standard license has expired, click Renew to extend the license.

Then, click Activate to connect with the myZyxel server to activate the new license.

Service License Refresh

Click this button to renew service license information (such as the registration status
and expiration day).

Note: It is recommended you use this button after you register for a new
service.
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8.1 Overview

CHAPTER 8

Wireless

Use the Wireless screens to configure how the Zyxel Device manages supported Access Points (APs).
Supported APs should be in managed mode. See the product page Licenses tab for a list of supported
APs.

8.1.1 What You Can Do in this Chapter

Use the Controller screen (Section 8.2 on page 194) to set how the Zyxel Device allows new APs to
connect fo the network and setf the country code of APs that are connected to the Zyxel Device.

Use the AP Management screens (Section 8.3 on page 196) fo manage all of the APs connected to

the Zyxel Device.

Use the Rogue AP screen (Section 8.4 on page 220) to assign APs either to the rogue AP list or the

friendly AP list.

Use the Auto Healing screen (Section 8.5 on page 223) to extend the wireless service coverage area
of the managed APs when one of the APs fails.

Use the RTLS screen (Section 8.6 on page 224) to allow managed APs with battery-powered Wi-Fi tags
be part of Ekahau RTLS (Real Time Location Service). RTLS can track the location of APs managed by
the Zyxel Device to create maps, alerts, and reports.

8.2 Controller Screen

Use this screen to set how the Zyxel Device allows new APs to connect to the network. Click
Configuration > Wireless > Controller fo access this screen.

Figure 153 Configuratfion > Wireless > Controller

Configuration

Controller Setfing
Country Code:
Registration Type

USA

@ Manual

© Always Accept

_Apply ] Reset |
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Each field is described in the following table.

Table 73 Configuration > Wireless > Confroller

LABEL

DESCRIPTION

Country Code

Select the country code of APs that are connected to the Zyxel Device to be the same as where
the Zyxel Device is located/installed. The available channels vary depending on the country you
selected.

Registration
Type

Select Manual fo add each AP to the Zyxel Device for management, or Always Accept fo
automatically add APs to the Zyxel Device for management.

If you select Manual, then go to Monitor > Wireless > AP Information > AP List, select an AP to be
managed and then click Add to Mgnt AP List. That AP will then appear in Configuration > Wireless
> Controller > Mgnt. AP List.

Note: Select the Manual option for managing a specific set of APs. This is
recommended as the registration mechanism cannot automatically differentiate
between friendly and rogue APs.

APs must be connected to the Zyxel Device by a wired connection or network.

Apply

Click Apply to save your changes back to the Zyxel Device.

Reset

Click Reset to return the screen to its last-saved settings.

8.2.1 Connecting an AP to the Zyxel Device

¢ You can connect an AP directly to one of the Ethernet ports on the Zyxel Device. You can also
connect an AP indirectly to the Zyxel Device through the local network.

e |f an AP and the Zyxel Device are on the same subnet, the AP will automatically detect and connect
to the Zyxel Device.

¢ If an AP and the Zyxel Device are on different subnets, then you can must configure the AP to
connect fo the Zyxel Device. You can do this manually or by configuring DHCP Option 138 on the
AP’s DHCP server.

¢ After an AP has successfully connected to the Zyxel Device, the AP appearsin the AP List on MONITOR
> Wireless > AP Information.

8.2.2 Connecting an AP to the Zyxel Device Manually

1

Ensure that the Zyxel Device has a static IP address.

Connect to and log on to the AP using a web browser.

On the AP, go to CONFIGURATION > Network > AC Discovery.

Under Discovery Setting, select Manual.

Under Primary static AC IP, enter the IP address of the Zyxel Device.

Click Apply.

The Zyxel Device can now manage the AP.

8.2.3 Connecting an AP to the Zyxel Device Using DHCP Option 138

1

Ensure that the Zyxel Device has a stafic IP address.
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Log on to the DHCP server and configure settings for the network in which the AP is located.

Add a new DHCP option with the following values:
Name: Capwap AC

Code: 138

Type: IP Address

Value: <Zyxel Device IP address>

Restart the AP.
The AP picks up a new DCHP-assigned IP address. The Zyxel Device can now manage the AP.

Use the AP Management screens to manage all of the APs connected to the Zyxel Device.

8.3 AP Management Screens

Use these screens to manage all of the APs connected to the Zyxel Device. Click Configuration >
Wireless > AP Management to access these screens.

Click on the icon fo go to the OneSecurity website where there is guidance on configuration
walkthroughs and other information.

8.3.1 Mgnt. AP List

Figure 154 Configuration > Wireless > AP Management > Mgnt. AP List

Mgnt. AP List AP Policy AP Group Firmware
Hide Advanced Setfings
Filter
AP List: All 7 Status: All e Keyword: Search
Reset
AP List
[l Enable Column Freeze
»
Page of 0 Show |50 || ltems Mo data to display

Each field is described in the following table.

Table 74 Configuration > Wireless > AP Management > Mgnt. AP List

LABEL DESCRIPTION

Filter Click Show Advanced Settings to reveal Filter fields where you can display managed APs by
status, keyword or those managed by the Nebula portal.

AP List Select the type of APs you want to display.

Select All to show all kinds of APs that are currently or used to be connected to the Zyxel
Device.

Select NebulaFlexPRO to show the APs that can work in Nebula cloud management mode.
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Table 74 Configuration > Wireless > AP Management > Mgnt. AP List (continued)

LABEL DESCRIPTION

Status Select the status of APs you want to display.

Keyword Enter a keyword to display the APs that include it in their AP information, such as model
number, firmware version, MAC address and so on. This field is case-sensitive.

Search Click this fo update the list of APs based on the search criteria.
Your search criteria is retained when navigafing between screens.

Reset Click this to return the search criteria to the factory defaults and display all currently or

previously connected APs without a filter.

Enable Column
Freeze

Select this to lock the index columns in place while scrolling to the right.

Edit the selected rule

Select an AP and click this to change the selected AP’s properties, such as its group, radio,
VLAN and port settings.

Add to Mgmt AP List

Select an AP and click this fo add the selected AP to the managed AP list.

Reboot device

Select one or multiple APs and click this button to force the AP(s) to restart.

Remove the
selected rule 1§

Select one or multiple APs and click this button to remove the AP(s) from the manged AP
list.

Note: If on the Configuration > Wireless > Controller screen you set the
Registration Type to Always Accept, then as soon as you remove an AP
from this list it reconnects.

DCS Now

Select one or multiple APs and click this button fo use DCS (Dynamic Channel Selection) to
allow the AP to automatically find a less-used channel in an environment where there are
many APs and there may be interference.

Note: You should have enabled DCS in the applied AP radio profile before the
APs can use DCS.

Note: DCS is not supported on the radio which is working in repeater AP mode.

More Information =1

Select an AP and click this to view a daily station count about the selected AP. The count
records station activity on the AP over a consecutive 24 hour period.

Radio Information
L)

Select an online AP and click this button to go to the Monitor > Wireless > AP Information >
Radio List screen to view detailed information about the AP’s radios.

Query Controller Log

Select one or multiple APs and click this button to go to the Monitor > Log > View Log screen
to view the selected AP’s current log messages.

Nebula ¢

Select an AP and click this fo open a screen where you can set whether the AP’s IP address
and VLAN settings will be changed when it goes into Nebula cloud management mode.

Note: The AP will be set to Nebula cloud management mode and removed from
the managed AP list right after you click OK.

Upgrade Firmware
Now

Select one or more APs and click this button to update the APs’ firmware version.

Suppression On (x

Select an AP and click this button to enable the AP's LED suppression mode. All the LEDs of
the AP will turn off after the AP is ready. This button is not available if the selected AP
doesn't support suppression mode.

Suppression Off @

Select an AP and click this button to disable the AP’s LED suppression mode. The AP LEDs
stay lit after the AP is ready. This button is not available if the selected AP doesn’t support
suppression mode.

Locator On &

Select an AP and click this button to run the locator feature. The AP’s Locator LED will start
to blink for 10 minutes by default. It will show the actual location of the AP between several
devices on the network.
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Table 74 Configuration > Wireless > AP Management > Mgnt. AP List (continued)

LABEL DESCRIPTION
# This field is a sequential value, and it is not associated with any entry.
Status This field displays the status of AP.
e Online All
*  Online
e Conflict
* Non Support
* Updating
e Offline All
e Offline
e Offline for Firmware Update
* Update
e Un-Mgmt
Description This field displays the AP’s description, which you can configure by selecting the AP’s entry
and clicking the Edit button.
CPU Usage This field displays the CPU Usage of the AP.
IP Address This field displays the IP address of the AP.
MAC Address This field displays the MAC address of the AP.
Station 2.4G This field displays the number of 2.4G wireless clients connected fo the AP.
Station 5G This field displays the number of 5G wireless clients connected to the AP.

Recent Online Time

This displays the most recent time the AP came on-line. N/A displays if the AP has not come
on-line since the Zyxel Device last started up.

LED Status

This displays the AP LED status.

N/A displays if the AP does not support LED suppression mode and/or have a locator LED to
show the actual location of the AP.

A gray LED icon signifies that the AP LED suppression mode is enabled. All the LEDs of the AP
will furn off after the AP is ready.

A green LED icon signifies that the AP LED suppression mode is disabled and the AP LEDs
stay lit after the AP is ready.

A sun icon signifies that the AP’s locator LED is blinking.

A circle signifies that the AP’s locafor LED is extinguished.

Model

This field displays the AP's hardware model information. It displays N/A (not applicable) only
when the AP disconnects from the Zyxel Device and the information is unavailable as a
result.

Apply

Click Apply fo save your changes back fo the Zyxel Device.

Refresh

Click Refresh to update the AP list.

8.3.1.1 Edit AP List

Select an AP and click the Edit button in the Configuration > Wireless > AP Management table to display

this screen.

Note: The setftings in the screen will change when you select the Remote AP check box. See
Section 8.3.1.2 on page 204 for more information.
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Storm Control

Storm conftrol prevents broadcast/multicast storms on AP interfaces. A broadcast/multicast storm occurs
when broadcast/multicast packets flood devices in the same subnet, creating excessive traffic and

degrading network performance.

When storm control is enabled on the Zyxel Device, the AP monitors packets received on the its
inferface and determines whether the packets are broadcast or multicast. The AP monitors the number
of broadcast packets received within a one-second time interval. When the interface maximum
packets per second threshold is met, incoming data traffic on the AP interface is dropped until the

maximum packets per second falls below the threshold.

Ethernet storm control is enabled when you enable storm control on a supported AP. At the time of

writing, the following APs support Ethernet storm control:

Wireless storm conftrol is enabled automatically when you enable Remote AP on a supported AP that
has firmware version 6.20 or later. At the time of writing, the following APs support wireless storm control:

NWAT123AC-HD
NWAS5123AC-HD
WAC6303D-S
WAC5302-Sv2
WAX650S
WAX610D
WAX510D
WACS500H
WACS500
NWA210AX
NWAT10AX
NWAT123ACv3

WAX650S
WAX610D
WAX510D
WACS500
WACS500H
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Figure 155 Configuration > Wireless > AP Management > Mgnt. AP List > Edit AP List

= B AP List id ¥

® Croate MNow Oblect?

Famote AF

VLAN SeMings

Crararite Growp VLAN Setfing

Herm Contrel Sotting

Rogue AP Delechion Sefing

Overirite Group Bogue AP Detection fetfing

Anlenna Sebing

Wal ® Celing

LED Suppression Mode Configuralion

Suppreion

1% Nobe:
mode s O
Pawes Sefting
Force ovearite the power mode 1o ful powe.
which s not BEE 802.301/b! compliant.

Reset AP Configuration
Apphy fackony Detoull

ZyWALL VPN Series User's Guide

200



Chapter 8 Wireless

Each field is described in the following table.

Table 75 Configuration > Wireless > AP Management > Mgnt. AP List > Edit AP List

LABEL

DESCRIPTION

Create new Object

Use this menu to create a new Radio Profile object to associate with this AP.

AP Role Select this to enable the remote AP feature.

MAC This displays the MAC address of the selected AP.

Model This field displays the AP's hardware model information. It displays N/A (not applicable) only
when the AP disconnects from the Zyxel Device and the information is unavailable as a
result.

S/N This displays the serial number of the selected AP.

Description Enter a description for this AP. You can use up to 31 characters, spaces and underscores
allowed.

Group Sefting Select an AP group to which you want this AP to belong.

System Name

Enter a name fo identify the AP on a network. This is usually the AP’s fully qualified domain
name.

Location

Specify the name of the place where the AP is located.

Roaming Group

Specify the name of the roaming group to which the AP belongs. You can use up fo 31
alphanumeric and @# characters. Dashes and underscores are also allowed. The name
should start with a letter or digit.

The 802.11k neighbor list a client requests from the AP is generated according to the
roaming group and RCPI (Received Channel Power Indicator) value of its neighbor APs.

When a client wants to roam from the current AP to another, other APs in the same roaming
group or not in a roaming group will be candidates for roaming. Neighbor APs in a different
roaming group will be excluded from the 802.11k neighbor lists even when the neighbor AP
has the best signal strength.

If the AP’s roaming group is not configured, any neighbor APs can be candidates for
roaming.

Load Balancing
Group 1/2

Load balancing is only applied to APs within the same group. If a load balancing group is
not assigned to an AP, it will belong to a default group.

Each AP can belong fo up to two groups.

Radio 1/2 Setting

Override Group
Radio Setting

Select this option fo overwrite the AP radio settings with the settings you configure here.
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Table 75 Configuration > Wireless > AP Management > Mgnt. AP List > Edit AP List (continued)

LABEL

DESCRIPTION

OP Mode

Select the operating mode for radio 1 or radio 2.

AP Mode means the AP can receive connections from wireless clients and pass their data
fraffic through to the Zyxel Device to be managed (or subsequently passed on to an
upstream gateway for managing).

MON Mode means the AP monitors the broadcast area for other APs, then passes their
information on to the Zyxel Device where it can be determined if those APs are friendly or
rogue. If an AP is set to this mode it cannot receive connections from wireless clients.

Root AP means the radio acts as an AP and also supports the wireless connections with
other APs (in repeater mode) to form a ZyMesh to extend its wireless network.

Repeater AP means the radio can establish a wireless connection with other APs (in either
root AP or repeater mode).

Note: To prevent bridge loops, do NOT set both radios on a managed AP o
Repeater AP mode.

Note: The root AP and repeater AP(s) in a ZyMesh must use the same country
code and AP radio profile settings in order fo communicate with each
other.

Note: Ensure you restart the managed AP after you change its operating mode.

Override Group
Output Power
Setting

Select this option to overwrite the AP oufput power setfing with the setting you configure
here.

Output Power

Set the output power of the AP.

Override Group SSID
Setting

Select this option to overwrite the AP SSID profile setting with the setting you configure here.

This section allows you to associate an SSID profile with the radio.

Radio 1/2 AP Profile

Select an AP profile from the list. If no profile exists, you can create a new one through the
Create new Object menu.

Radio 1/2 Profile

Select a monitor profile from the list. If no profile exists, you can create a new one through
the Create new Object menu.

Radio 1/2 ZyMesh
Profile

This field is available only when the radio is in Root AP or Repeater AP mode.

Select the ZyMesh profile the radio uses to connect to aroot AP or repeater.

Enable Wireless

This field is available only when the radio is in Repeater AP mode.

Bridging . . . o .
Select this option fo enable wireless bridging on the radio.
The managed AP must support LAN provision and the radio should be in repeater mode.
VLAN and bridge interfaces are created automatically according to the LAN port’s VLAN
settings. When wireless bridging is enabled, the managed repeater AP can sfill fransmit
data through its Ethernet port(s) after the ZyMesh link is up. Be careful to avoid bridge loops.
The managed APs in the same ZyMesh must use the same static VLAN ID.
Edit Select an SSID and click this button o reassign it. The selected SSID becomes editable
immediately upon clicking.
# This is the index number of the SSID profile. You can associate up to eight SSID profiles with
an AP radio.
SSID Profile Indicates which SSID profile is associated with this radio profile.
IP Setting

Force Overwrite IP
Setting

Select this to have the Zyxel Device change the AP’s IP address setting to match the
configuration in this screen.
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Table 75 Configuration > Wireless > AP Management > Mgnt. AP List > Edit AP List (continued)

LABEL

DESCRIPTION

Get Automatically

Select this to have the AP act as a DHCP client and automatically get the IP address,
subnet mask, and gateway address from a DHCP server.

Use Fixed IP Address

Select this if you want to specify the IP address, subnet mask, gateway and DNS server
address manually.

IP Address

Enter the IP address for the AP.

Subnet Mask

Enter the subnet mask of the AP in dot decimal notation. The subnet mask indicates what
part of the IP address is the same for all devices in the network.

Gateway

Enter the IP address of the gateway. The AP sends packets to the gateway when it does not
know how to route the packet fo its destination. The gateway should be on the same
network as the AP.

DNS Server IP
Address

Enter the IP address of the DNS server.

VLAN Settings

Override Group
VLAN Setting

Select this option to overwrite the AP VLAN setting with the setting you configure here.

Force Overwrite
VLAN Config

Select this to have the Zyxel Device change the AP’s management VLAN to match the
configuration in this screen.

Management VLAN
ID

Enter a VLAN ID for this AP.

As Nafive VLAN

Select this option to treat this VLAN ID as a VLAN created on the Zyxel Device and not one
assigned to it from outside the network.

Storm Control Setting

Broadcast Storm
Control

Enabling this will drop ingress broadcast traffic in the physical Ethernet port if it exceeds the
maximum fraffic rate. The maximum traffic rate can be changed using the CLI (see CLI
Reference Guide).

Ethernet storm control prevents WiFi clients from receiving excessive broadcast traffic sent
from wired clients in the same subnet.

Wireless storm conftrol prevents wired clients from receiving excessive broadcast fraffic sent
from WiFi clients in the same subnet.

Multicast Storm
Control

Enabling this will drop ingress multicast traffic in the physical Ethernet port if it exceeds the
maximum traffic rate. The maximum traffic rate can be changed using the CLI (see CLI
Reference Guide).

Ethernet storm control prevents WiFi clients from receiving excessive multicast traffic sent
from wired clients in the same subnet.

Wireless storm control prevents wired clients from receiving excessive multicast fraffic sent
from WiFi clients in the same subnet.

Rogue AP Detection
Setting

Override Group
Rogue AP Detection
Setting

Select this option fo overwrite the AP Rogue Detection Settings with the settings you
configure here

Enable Rogue AP
Detection

Select this option to detect Rogue APs in the network.

Antenna Setting

This section is available only when the AP has an antenna switch. The screen varies
depending on whether the AP has a physical antenna switch or allows you to change
antenna orientation settings on a per-radio basis or on a per-AP basis.
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Table 75 Configuration > Wireless > AP Management > Mgnt. AP List > Edit AP List (continued)

LABEL

DESCRIPTION

Wall/ Ceiling

This allows you to adjust coverage depending on the antenna orientation of the AP's radios
for better coverage.

Select Wall if you mount the AP to a wall. Select Ceiling if the AP is mounted on a ceiling.
You can switch from Wall to Ceiling if there are sfill wireless dead zones, and vice versa.

LED Suppression

Mode Configuration

This section is available only when the AP supports LED suppression mode.

Suppression On

Select this option to enable the AP’s LED suppression mode. All the LEDs of the AP will turn
off after the AP is ready.

If the check box is unchecked, it means the LEDs will stay lit after the AP is ready.

Power Setting

Enable Force override the power mode to full power if you are using a PoE injector that does
not support PoE negotiation. Otherwise, the AP cannot draw full power from the power
sourcing equipment. Enable this power mode to improve the AP’s performance in this
situation.

Note: Ensure that the power sourcing equipment can supply enough power to
the AP to avoid abnormal system reboofs.

Note: Only enable this if you are using a passive PoE injector that is not IEEE
802.3at/bt compliant but can sfill provide full power.

Locator LED
Configuration

This section is available only when the AP has a locator LED.

Turn On/ Turn Off

When the locator LED is off, click the Turn On button to activate the locator function. It will
show the actual location of the AP between several devices in the network.

If the locator LED is blinking, click the Turn Off button to stop the locator LED from blinking
immediately.

Automatically
Extinguish After

Enter a fime inferval between 1 and 60 minutes to stop the locator LED from blinking. The
locator LED will start to blink for the number of minutes set here.

If you make changes o the time default setting, it will be stored as the default when the AP
restarts.

Reset AP This section is available only when the AP is online.

Configuration

Apply Factory Click the button fo reset all of the AP settings to the factory defaults.
Default

oK Click OK to save your changes back to the Zyxel Device.

Cancel Click Cancel to close the window with changes unsaved.

8.3.1.2 Edit AP List (Remote AP Mode)

Select an AP and click the Edit button in the Configuration > Wireless > AP Management table, Select
the Remote AP check box to display this screen.

Remote AP

Remote AP enables the Zyxel Device to connect fo an Access Point (AP) through a secure VPN tunnel.
This allows you to set up a VPN-enabled WiFi access points in remote locations, such as in a branch
office or at home, which remote WiFi clients can connect to in order to access your network.

You can associate up to four Secure Tunnel SSID profiles and two Local Bridge SSID profiles with a remote

AP radio.
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Configure your AP using Secure Tunnel SSID profiles if you want to access the network behind the Zyxel
Device or to access the Internet. Network traffic from clients connected to these SSIDs is sent through
the RAP tunnel to the Zyxel Device. The Zyxel Device then sends the fraffic out through the interface
defined in the SSID profile.

Configure your AP using Local Bridge SSID profiles if you only want to access the Internet. Network traffic
from clients connected to these SSIDs is sent directly to the network through the AP’s local gateway.

Figure 156 AP Using Secure Tunnel SSID Profile

Local Bridge SSID

Secure Tunnel SSID

— [N
EE%D

To enable the Remote AP role, the Zyxel Device needs 5.00 or later firmware and the managed AP
needs 6.20 or later firmware. Go to AP Management> Firmware to check if the AP has the correct
firmware.

To enable the Remote AP role, you need to have the Secure WiFilicense. See Chapter 7 on page 191 for
more information.
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Figure 157 Configuration > Wireless > AP Management > Mgnt. AP List > Edit AP List (Remote AP Mode)
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Each field is described in the following table.

Table 76 Configuration > Wireless > AP Management > Mgnt. AP List > Edit AP List (Remote AP Mode)

LABEL

DESCRIPTION

Create new Object

Use this menu to create a new Radio Profile object to associate with this AP.

AP Role Select this to enable the remote AP feature.

MAC This displays the MAC address of the selected AP.

Model This field displays the AP's hardware model information. It displays N/A (not applicable) only
when the AP disconnects from the Zyxel Device and the information is unavailable as a
result.

S/N This displays the serial number of the selected AP.

Description Enter a description for this AP. You can use up to 31 characters, spaces and underscores
allowed.

Group Sefting Select an AP group to which you want this AP to belong.

System Name

Enter a name fo identify the AP on a network. This is usually the AP’s fully qualified domain
name.

Location

Specify the name of the place where the AP is located.

IP Setting

Get Automatically

Select this to have the AP act as a DHCP client and automatically get the IP address,
subnet mask, and gateway address from a DHCP server.

Use Fixed IP Address

Select this if you want to specify the IP address, subnet mask, gateway and DNS server
address manually.

IP Address

Enter the IP address for the AP.

Subnet Mask

Enter the subnet mask of the AP in dot decimal notation. The subnet mask indicates what
part of the IP address is the same for all devices in the network.

Gateway

Enter the IP address of the gateway. The AP sends packets to the gateway when it does not
know how to route the packet fo its destination. The gateway should be on the same
network as the AP.

DNS Server IP
Address

Enter the IP address of the DNS server.

VLAN Sefttings

Management VLAN
ID

Enter a VLAN ID for this AP.

As Native VLAN

Select this option fo treat this VLAN ID as a VLAN created on the Zyxel Device and not one
assigned to it from outside the network.

Radio 1/2 Setting

OP Mode

AP Mode means the AP can receive connections from wireless clients and pass their data
traffic through to the Zyxel Device to be managed (or subsequently passed on to an
upstream gateway for managing).

Radio 1/2 AP Profile

Select an AP profile from the list. If no profile exists, you can create a new one through the
Create new Object menu.

Output Power

Set the output power of the AP.

Secure Tunnel SSID

Configure your AP using Secure Tunnel SSID profiles if you want to access the network
behind the Zyxel Device or to access the Internet.

# This field is a sequential value, and it is not associated with a specific entry.

SSID Profile Click on the SSID profile o show the drop down list box. Select a pre-configured SSID profile
you want to configure as the Secure Tunnel SSID.

Interface Click on the interface to show the drop-down list box. Select an interface you want the AP

fraffic to go through on the Zyxel Device. The interface you select here will override the
interface configured in the SSID profile.
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Table 76 Configuration > Wireless > AP Management > Mgnt. AP List > Edit AP List (Remote AP Mode)

LABEL

DESCRIPTION

Band Mode

Click on the band mode to show the drop-down list box. Select the frequency band you
want the AP to use.

Local Bridge SSID

# This field is a sequential value, and it is not associated with a specific

SSID Profile Click on the SSID profile name to show the drop down list box. Select a pre-configured SSID
profile you want to configure as the Local Bridge SSID.

VID Click on the interface fo configure the VID number. The VID you set here will override the
VID configured in the SSID profile.

Band Mode Click on the band mode to show the drop-down list box. Select the frequency band you

want the AP o use.

Storm Control Setting

Broadcast Storm
Control

Enabling this will drop ingress broadcast traffic in the physical Ethernet port if it exceeds the
maximum traffic rate. The maximum traffic rate can be changed using the CLI (see CLI
Reference Guide).

Ethernet storm control prevents WiFi clients from receiving excessive broadcast traffic sent
from wired clients in the same subnet.

Wireless storm control prevents wired clients from receiving excessive broadcast traffic sent
from WiFi clients in the same subnet.

See Section 8.3.1.1 on page 198 for more information on storm control.

Multicast Storm
Control

Enabling this will drop ingress multicast traffic in the physical Ethernet port if it exceeds the
maximum fraffic rate. The maximum fraffic rate can be changed using the CLI (see CLI
Reference Guide).

Ethernet storm confrol prevents WiFi clients from receiving excessive multicast traffic sent
from wired clients in the same subnet.

Wireless storm conftrol prevents wired clients from receiving excessive multicast fraffic sent
from WiFi clients in the same subnet.

See Section 8.3.1.1 on page 198 for more information on storm control.

Antenna Setting

This section is available only when the AP has an antenna switch. The screen varies
depending on whether the AP has a physical antenna switch or allows you to change
antenna orientation settings on a per-radio basis or on a per-AP basis.

Wall/ Ceiling

This allows you to adjust coverage depending on the antenna orientation of the AP’s radios
for better coverage.

Select Wall if you mount the AP to a wall. Select Ceiling if the AP is mounted on a ceiling.
You can switch from Wall to Ceiling if there are sfill wireless dead zones, and vice versa.

LED Suppression
Mode Configuration

This section is available only when the AP supports LED suppression mode.

Suppression On

Select this option to enable the AP’'s LED suppression mode. All the LEDs of the AP will turn
off after the AP is ready.

If the check box is unchecked, it means the LEDs will stay lit after the AP is ready.
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Table 76 Configuration > Wireless > AP Management > Mgnt. AP List > Edit AP List (Remote AP Mode)

LABEL

DESCRIPTION

Power Setting

Enable Force override the power mode to full power if you are using a PoE injector that does
not support PoE negotiation. Otherwise, the AP cannot draw full power from the power
sourcing equipment. Enable this power mode to improve the AP’s performance in this
situation.

Note: Ensure that the power sourcing equipment can supply enough power to
the AP to avoid abnormal system reboots.

Note: Only enable this if you are using a passive PoE injector that is not IEEE
802.3at/bt compliant but can sfill provide full power.

Locator LED
Configuration

This section is available only when the AP has a locator LED.

Turn On/ Turn Off

When the locator LED is off, click the Turn On button to activate the locator function. It will
show the actual location of the AP between several devices in the network.

If the locator LED is blinking, click the Turn Off button to stop the locator LED from blinking
immediately.

Automatically
Extinguish After

Enter a fime interval between 1 and 60 minutes to stop the locator LED from blinking. The
locator LED will start to blink for the number of minutes set here.

If you make changes o the time default setting, it will be stored as the default when the AP
restarts.

Reset AP This section is available only when the AP is online.

Configuration

Apply Factory Click the button to reset all of the AP seftings fo the factory defaults.
Default

oK Click OK to save your changes back to the Zyxel Device.

Cancel Click Cancel to close the window with changes unsaved.
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8.3.2 AP Policy

Use this screen to configure the AP controller’s IP address on the managed APs and determine the
action the managed APs take if the current AP conftroller fails. Click Configuration > Wireless > AP
Management > AP Policy to access this screen.

Figure 158 Configuration > Wireless > AP Management > AP Policy

Mgnt. AP List AP Policy AP Group Firmware
& Wirsless AP
General Settings S controller
[[] Force Overwrite AC IP Config on AP
[ Fall back to Primary Confraller when possible
Firmware Updating
Updating Mode: @ Auto O Manual
|_Reset |

Each field is described in the following table.

Table 77 Configuration > Wireless > AP Management > AP Policy

LABEL DESCRIPTION

Force Override AC IP | Select this to have the Zyxel Device change the AP controller’s IP address on the managed
Config on AP AP(s) to match the configuration in this screen.

Override Type Select Auto to have the managed AP(s) automatically send broadcast packets to find any

other available AP controllers.

Select Manual to replace the AP conftroller’s IP address configured on the managed AP(s)
with the one(s) you specified below.

Primary Controller

Specify the IP address of the primary AP confroller if you set Override Type to Manual.

Secondary Controller

Specify the IP address of the secondary AP controller if you set Override Type to Manual.

Fall back to Primary
Controller when
possible

Select this option to have the managed AP(s) change back to associate with the primary
AP controller as soon as the primary AP controller is available.

Fall Back Check
Interval

Set how often the managed AP(s) check whether the primary AP controller is available.

Firmware Updating
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Table 77 Configuration > Wireless > AP Management > AP Policy (continued)

LABEL

DESCRIPTION

Updating Mode

Specify how you want to upgrade firmware to managed APs (in the Run state) from the
Zyxel Device (the AP Controller). In AP management > Firmware, click Check to make sure
that the Zyxel Device has the latest AP firmware.

Select Auto fo have the Zyxel Device check if the managed APs have the latest AP
firmware, and if not, use CAPWAP (Control and Provisioning of Wireless Access Points
protocol) or Cloud to automatically update firmware to the managed APs.

Select Manual to have the Zyxel Device admin manually check if the managed APs have
the latest firmware. Go to Wireless > AP Management > Mgnt. AP List and check if there are
any APs that display Compatible AP under Status. This means that this AP’s
firmware is not the same as the AP firmware on e Zyxel Device. Check that Zyxel Device
has the latest AP firmware in AP management > Firmware. If yes, go back to Wireless > AP
Management > Mgnt. AP List, select the AP again and click the Upgrade Firmware Now
button to manually update firmware fo that managed AP.

Apply

Click Apply to save your changes back to the Zyxel Device.

Reset

Click Reset to return the screen to its last-saved settings.

8.3.3 AP Group

Use this screen to configure AP groups, which define the radio, port, VLAN and load balancing settings
and apply the setftings to all APs in the group. An AP can belong to one AP group at a time. Click
Configuration > Wireless > AP Management > AP Group to access this screen.

Mgnt. AP List

Group zetting

Default Group:

Group Summary

@ Add

1 default

2  Unclassified

Page |1

Figure 159 Configuration > Wireless > AP Management > AP Group

AP Policy AP Group Firmware
default ¥
0
0
Show |50 |»| items Displaying 1 -2 of 2
[ _Resot |

Each field is described in the following table.

Table 78 Configuration > Wireless > AP Management > AP Group

LABEL

DESCRIPTION

Group Sefting

Default Group

Select a group that is used as the default group.

Any AP that is not configured to associate with a specific AP group belongs to the default
group automatically.

Group Summary

Add

Click this button to create a new AP group.
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Table 78 Configuration > Wireless > AP Management > AP Group (continued)

LABEL DESCRIPTION

Edit Select an entry and click this button to edit its properties.

Remove Select an entry and click this button to remove it from the list.

Note: You cannotf remove a group with which an AP is associated.

DCS Now Select one or multiple groups and click this button to use DCS (Dynamic Channel Selection)
to allow the APs in the group(s) to automatically find a less-used channel in an environment
where there are many APs and there may be interference.

Note: You should have enabled DCS in the applied AP radio profile before the
APs can use DCS.
Note: DCS is not supported on the radio which is working in repeater AP mode.

# This is the index number of the group in the list.

Group Name

This is the name of the group.

Member Count

This is the total number of APs which belong to this group.

Apply

Click Apply to save your changes back to the Zyxel Device.

Reset

Click Reset to return the screen to ifs last-saved settings.
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8.3.3.1 Add/Edit AP Group

Click Add or select an AP group and click the Edit button in the Configuration > Wireless > AP
Management > AP Group table to display this screen.
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Figure 160 Configuration > Wireless > AP Management > AP Group > Add/Edit
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Each field is described in the following table.

Table 79 Configuration > Wireless > AP Management > AP Group > Add/Edit

LABEL

DESCRIPTION

General Settings

Group Name

Enter a name for this group. You can use up to 31 alphanumeric characters. Dashes and
underscores are also allowed. The name should start with a lefter.

Description Enter a description for this group. You can use up to 31 characters, spaces and underscores
allowed.

Location Specify the name of the place where the AP group is located.

Radio 1/2 Setting

OP Mode Select the operating mode for radio 1 or radio 2.

AP Mode means the AP can receive connections from wireless clients and pass their data
fraffic through to the Zyxel Device to be managed (or subsequently passed on to an
upstream gateway for managing).

MON Mode means the AP monitors the broadcast area for other APs, then passes their
information on to the Zyxel Device where it can be determined if those APs are friendly or
rogue. If an AP is set to this mode it cannot receive connections from wireless clients.

Root AP means the radio acts as an AP and also supports the wireless connections with
other APs (in repeater mode) to form a ZyMesh to extend its wireless network.

Repeater AP means the radio can establish a wireless connection with other APs (in either
root AP or repeater mode).

Note: To prevent bridge loops, do NOT set both radios on a managed AP o
Repeater AP mode.

Note: The root AP and repeater AP(s) in a ZyMesh must use the same country
code and AP radio profile settings in order to communicate with each
other.

Note: Ensure you restart the managed AP after you change its operating mode.

Radio 1/2 AP Profile

Select an AP profile from the list. If no profile exists, you can create a new one through the
Create new Object menu.

Radio 1/2 Profile

Select a monitor profile from the list. If no profile exists, you can create a new one through
the Create new Object menu.

Radio 1/2 ZyMesh
Profile

This field is available only when the radio is in Root AP or Repeater AP mode.

Select the ZyMesh profile the radio uses to connect to a root AP or repeater.

Enable Wireless
Bridging

This field is available only when the radio is in Repeater AP mode.
Select this option to enable wireless bridging on the radio.

The managed AP must support LAN provision and the radio should be in repeater mode.
VLAN and bridge interfaces are created automatically according fo the LAN port’s VLAN
settings. When wireless bridging is enabled, the managed repeater AP can still fransmit
data through its Ethernet port(s) after the ZyMesh link is up. Be careful fo avoid bridge loops.

The managed APs in the same ZyMesh must use the same static VLAN ID.

Output Power

Set the maximum output power of the AP.

If there is a high density of APs in an area, decrease the output power of the managed AP
to reduce interference with other APs.

Note: Reducing the output power also reduces the Zyxel Device's effective
broadcast radius.
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Table 79 Configuration > Wireless > AP Management > AP Group > Add/Edit (confinued)

LABEL DESCRIPTION

Edit Select an SSID and click this button to reassign it. The selected SSID becomes editable
immediately upon clicking.

# This is the index number of the SSID profile. You can associate up to eight SSID profiles with
an AP radio.

SSID Profile Indicates which SSID profile is associated with this radio profile.

VLAN Settings

Force Overwrite

Select this fo have the Zyxel Device change the AP's management VLAN to match the

VLAN Config configuration in this screen.
Management VLAN | Enter a VLAN ID for this AP.
ID

As Native VLAN

Select this option fo treat this VLAN ID as a VLAN created on the Zyxel Device and not one
assigned to it from outside the network.

Port Settings

Model Specific
Setting

Select the model of the managed AP fo display the model-specific port and VLAN settings
in the tables below.

Port Setfing

You can activate or deactivate a non-uplink port.

Edit

Double-click an entry or select it and click Edit to open a screen where you can modify the
entry’s setfings.

Activate/Inactivate

To turn on an enfry, select it and click Activate. To turn off an enftry, select it and click
Inactivate.

# This is the port's index number in this list.

Status This displays whether or not the port is activated.

Port This shows the name of the physical Ethernet port on the managed AP.
PVID This shows the port's PVID.

A PVID (Port VLAN ID) is a tag that adds fo incoming untagged frames received on a port
so that the frames are forwarded to the VLAN group that the tag defines.

VLAN Configuration

Use Add to create a new VLAN Configuration. Select a VLAN Configuration first to use the
Edit, Remove, Activate and Inactivate buttons.

# This is the VLAN's index number in this list.

Status This displays whether or not the VLAN is activated.

Name This shows the name of the VLAN.

VID This shows the VLAN ID number.

Member This field displays the Ethernet port(s) that is a member of this VLAN.

Load Balancing
Setting

Enable Load
Balancing

Select this to enable load balancing on the Zyxel Device.

Use this section to configure wireless network traffic load balancing between the managed
APs in this group.

Note: Load balancing is not supported on the radio which is working in root AP or
repeater AP mode.
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Table 79 Configuration > Wireless > AP Management > AP Group > Add/Edit (confinued)

LABEL

DESCRIPTION

Mode

Select a mode by which load balancing is carried out.

Select By Station Number to balance network traffic based on the number of specified
stafions connected to an AP.

Select By Traffic Level to balance network traffic based on the volume generated by the
stations connected to an AP.

Select By Smart Classroom to balance network fraffic based on the number of specified
stafions connected to an AP. The AP ignores association request and authentication
request packets from any new station when the maximum number of stations is reached.

If you select By Station Number or By Traffic Level, once the threshold is crossed (either the
maximum station numbers or with network fraffic), the AP delays association request and
authentication request packets from any new station that attempts to make a connection.
This allows the station to automatically attempt to connect to another, less burdened AP if
one is available.

Radio 1/2 Max
Station Number

Enter the threshold number of stations at which an AP begins load balancing its
connections.

Disassociate
station when
overloaded

This function is enabled by default and the disassociation priority is always Signal Strength
when you set Mode to By Station Number.

Select this option to disassociate wireless clients connected to the AP when it becomes
overloaded. If you do not enable this option, then the AP simply delays the connection until
it can afford the bandwidth it requires, or it transfers the connection to another AP within its
broadcast radius.

The disassociation priority is determined automatically by the Zyxel Device and is as follows:

* Idle Timeout - Devices that have been idle the longest will be disassociated first. If none
of the connected devices are idle, then the priority shifts to Signal Strength.

* Signal Strength - Devices with the weakest signal strength will be disassociated first.

Note: If you enable this function, you should ensure that there are multiple APs
within the broadcast radius that can accept any rejected or kicked wireless
clients; otherwise, a wireless client attempting to connect to an overloaded
AP will be kicked continuously and never be allowed to connect.

Radio 1/2 Traffic
Level

Select the threshold traffic level at which the AP begins load balancing its connections
(Low, Medium, High).

The maximum bandwidth allowed for each level is:

e Low- 11 Mbps,
¢  Medium - 23 Mbps
e High-35M bps

Rogue AP Detection
Setting

Enable Rogue AP

Select this option to detect Rogue APs in the network.

Detection

AP List

Available This lists the APs that do not belong fo this group. Select the APs that you want o add to the
group you are editing, and click the right arrow button to add them.

Member This lists the APs that belong to this group. Select any APs that you want to remove from the
group, and click the left arrow button fo remove them.

AP List

Available This lists the APs that do not belong to this group. Select the APs that you want to add to the

group you are editing, and click the right arrow button to add them.
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Table 79 Configuration > Wireless > AP Management > AP Group > Add/Edit (confinued)

LABEL DESCRIPTION

Member This lists the APs that belong to this group. Select any APs that you want to remove from the
group, and click the left arrow button to remove them.

oK Click OK to save your changes back to the Zyxel Device.

Cancel Click Cancel to close the window with changes unsaved.

Override Member AP | Click this button to overwrite the settings of all managed APs in this group with the setfings
Setting you configure here. All Override Group check boxes on the AP Management > Mgnt. AP List
> Edit AP List screen for the APs in this group will be deselected.

8.3.4 Firmware

The Zyxel Device stores an AP firmware in order to manage supported APs. This screen allows the Zyxel
Device to check for and download new AP firmware when it becomes available on the firmware server.
All APs managed by the Zyxel Device must have the same firmware version as the AP firmware on the
Zyxel Device.

When an AP connects to the Zyxel Device wireless controller, the Zyxel Device will check if the AP has
the same firmware version as the AP firmware on the Zyxel Device. If yes, then the Zyxel Device can
manage it. If no, then the AP must upgrade (or downgrade) its firmware to be the same version as the
AP firmware on the Zyxel Device (and reboot).

The Zyxel Device should always have the latest AP firmware so that:

* APs don't have to downgrade firmware in order fo be managed

e Allnew APs are supported.

Use Check to see if the Zyxel Device has the latest AP firmware. Use Apply to have the Zyxel Device
download the latest AP firmware (see More Details for more information on the firmware) from the
firmware server. If the Zyxel Device does not have enough space for the latest AP firmware, then the
Zyxel Device will delete an existing firmware that no AP is using before downloading the new AP
firmware.
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Click Configuration > Wireless > AP Management > Firmware to access this screen.

Figure 161 Configuratfion > Wireless > AP Management > Firmware
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Each field is described in the following table.

Table 80 Configuration > Wireless > AP Management > Firmware

LABEL DESCRIPTION

AP Firmware

Runtime Firmware This displays the current AP firmware version on the Zyxel Device. The Zyxel Device must
have the latest AP firmware to manage all supported APs.

Available Firmware This field displays if there is a later AP firmware version available on the firmware server. It
displays N/A if the Zyxel Device cannot connect with the firmware server. Check that the
Zyxel Device has Internet access if N/A displays and then click the Check button below.

If a newer Zyxel Device AP firmware is available, its version number and a More Details icon
displays here.

Available Frmmware: W5.00 Patech 4 -5.10(.2) @Mur& Details

Last Check Success | This displays the date and fime the last check for new firmware was made and whether the
check is in progress (checking), was successful (success), or has failed (fail).

Check Click this button to have the Zyxel Device display the latest AP firmware version available on
the firmware server.
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Table 80 Configuration > Wireless > AP Management > Firmware (continued)

LABEL

DESCRIPTION

Apply AP Firmware

Due to space limitations, the Zyxel Device only downloads and keeps AP firmware for APs it
is currently managing. If you connect a new AP to the Zyxel Device, the Zyxel Device may
need to download a new AP firmware. Please wait while downloading new firmware as the
speed depends on your Internet connection speed. Make sure to maintain the Internet
connection while downloading new firmware.

Apply Click this to download newer Available Firmware from the firmware server and update the
Runtime Firmware version.

# This is an index number of a managed AP.

Model This displays the name of all manageable AP models.

Runtime Firmware

This displays the firmware version that the managed AP must have in order to be managed
by the Zyxel Device. Firmware for APs that the Zyxel Device already has displays in bold;
firmware that the Zyxel Device doesn’t have or is still downloading is grayed out. Firmware
that is in the download queue will show To be downloaded.

Refresh

Click this fo update the model firmware table.

8.4 Rogue AP

Use this screen to assign APs either to the rogue AP list or the friendly AP list. A rogue AP is a wireless
access point operating in a network’s coverage area that is not under the control of the network
administrator, and which can potentially open up holes in a network’s security.

Click Configuration > Wireless > Rogue AP fo access this screen.
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Figure 162 Configuration > Wireless > Rogue AP
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Each field is described in the following table.

Table 81 Configuration > Wireless > Rogue AP

LABEL DESCRIPTION
Suspected Rogue AP Click the check boxes (Weak Security (Open, WEP, WPA-PSK), Un-managed AP,
Classification Rule Hidden SSID, SSID Keyword) of the characteristics an AP should have for the Zyxel
Device to rule it as arogue AP.
Add Click this to add an SSID Keyword.
Edit Select an SSID Keyword and click this button to modify it.
Remove Select an existing SSID keyword and click this button to delete it.
# This is the SSID Keyword's index number in this list.
SSID Keyword This field displays the SSID Keyword.
Rogue/Friendly AP List
Add Click this button to add an AP to the list and assign it either friendly or rogue status.
Edit Select an AP in the list to edit and reassign its stafus.
Remove Select an AP in the list to remove.
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Table 81 Configuration > Wireless > Rogue AP (continued)

LABEL DESCRIPTION

Containment Click this button to quarantine the selected AP.

A quarantined AP cannot grant access to any network services. Any stations that
aftempt to connect to a quarantined AP are disconnected automatically.

Dis-Containment Click this button to take the selected AP out of quarantine.

An unquarantined AP has normal access to the network.

# This field is a sequential value, and it is not associated with any interface.

Containment This field indicates the selected AP's containment status.

Role This field indicates whether the selected AP is a rogue-ap or a friendly-ap. To change

the AP’s role, click the Edit button.

MAC Address This field indicates the AP’s radio MAC address.

Description This field displays the AP's description. You can modify this by clicking the Edit button.
Rogue/Friendly AP List These controls allow you to export the current list of rogue and friendly APs or import
Importing/Exporting existing lists.

File Path / Browse / Enter the file name and path of the list you want to import or click the Browse button

Importing fo locate it. Once the File Path field has been populated, click Importing to bring the

list into the Zyxel Device.

Exporting Click this button to export the current list of either rogue APs or friendly APS.

Monitor Mode Settings

Enable Rogue AP Select this to enable rogue AP containment.

Containment

Apply Click Apply to save your changes back to the Zyxel Device.
Reset Click Reset to return the screen to its last-saved settings.

8.4.1 Add/Edit Rogue/Friendly List

Select an AP and click the Edit button in the Configuration > Wireless > Rogue AP table to display this
screen.

Figure 163 Configuration > Wireless > Rogue AP > Add/Edit Rogue/Friendly

€3 Edit Rogue/Friendly AP List
MAC: | (1)
Description: [{Optional)
Role: @ Rogue AP © Friendly AP

Each field is described in the following table.

Table 82 Configuration > Wireless > Rogue AP > Add/Edit Rogue/Friendly

LABEL DESCRIPTION

MAC Enter the MAC address of the AP you want to add to the list. A MAC address is a unique hardware
identifier in the following hexadecimal formart: xx:xx:xx:xx:xx:xx where xx is a hexadecimal number
separated by colons.

Description Enter up to 60 characters for the AP's description. Spaces and underscores are allowed.
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Table 82 Configuration > Wireless > Rogue AP > Add/Edit Rogue/Friendly (contfinued)

LABEL DESCRIPTION

Role Select either Rogue AP or Friendly AP for the AP’s role.

oK Click OK to save your changes back to the Zyxel Device.
Cancel Click Cancel to close the window with changes unsaved.

8.5 Auto Healing

Use this screen to enable auto healing, which allows you fo extend the wireless service coverage area
of the managed APs when one of the APs fails. Click Configuration > Wireless > Auto Healing fo access
this screen.

Figure 164 Configuration > Wireless > Auto Healing
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[ Enable Auto Healing
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% Note:
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parameters are ok, all WTP in online status and click Save Current Status
button.

_Apply ] Reset |

Each field is described in the following table.

Table 83 Configuration > Wireless > Auto Healing

LABEL DESCRIPTION

Enable Auto Select this option to turn on the auto healing feature.

Healing

Save Current Click this button fo have all manged APs immediately scan their neighborhoods three fimes in
State a row and update their neighbor lists fo the AP controller (Zyxel Device).

Auto Healing Set the time interval (in minutes) at which the managed APs scan their neighborhoods and
Interval report the status of neighbor APs to the AP controller (Zyxel Device).

An AP is considered “failed” if the AP controller obtains the same scan result that the AP is
missing from the neighbor list of other APs three times.

Power Threshold Set the power level (in dBm) to which the neighbor APs of the failed AP increase their output
power in order to extend their wireless service coverage areas.

When the failed AP is working again, its neighbor APs return their output power o the original

level.
Apply Click Apply to save your changes back to the Zyxel Device.
Reset Click Reset to return the screen to its last-saved settings.
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8.6 RTLS Overview

Ekahau RTLS (Real Time Location Service) tracks battery-powered Wi-Fi tags attached to APs managed
by the Zyxel Device to create maps, alerts, and reports.

The Ekahau RTLS Confroller is the centerpiece of the RTLS system. This server software runs on a Windows
computer to track and locate Ekahau tags from Wi-Fi signal strength measurements. Use t